
At-Large Workspace: Proposed Definition of Name 
Collisions and Scope of Inquiry for the Name Collisions 
Analysis Project

Public 
Comment 
Close

Statement
Name 

Status Assignee
(s)

Call for
Comments 
Open

Call for
Comments
Close 

Vote 
Open

Vote 
Close

Date of 
Submission

Staff 
Contact 
and 
Email

Statement 
Number

12 August 
2019

Proposed Definition 
of Name Collisions 
and Scope of Inquiry 
for the Name 
Collisions Analysis 
Project

ADOPTED

14Y, 0N, 0A

Justine Chew 08 August 2019 11 August 
2019

12 
August 
2019

15 
August 
2019

12 August 2019 Steve 
Sheng
steve.
sheng@ican
n.org

AL-ALAC-ST-
0819-03-01-
EN

Hide the information below, please click    here >> 

Brief Overview

Purpose: As part of the project plan for the name collision analysis project (NCAP), the would like to seek public input on the definition of name  SSAC
collision and scope of inquiry for the name collision analysis project.

Current Status: Draft Definition of Name Collision and Scope of Inquiry for the Name Collision Analysis Project for public comment

Next Steps: The NCAP discussion group will finalize the definition of name collision and scope of inquiry for the name collision analysis project after 
considering the public input.

Section I: Description and Explanation

The [PDF, 81 KB] has been drafted by  Proposed Definition of Name Collisions and Scope of Inquiry for the Name Collision Analysis Project (NCAP) 
the NCAP Discussion Group and reviewed by the and ( ). ICANN Security   Stability Advisory Committee  SSAC

The document defines name collisions in general and in the context of top-level domains in particular. The scope of inquiry divides the problem space 
into three areas: in scope and subject of data studies by NCAP, in scope but not intended to be the subject of data studies by NCAP, and out of scope.

The is seeking public input on both the definition and the scope of inquiry. SSAC 

Section II: Background

On 2 November 2017, the Board passed resolutions (2017.11.02.29 – 2017.11.02.31) requesting the and ICANN   ICANN Security   Stability Advisory 
( ) to conduct studies to present data, analysis and points of view, and provide advice to the Board on:Committee  SSAC

A proper definition for name collision
Suggested criteria for determining whether an undelegated string should be considered a string that manifests name collisions, i.e., is a 
"collision string"
Suggested criteria for determining whether a "collision string" should not be delegated
Suggested criteria for determining how to remove an undelegated string from the list of "collision strings" (aka mitigations)

In the resolution, the Board also requested the to do the work in a timely and organized fashion, with adequate visibility on costs and schedule,  SSAC 
which shall be subject to review and approval by the Board.

Following the Board resolution, the initiated the project planning. The delivered, in September 2018, a proposed Name Collision Analysis  SSAC   SSAC 
Project (NCAP) proposal, which detailed three studies anticipated to meet the call of the Board's 2017 resolution.

In March 2019, the Board authorized study one, as revised by the Org, to proceed. This study will 1) examine all prior work on the issue  ICANN   ICANN 
of name collisions and produce a summary report that brings forward important knowledge from prior work into this study, and which can act as a 
primer for those new to the subject; 2) create a list of results of the data used in past studies, identify gaps, if any, and list additional data that would be 
required to successfully conduct the two additional identified studies; and 3) provide information that will facilitate a decision on whether the NCAP 
should proceed with studies 2 and 3 based on the results of the survey of prior work and the availability of data.

Following the Board approval, NCAP discussion group was formed. It finalized the statement of work for Study 1 and delivered to the Office of  ICANN 
CTO for contracting.

The NCAP discussion group also developed a second deliverable, a proposed definition of name collisions and scope of inquiry for NCAP for public 
comment.

Section III: Relevant Resources
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1.  

2.  
3.  
4.  
5.  

6.  

Proposed Definition of Name Collison and Scope of Inquiry for the Name Collision Analysis Project: https://community.icann.org/display/NCAP
/NCAP+Working+Documents?preview=/79437474/111387704/Definition%20of%20Name%20Collision%20and%20Scope%20of%20Work%
20for%20the%20NCAP.pdf
NCAP Community wiki: https://community.icann.org/display/NCAP

Section IV: Additional Information

Past Research and Studies on Name Collision:

SAC045: Invalid Top Level Domain Queries at the Root Level of the System ( Domain Name  https://www.icann.org/en/committees/security
[PDF, 507 KB])/sac045.pdf 

SAC057: Advisory on Internal Name Certificates ( [PDF, 1.14 MB]) SSAC  https://www.icann.org/en/system/files/files/sac-057-en.pdf 
Name Collision in the ( [PDF, 3.34 MB]) DNS  https://www.icann.org/en/system/files/files/name-collision-02aug13-en.pdf 
New Collision Risk Mitigation ( [PDF, 165 KB]) gTLD  https://www.icann.org/en/system/files/files/new-gtld-collision-mitigation-05aug13-en.pdf 
Name Collision Occurrence Management Framework ( [PDhttps://www.icann.org/en/system/files/files/name-collision-framework-30jul14-en.pdf 
F, 634 KB])
Mitigating the Risk of Namespace Collisions ( [PD DNS  https://www.icann.org/en/system/files/files/name-collision-mitigation-final-28oct15-en.pdf
F, 11 MB])

Section V: Reports

FINAL VERSION SUBMITTED (IF RATIFIED)

The final version to be submitted, if the draft is ratified, will be placed here by upon completion of the vote. 

FINAL DRAFT VERSION TO BE VOTED UPON BY THE ALAC

The final draft version to be voted upon by the ALAC will be placed here before the vote is to begin.
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DRAFT SUBMITTED FOR DISCUSSION

The first draft submitted will be placed here before the call for comments begins. The Draft should be preceded by the name of the person submitting the 
draft and the date/time. If, during the discussion, the draft is revised, the older version(S) should be left in place and the new version along with a header 
line identifying the drafter and date/time should be placed above the older version(s), separated by a Horizontal Rule (available + Insert More Content 
control).

First draft by Justine Chew, 24 July 2019:

As the ICANN constituency representing the views of individual Internet end users, the At-Large Advisory Committee (ALAC) considers the issue of 
Name Collision in the DNS an area of importance for the minimization of unintended consequences for end users. Name Collision occurs when a user, 
attempting to reach a private domain name, unintentionally reaches a misinterpreted public domain name, thus creating situations which not only 
undermines end user trust of the Internet but could also pose potential security issues.

In this respect, the ALAC supports the Security and Stability Advisory Committee (SSAC) in its continuing efforts to address the issue of Name Collision 
and notes the progress made in moving the Name Collision Analysis Project (NCAP) forward since the ICANN Board decisions of , 2017-11-02  2018.02.

and . And in particular, the ALAC notes the initiation of the NCAP Discussion Group (NCAP DG) in April 2019 and its facilitation of 04.12   2019.03.14
community participation in drafting the present Proposed Definition of Name Collision and Scope of Inquiry for the Name Collision Analysis Project 
(NCAP) dated 1 July 2019 for public comment.

We appreciate the need to have a Name Collision definition for purposes of scoping the inquiry for the NCAP, in order for the NCAP Study One to be 
manageable and on point. Therefore, the ALAC supports the Proposed Definition of Name Collision and Scope of Inquiry for the Name Collision 
Analysis Project of 1 July 2019. Of particular importance to us are:

(1) The recognition and inclusion of Type B situations (ie. B. In scope but not intended to be the subject of data studies) which provides built-in 
peripheral consideration of such situations with decision for examination through data analysis at a later stage if a compelling case were to arise within 
Study One; and

(2) The possibility of amending the Definition of Name Collision and Scope of Inquiry for the Name Collision Analysis Project should further pertinent 
information come to light at a later stage either through the ongoing work of the NCAP DG, NCAP Working Party and/or input obtained from the party
/ies eventually contracted to undertake NCAP Study One.  
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