Security and Stability of the DNS Topics

The following are a set of general topic areas to underpin the study of this question. The question is predicated
by scoping this topic to matters that fall with ICANN's remit. The broader consideration of the security and
stability of the DNS ecosystem, its architecture, technologies, applicable standards, vendors, operating
practices and actors is a topic that intersect with ICANN's mission in a number of areas, but the general topics
are substantially larger matters and will not be considered as part of this review.

The focal point here is those activities that are directed or coordinated by ICANN or the PTI, or where ICANN

has a substantive presence by virtue of hosting the community-driven policy process or through existing
activities.

1. Root Zone Management Practices

ICANN coordinates the contents of the root zone of the public DNS system, so consideration of the security
aspects of the way in which this responsibility is fulfilled is relevant to this topic. Sub-topics include:

TLD Label management (what labels go in the root zone)

e What guidelines and constraints govern the labels that are placed into the root zone of the DNS?
For example, are single character domains, either in Ascii or in their Unicode equivalent permitted? Are two letter
codes other than those defined through 1ISO3166 permitted?

“1C t [1]: How is it done today? Do we have a

How are these constraints managed by ICANN, and how are the constraints communicated to the
community?

e How is change control exercised over these constraints?
Presumably, one could envisage a scenario where some group is wanting to change these constraints. What process
would ICANN follow to examine such a request for a change in these constraints?

e  What extent impacts and behavior relate to labels that will be, or are, in the Root zone, how can
this be longitudinally considered?

specific limit/challenge to the current practice? Do we
have a new approach to recommend? To what extent
will the proposed approach be successful?
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This issue is exemplified by the name collisions work [Verisign TR, S&P publication, US-CERT
TA]
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This question refers to the matters raised in SSAC 084 and the EPSRP?

NS and DS record management in the Root Zone

When a name is delegated in the root zone, the delegation is reflected by the presence of NS records in the
root zone, and the DNSSEC security binding is reflected by the presence of DS records in the root zone.

lAre appropriate security practices used to ensure that changes are duly authorised by the correct
party prior to inclusion onto the root zone?
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Are the NS and DS records validated by ICANN (or PTI) prior to inclusion in the root zone? What

steps are taken if validation fails?
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® Are these records, and the associated glue records, regularly audited to ensure their continuing subteam?
accuracy? Deleted: So all NS and DS records be validated by PTI
all of the time? What procedures are used to audit the
Respective roles of RSSAC and ICANN root zone and what steps are taken if any of the entries

fail this audit?
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servers. While the content of the root zone is the same across all root servers, these server operators have

considerable latitude as to how the root zone is served in terms of finer level of granularity of the technical

aspects of the service.



How consistent are the contents across all Root servers (letters and instances)?

How much lag is there in attaining consistency after a change?

Are there any instances of sustained inconsistency or variation, and how would this be detected?

Is it appropriate that such variation exists across the Root Servers?
The finer level of detail of how each root server responds to queries are largely undocumented, and it
is unclear if this diversity enhances or compromises the security and resilience of the root service.

It is also unclear how this question fits into the SSR2 study. Is this a RSSAC Review question? A topic for
SSAC study? Is this a detail of a more generic question for SSR2 study about the nature of the
relationship between RSSAC and ICANN and the ACs and SOs?

Deleted:

Respective roles of ICANN, PTI and Verisign over root zone contents

Each iteration of the root zone is produced as the outcome of a multi-party process, where the zone file is the
result of records managed by PTI (NS, DS and glue records) and records provided by Verisign DNSSEC RRSIG
records (generated through the use of the ZSK).

. \Is this separation of roles appropriate?
Does this multi-step process introduce vulnerabilities, or do they remove potential single points of
failure by having multiple parties with oversight on the root zone as it is generated?

[Z.—~] Comment [3]: Can we get some background on the
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With respect to the root zone of the DNS, the list of delegated labels is not considered to be a static list, and

the current mode of management of the root zone is to periodically open the zone for the inclusion of new top

level labels. The general motivation behind this is that this expanded set of top level labels promotes diversity

and competition in the domain name space, and this competition works to the benefit of the consumer in

terms of reduced prices and improved focus on customer service for holders of second level name

registrations. It is unclear if these changes and the increased diversity of top level names and top level name

registries promote or detract from the overall security and integrity of the domain name system.

e Introduction of new TLDs
Is the phased introduction of TLDs into the root zone, resulting in a zone that is in a state of constant
flux better or worse than a single introduction of a set of new top level labels in a single event, or is the
mode of introduction of new labels neutral to the security and stability of the root zone management
function?

® Aside from ccTLDs (below) is there any consideration of the retirement of TLDs from the root zone?

e Coordination with ISO3166 or both introduction and retirement of ccTLDs

What is the nature of the interaction between ISO 3166 and the root zone? Are all two letter TLDs reserved? What
about Exceptionally reserved, traditionally reserved and indeterminately reserved names? Does 1SO3166 provide for

CC name retirement in an acceptable manner?| { C t [4]: Is this an SSR issue?




e Coordination with IETF over Special Use Names Registry
There is none at the moment! See SSAC 090

e Coordination between IETF and Unicode Consortium over IDNA standards and practice
See SSAC 095 for the specific case with emojis, but the general observation holds true as well.

e  Evolution of the Root Service

\Does the future security of the DNS root service rely solely on the current root server operators and the
infrastructure that they operate? Should the model of distribution of root zone data evolve to include consideration
of the opportunities offered by DNSSEC, such as local root secondary servers and recursive resolvers DNSSEC NSEC
caching. How can ICANN assist in these measures to assist tin scaling the root and making it more resilient to known
attack vectors?|

e Consistency of the Identifiers

rThe DNS resolution protocol is not the only protocol that performs a mapping from a domain name to a IP address
(or other 'attached' attribute. To what extent should the ICANN community take steps to ensure that a domain
name has a consistent meaning irrespective of the method of name resolution? i.e. is ICANN's remit solely
concerned with domain names as resolved by the DNS protocol. Or does it extent to domain names as resolved by
any protocol in the context of the public Internet? Or domain names irrespective of the name's manner and context
of use?|

C t [5]: Is this a suggestion to investigate? It
seems to presume a problem in scaling that I'm not
aware of.

C t [6]: The name collisions issue (not to

3. Roles and Responsibilities

There are many bodies who have an interest in the DNS and its operation. ICANN and its SOs and ACs bring
many of these interests together, but not all. The broader DNS ecosystem includes aspects of applicable
technical standards and their evolution, security and threat analysis, and modes of use of identifiers by
applications and services. The observation is that this is not a static space and changes are anticipated. The
consideration from security and stability is to ensure that such changes are considered carefully and the
motivations that are driving such change are balanced against what is prudent and safe in terms of operational
practice and use of available technology.

e Has ICANN achieved an effective balance relating to community policies, applicable standards, and
SSR concerns?

® Are there checks and balances in the process, and do they have a voice?

4. Abuse and Threats
What are ICANN's responsibilities in this space?

<more material needed here!>

Notes about DNSSEC.

DNSSEC is the chosen mechanism to support security in the DNS, in so far that the resolution process itself is
not protected, but the result can be validated to assure the client that the resolution response is genuine and
complete. Being such a central part of DNS Security in general, should it be a topic of study in this sub-topic?

DNSSEC is largely under the control of the IETF as a piece of technology. If a party wants to alter the operation
of DNSSEC or any other aspect of the way in which its operation if defined then the IETF is the place to
undertake such a conversation. This implies that such technical aspects are beyond ICANN's remit.

mention any others) demonstrates that there can be an
interaction between namespaces, despite intentions.
That, imho, makes this an SSR issue.




DNSSEC, as seen by ICANN, is firstly a set of DS delegation records, similar in almost every respect to NS
records. There are some operational questions in this process, noted in section 1.2. Secondly, DNSSEC is a root
zone signing operation. This area includes the management of the KSK key which appears to fall under the
subtopic of ICANN operations as it not a generic DNS topic. The question of the choice of protocol and key
length and the scheduling of periodic KSK rolls appears to also be an ICANN operational topic rather than a
generic DNS stability issues.

Notes about the KSK roll - DNS Review Team Call 8 August { Formatted: Font:Italic

The “largest” issues at the time of preparing this report is the forthcoming roll of the Key-Signing Key of the
DNS. This is a major issue for the DNS, or at least the DNSSEC-aware part of the DNS in so far as the roll is not a
“standard” part of the operation of DNSSEC. In this hierarchical key structure subordinate keys derive their
validity by being “signed over” by the ley’s immediate superior. This has lead to a wealth of operational
practice related to rolling keys, and part of this is the established practice of rolling the Zone-Signing Key of the
root zone every quarter. The KSK has only been “rolled” once, when in 2010 the original unvalidatable KSK was
rolled to the first production “valid” key.

ICANN, and its advisory bodies, notably SSAC, have been aware of the challenges in this area. The commitment
to roll the original KSK some 5 years after the original introduction of this key has resulted in a significant body
of effort to design a process that minimizes the risks to the DNS, and at this stage there is some level of
confidence that to the extent that such risks can be mitigated, every reasonable effort has been taken to
ensure that outcome.

At the same time we are aware that there are still some uncertainties in the process, principally concerned
with the unknown level of use of clients using manually managed local copies of the public part of the KSK.
These concerns cannot be alleviated by taking further measures within the specifications of the DNS and
DNSSEC as they stand. This leaves the somewhat unsatisfying assertion that “we are doing the best we can do
with the tools we have available to us, but we are aware that this does not address all known risks.”

We anticipate that the actual roll of the KSK will be instrumented in the DNS at large, and the impacts of the
roll, and the subsequent revocation of the original KSK, will be analysed, both by OCTO staff and interested
DNS researchers.

The open question is then one: “How can we use the findings of this analysis to improve this process?” The
regular rolling of the ZSK at three month intervals has made this process a standard operational practice and
both the operators of the ZSK and client DNSSEC validating resolvers are aware of the procedures and the
implications of this regular roll on their behaviours in validation. The current intuition is that performing a KSK
roll every roll is sufficiently infrequent that it becomes an exceptional event that must be carefully managed
every time, and the operational responses are sufficiently infrequent that they do not become an integral part
of the operation of the DNS. However, the current lack of DNS integration for this KSK roll implies that the risks
of stranding client resolvers is not necessarily improved by performing this every more frequently. It could be
argued that increased disruption is a disincentive for DNSSEC adoption rather than an enabling factor. The
open question at this point is how to take the outcomes of the analysis of this roll and feed it into a larger
process that inevitably involves stakeholders that include DNS infrastructure operators, DNS resolver vendors
and the IETF, as well as others, to investigate ways to improve the resilience of KSK rolls in the future.

We cannot assume that KSK keys maintain their integrity for the indefinite future, and it seems unwise to
perform KSK rolls so infrequently that accommodating these key rolls are an exception event each and every
time.

In looking at this topic we would also encourage further consideration of emergency procedures involving the
unforeseen events of either key compromise or an inability to access the key. it would be appropriate for
procedures relating to such “emergency” key rolls to be widely promulgated, so that relying parties are clearly
aware of the distinctions between a legitimate emergency key roll and a hostile attack on the key.
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