Introduction to Blockchain

2018. 07. 26
Samuel Hyun



1. Essense of Blockchain: Infrastructure for Trust
2. Bitcoin, Ethereum

3. Private Blockchain

4. Blockchain Applications

5. Next Generation Blockchain



Trust Network

P
P

|
)
)

. [
" -
’A‘ @ @
>< VS. - . -
A - . .
[ 58
P . ™

w
THELL

Centralised Ledger

=

Distributed Ledger

& Santander N CITE

®» OLIVER WYMAN
Confidential

Copyright @ D3 Research. All right reserved



Key Factors of Blockchain

By design, no one party can modify, delete, or even append any record to the ledger without the consensus, making

the system useful for ensuring the immutability of transaction, contract, and other legal documents.

Ensuring secure, authenticated &
verifiable transactions

Append-only system of record
shared across business network

Shared Ledger Cryptography

Distributed DB Hash, PKI

-

Smart

Consensus
Contract

Business terms embedded in transaction
database & executed with transactions

All parties agree to network verified
transaction

P2P, Consensus

Broader participation, lower cost, increased efficiency
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Shared Ledger

Future view: A shared ledgey built on blockchain offers visibility, trust and pevmanence

Curvent view: Individual ledgers and ovganizational silves complicate bow information and incidents arve

mandged in the network
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Sowrce: IBM Institute for Business Vilue analysis.

Soweree: IBM Institute for Business Value analysis.
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PKI & Hash

Symmetric Key Encryption

_t‘\. Data of Arbitrary
Encryption o = — Decryption > Length
Orginal  Symmetric  Scrambled Symmetric Original
data key data key data
Public Key Encryption
Encryption Decryption
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Orginal  Publc  Scrambled Private  Orginal Fived LDe.”g”r’ Hash
data key data key data (Digest)
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Distributed P2P Network
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P2P Protocol & Consensus Algorithm
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THE PROBABILITY OF MINING A BLOCK IS
DEPENDENT ON HOW MUCH WORK IS
DONE BY THE MINER

=
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PAYOUTS BECOMES SMALLER AND
SMALLER FOR BITCOIN MINERS, THERE IS
LESS INCENTIVE TO AVOID A51% ATTACK

i

POW SYSTEMS HAVE POWERFUL MINING
COMMUNITIES - BUTTEND TO BECOME
CENTRALIZED OVER TIME
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PERSON CAN “MINE” DEPENDING ON HOW
MANY COINS THEY HOLD
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THE POS SYSTEMS MAKES ANY 51%
ATTACK MORE EXPENSIVE

S

POS SYSTEMS ARE MORE DECENTRALIZED -
BUT MUST WORK HARD TO BUILD
COMMUNITIES AROUND THEIR COINS



Blockchain: Infrastructure of Trust

‘““Blockchain : Distributed Trust Network”’

Blockchain's Big Innovation is Tru St,

Not Money

coinplug

8
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Cross-Border Payment on

Originating
Institution

Originating
Institution

Central
Counterparty
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Sending
Correspondent &
Liquidity Provider
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Evolution of Blockchain

blockchain based services Private blockchain Smart contract

(bitcoin = blockchain) (Public = Private) (Ethereum...)
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Building Block(chain)s TR
Blockchain technology promises to bring dramatic change to the u e
banking industry. Here are some of the players helping banks figure 15 : *
out the nascent tech and what it will mean to their business e\ N
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Blockchain 1.0: Chain Block- Digital IBM Ripple Blockchain 2.0:
stream mtngs

Blockchain for Digital Currenc Blockchain as a Plat
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
saloshini@gmx. com
www_bilcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online

@ ® payments to be sent directly from one party to another without going through a
) l ‘ o I n financial instimtion. Digital signamires provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.

ACCEPTED HERE We propose a solution to the double-spending problem using a peer-to-peer network.
[he network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witmessed, but proof that it came from the largest pool of CPL power. As
long as & majority of CPU power 1s controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal stucture. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

12
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Block of Bitcoin

Block 60 Block 61
“Tamper-Proof

Block 62 Block 63
Block header hash Block header hash Block header hash Block header hash
0000004e0b 00000014de 0000006790 000000373
[ (] ’ ’ Previous block Previous block Previous block Previous block
Distributed Ledger e i st e
Merkle Root Merkle Root Merkle Root Merkle Root
000000ab12 0000002149 00000074eb 0000005270
Block ‘ Timestamp Timestamp Timestamp Times
header - 2015-01-30 10:00 2015-01-30 10: 10 2015-01-30 10:20 2015-01-30 10:30
:00 :00 :00 :00
Difficulty Difficulty Difficulty Difficulty
1180923 1180923 1180923 1180923
Nonce Nonce Nonce Nonce
924591 14de28 6790ch

aB8461e
Transaction Transaction Transaction Transaction
cb112833c2 c07810dcab 180022005 cab2b4004e
Transaction Transaction Transaction Transaction
All 3045022100 b8cd2de76a 65¢92ac2d9 c0de69c081
Transactions
Transaction Transaction Transaction Transaction
60d794dcec bc8a07f519 2144¢8454a 240104d864
|
|

10 min ’

-1

- - 1 - > Time
10 min 10 min 10 min
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Bitcoin Transaction

“UTXO” “Verification”

Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6118
INPUTS From OUTPUTS To Transaction Transaction Transaction
From (previous transactions Joe has received): ! Outout #0 Alice's Address . 0.1000 BTC (spent) '
utput #0 Alice’s Address 0.1000 BTC (spent
e 0005 B1C e e e Owner s Owner 2 Owner 3s
' ‘ Public Key Public Key Public Key
. v \ 4' i ¢
Transaction 0627052b6f28912f2703066a912ea577f2ce4daseda5a5fhd8a57286¢345¢2f2 Hash ; Hash ; Hash
INPUTS From OUTPUTS To “ _ L
:7957a35fe64f80cxl3|g76d83a2a8ﬂa0d8149a41d8(1)d%43f82§%28a999f6ﬂ8 o: .5u?p-u o B_oB’s-AH dress T 00T50BTC (-; p-e r;t)-: - V@,@h - Ver@__ Y
b e SRS e o TOUGpO P AT AGG8S (change) 0.0845 BTC inspen) | , Al |
Owner 0's Owner 1's Owner 2's
0.0005 BTC , , .
Signature Signature v Signature

Transaction 2bbac8bb3a57a2363407ac8¢16a67015ed2e88a4388af58cf90299e0744d3de4 ;‘Q,?( ,‘Qf*"

e WeursEom OUTPUTS To P A2
:0627052b6f2891§%g)3°66a912“577fmdmi)sag;b;gagfgw“sm 0 : Output #0 Gopesh’s Address 0.0100 BTC (unspent) Owner1's | Owner2's | Owner 3's
EESESssaSssmslssessEsisEsEEE S - Output #1 Bob”s Address (change) 0.0845 BTC (unspent) Private Key Private Key Private Key

Transaction Fees: 0.0005 BTC

14
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How Bitcoin Works

How a blockchain works

(1) o ©

A wants to send
money o B

The transaction is The block is broadcast to
represented online every party in the network

as a 'block i 4 | 2 |

A\

NN

-~

{ Those in the network The block then can be added = The money moves
approve the to the chain, which provides fromAtoB
transaction is valid an indelible and transparent

record of transactions
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d
X
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Global Bitcoin Network

GLOBAL BITCOIN NODES
DISTRIBUTION

Reachable nodes as of Tue Dec 12 2017

= Z2FA)

13:39:17 GMT+0900 (CHSH 2= EEA|).

11684 NODES

24-hour charts »

Top 10 countries with their respective number of
reachable nodes are as follow.
RANK

COUNTRY NODES

1 United States 3247 (27.79%)

2 Germany 1951 (16.70%)
3 France 810 (6.93%)
4 China 763 (6.58%)
5 Netherlands 525 (4.49%)
6 Canada 501 (4.29%)
7 United Kingdom 443 (3.79%)
8 Russian Federation 395 (3.38%)
9 n/a 350 (3.00%)

10 Singapore 242 (2.07%)

Maore (101) »
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Map shows concentration of reachable Bitcoin nodes found in countries around the world.
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Smart Contract

Transaction 0x0 123CFG45 12
From :

<)

Bob (Buyer)

Bob Bitcoin Sally Bitcoin
Add ress Address

Blockchain 1.0 - Bitcoin

Sally (Seller)

Nick Szabo

Evolution
of
Paradigm

01001000
01100101
01101100
01101100
01101111

Contract 0x012BCFG4512

|

CONTRACT

Code !
Receive (Scripting
language)

Bob (Buyer) Sally (Seller)

Bob Blockchain Address
Sally Blockchain Address

Blockchain 2.0 - e.g. Ethereum, ...

17
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Ethereum

y
ethereum

BLOCKCHAIN APP PLATFORM

»\ﬁ

—rvC
\\ , \ AN .
: \ : . 7%
NN e
\ NN A/
. NS
\\:\ 2
\\’El

“World Computer”

» In 2014, Vitalik launched Ethereum project and successfully funded 20 mil worth of Ether by ICO

» While the goal of bitcoin is to build a platform that makes the digital currency to be exchanged safely
on the internet without any interfering with governments or financial institutions, the goal of Ethereum
is to build a platform that makes a genuine free web by expanding the territory of blockchain to
encompass real-world applications

» Gas, Ethereum Virtual Machine
Confidential Copyright @ D3 Research. All right reserved
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Smart Contract on Blockchain

Smart contract

Non-blockchain world

Agreement @ ™

o—B —o0

Smart contract

Business rules

Subject to existing rules & regulations

Edited by a service provider or one of the parties to
the agreement

Smart contract

Trigger & execution @ N

@
B'E - Trigger Smart contract execution can be triggered by
-'. r—1 an event on the blockchain or outside
Data \

|
2 |
|
v ‘
i
. )
b N The execution of a contract can produce an
a 2 : AL 4 output supposed to impact another blockchain
B | (cash ledger) or another system
[ F —
m \i
Data @
FWUNDECHAIN
19
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State Transition

| Input | Output Input \ Output Input |
State 0 " ’: State 1 b-‘ State 2 e aEmERR P State n l
' 4 = l’ | \ / “ . I_! - \ ' { “
. -
Stat.e o Stat.e L S State
Function - Function .
- ___r Function
< <+ i - EEEnn <

f—" —
[ 3 [ 1

Transaction | Transaction Transaction

Q Etherem Research Forum



Ethereum Transaction

“Transaction” “Message”’
Nounce How many times the sender has sent a Nounce How many times the sender has sent a
transaction transaction
Sender Address of sender Sender Address of sender
Recipient | Address of smart contract account Recipient | Address of smart contract account
Value Amount of ether to send Value Amount of gas to send
Gasprice Amount of ether the sender pay per unit gas Gaslimit Maximum units of gas to consume
Gaslimit Maximum units of gas to consume Data Message to smart contract
Data Message to smart contract Signature | Signature of sender
Signature | Signature of sender

21
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Block of Ethereum

Listof uncle block Listof uncle block
headers |77 TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTN 1 headers
1

Block N Header i Block M+1 Header

—— PrevHasn | | Nonce | [ Tmestamp | [ Uncles Hash | »| Prevash | | Nonce | [ Timestamp | | uncles Hasn | |——
| Benefciary | | Logs Bioom | | Difficutty | | Extra Data | | Benefiiary | | LogsBioom | | Difficutty | | Extra Data |
| BlockNum | [ GasLimit | [ Gasused | [ wixHasn | | BlockNum | [ Gasumit | [ Gasused | [ M Hash |
| stateRoot | || Transaction Root | | ReceiptRoot | | stateRoot | | TransactionRoot | | ReceiptRoot |
=

Hin

Balance Codehash

Storage root |

| Nonce H Balance H Codehash

Nonce | Storage root |

t Merkle-Patricia State Trie forblock N | Merkle-Patricia State Trie for block N+1




Gas

B3 S Miner
User A ‘ ' +100 Gas
250 Gas 50 Gas 50 Gas User B
/T i Consumed - _. Consumed s g ti
— ransa.c 1on » Execution l I — { Execution l P — B
Begins | Completed
200 Gas 150 Gas

Start Gas Remainmg Gas 150

T I

Q Etherem Research Forum

» Maximum transaction execution cost = gasLimit * gasPrice
» Min gasLimit : 21,000
» Max gasLimit per a block : 6,700,000

23
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Scalability Improvements

Casper’s checkpointing

Validators vl

o alp

...98 blocks later ...

‘J
:

\ Miners

o RRR

R
QSbI‘ slater... «—— \‘Raa

SHARDING i
KX T3
TxlUxa ons loxg ‘nxs —

@®C CC

Txloxs ons |0xa lst

GROUP 3

ccceo
T [58 [o8 |68 o —— (B
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Plasma Contract

(Decentralized Plasma Contract

(Social Network)

Exchange)
Plasma Contract Root Chain «—
(Private —> (e.g. Ethereum)
Blockchain)

Plasma Contract
(Micropayments)
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Global Ethereum network

COUNTRIES

Total
United States

China

2 OFA|O}

Russian Federation 886 (5.97%) 5 . . -

Germany
opxL 2|7t

Canada
chofoy2| 7|

(=0t (o] 18 o]}

United Kingdom

Korea, Republic of

Netherlands

France

Ukraine
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Public Blockchain vs.

Private Blockchain

>

4

ethereum

Anonymous

Free access

Public structure enables
wide variety of applications

Users can trade with all
users

Registration

Invitation-based

Know-your-customer
controls

LY

R

Decentralised data storage
& verification performed by
P2P network

Smart contract
preparation

Contracts are made
between customers
through operator’s platform

Confidential

Public blockchain

-

No ex-post revisions
possible

Blockchain

Centralised data storage &
verification performed by
operator

~

Higher operating costs

No operator fees

Manipulation

Ex-post revisions

possible(e.g. in the case of

o

legal dispute)

/

Private blockchain

Copyright @ D3 Research. All right reserved

Costs

Lower operating costs

Operator fees
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Hyperledger Project

. " HYPERLEDGER Home About Community ndustrie News & Event Blog ¥ f in

BLOCKCHAIN TECHNOLOGIES FOR

Y -

Wt ) L N \
. [N A ~ ™
. Y e . b

T
‘ S s s
? -
-
S -
\ '-‘ a

. o LEARN MORE
// 3 ¥
4
r 4
|

» Hosted by Linux Foundation & IBM
» Open source collaborative effort to advance cross-industry blockchain platform

» 4100 startups, companies, organizations joined throughout the world

28
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Hyperledger Fabric

Hyperledger-fabric model

| Jir R

Transaction

(invokini contracts)

29
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Corda Project

»  World first blockchain-based global bank
consortium project

»  Founders: David Rutter, Jesse Edwards, Todd
McDonald

+80 banks joined throughout the world

R3 CEV

vV V¥V

Distributed ledger platform for recording and

WE EMPOWER INNOVATION WITH EXPERTISE . . .
processing financial agreement

30
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Corda Network

DISTRIBUTED NOTARY
SERVICE

/ \ NTE
\ /
O

PERMISSIONING SERVICE
CERTIFICATE SIGNING

ry.

Confidential

Name: Alice

Services: Cash Issuer, bond issuer

Address: 192.168.0.3:10005

NODE || Public key: 5h54h5wvé32vhy55

NODE

NODE

Name: Bob
Services: Cash Issuer, bond issuer

Address:

Name: Network Map

Services: Nefwork map service
Address: 192.168.0.2:10005
Public key: t453wv84bv13cj5w3h

192.168.0.4:10005

Public key: 5Shw03nnk43jknkj4n

Copyright @ D3 Research. All right reserved
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Enterprise Ethereum Project

TRUST, PRIVACY &
PERFORMANCE

Ethereum'’s intrinsically trusted system is the most promising solution for
enterprise Blockchain adoption, given its maturity and multi-purpose design.

: R P R I S E Privacy and Performance improvements will be mandatory to achieve
o enterprise-ready status and will be the focus of Enterprise Ethereum’s roadmap.
_|
-REUM
a
COMMUNITY &
ANCE RESOURCES

In partnership with the dedicated and robust Ethereumn community, Enterprises
are coming together to produce the industry standard, open source, free to use

blockchain solutions that will be the foundation for businesses going forward.

32 nuco STRATD

STRATO IS THE FULL-STACK TECHNOLOGY SOLUTION

THAT ALLOWS YOU TO BUILD INDUSTRY-SPECIFIC
U u BLOCKCHAIN APPLICATIONS

32
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Full Blockchain, Common Public State, Divergent Private State

Single BiuckcrEin _ _Ei@&ﬂoikc_hﬂn__
Public Private Public Private
State State State State

Participant2 Participantn
Single Blockchain Single Blockchain
Public Private
State State
Participant3 Participant4
_Eiﬁ"iﬁ"i"i"ﬂ"__ Single Blockchain
Public Private Public Private
State State State State
' E— —
JPMorgan

33
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Blockchain Consortium

BY THE NUMBERS

> 32 global consortiums Yz e g
» 18 in financial services °=
» 24 started in 2016 orzoimlalE
3 . @ oot
> Average # of members in each: 30 b,
» Largest memberships : 100
ZAA| 20PE HIE (2017.1.10)
HYPERLEDGER FOUNDATION - PROJECT JASPER
; ® 3gMH~
=4 BFE
56.5% i
EELLIES o
o|orE
® 2:8%
AAH[0f
finector

35
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R3 Consortium
R3 Is the World’s Largest Distributed Ledger Consortium

R@‘)

The 50+ Member initiative is focused exclusively on developing a next generation financial transaction
network and commercial applications based on DLT
Bank of America

7N\ inl Bradesco Worril Lynch PIE BRI CIBC
e S . $BARCLAYS P

A% BBVA o @ —_——

" CREDIT Suisse

Cllﬁ w. & COMMERZBANK . Deutsche Bank mﬂ
Goldinal ING e - s
SR HSBC <» INTESA [ | SNNPAOLO- JPMorgan o
Nordea ™
© macauarie - MorganStaniey - Jknab i
MIZIHO () MUFG ¥ NATIXIS s

Ay Northern Trust 3¥RBS

1" PBER BING AN \1“ 9 Scotiabank
@ a0 & Santander E
Q SOCIETE at ;
CENERALE . P, - @
SMBC G| STATE STREFY 8Bl Holdings D G
-2 UniCredit
& UBS Tbank m Wifestpac
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SBI Fintech Consortium

+30 Japanese fintech firms joined, Led by SBI Ripple Asia

SBI FinTech Consortium Objectives

[Objective] Through a combination of participant companies’ technologies and a reduction
of initial introductory costs, will endeavor to establish Japan's first globally
accepted FinTech services in various financial sectors

“SBI FinTech Consortium” Participant Companies Today

@ Money Forward 8 >
€M meTQQS(‘\ N’ CCTCS

{(X(( Caceo inc & [SBI Group]
B | A= ) \ S TEHDBREH
tlinfcurion X SBI Holdings =1
(HESBIzvR R \, z ZUuU TS o

i & A 3 Investment \ -
Re o E’:___,‘C [s:él§E§UIRITI§] SBI s B i\ ro((oon o
SR orb T\ GBI Liquidity Ma MOHNNBSW] $B'92-75 |
(SBI MONEY PLAZQJ
Q* i2o\ 58’00 SBI'E®  Sa e fiRidge
& HIElEE T (SBI Life Insura}:gk
e SBI remi // r _J Showcase-Tv
YEMms o{ ripple — 0 B
R l ;ello | G 4 |
v Goocpatch coinplug
TREASURE (Dmisa mKraken L{REALWORLD
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Chinese Blockchain Consortium

Chinaledger Alliance Blockchain Shenzhen Consortium

”llnnuﬂum o e

CHINALEDGER

i

1

i

| Hniimnm

i

i
iy x

U EE

»  Led by Wanxiang Group »  Led by Ping An Bank and Tencent

»  +11financial institutions are joined »  +31technology and financial firms in China are joined

38
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DTC Consortium

European banks’ consortium for blockchain-based trade finance platform

» Consortium members : Duetsche Bank, HSBC, Natixis,
Rabobank, Societe Generale, UniCredit, KBC

» DTC: Digital Trading Chain

» Facilitate cross-border commerce for European small
and medium-sized enterprises

January 18, 2017 19:58 by

» Leveraging distributed ledger technology to connect
all parties involved in international trade transactions

» We.trade : digital platform for managing, tracking
and protecting trade transactions between SMEs

» Registers entire trade process from order to payment,
fully automated

o
58}
O
%
O
=
M
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B3i Consortium

Switzerland Based Blockchain Insurance Initiative

)
Wil

W 1 iberty  Munich RE = ¥
§i Libery RGA SCOR

hannover re

@" Sompo Japan Nipponkoa

X L4
© svire
i\
Allianz @

XL

Tokio Marme Holdmgs

/

' ageas

XL CATLIN

‘EGON achmea &) ZURICH

Confidential Copyright @ D3 Research.

Established : Oct. 2016

Member : Aegon, Allianz, Munich Re, Swiss Re, Zurich,
Achmea, Ageas, Generali, Hannover Re, RGA, Liberty
Mutual, SCOR, Sompo Japan Nippoloa Insurance, Tokio
Marine Holdings, XL Catin

Streamlining insurance contract & settlement process
using blockchain-based smart contract

Acceleration of information & fund flow, Audit process
improvement

Developing new types of insurance service such as P2P
insurance, microinsurance, parametric insurance

Codex 1: Blockchain-based smart contract prototype to
automate catastrophic reinsurance processes

: 40
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Trusted loT Alliance

Tech Giants and start-ups have joined to form a consortium that will look to build
a trusted loT ecosystem with enhanced security and trust protocol

Td@z o » Consortium includes Bank New York Mellon, Bosch,

o Cisco, Gemalto, Foxconn, BitSE, Chronicled, Consensys,
Filament, Ledger, Skuchain, Slock.it, IOTA, Oaken
Innovation, Chain of Things, BigChain DB

Securing loT Product \ °
AU S » Completed PoCs for trusted odometer, luxury goods

WithBlockenais identity verification, router firmware verification, trade
. =8 d finance automation, supply chain event logging, smart
vehicle charging, deed of title registration, data logger
: provenance
ﬁ \ » Value propositions for loT product identity and
. . provenance, Secure and transferable digital identities,

Payments-enabled devices/machines, Immutable
attestation of sensor data and event logs, Automation of
business logic with smart contracts, Neutral support for

business ecosystem, Elimination of silos in current loT
model

Trust. Innovation. Collaboration.

41
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Blockchain SCM Initiative

Maersk has joined forces with IBM to deploy blockchain technology
for global cross-border supply chain applications

» Provide immutable, transparent visibility of the
progress of goods through the supply chain,
location of containers, status of customs,

N
IEH. | L] MAERSK

Transforming documents, BOL, and other data

Supply Chains : > Provide efficiencies by reducing fraud and errors,
: - i improving inventory management, ultimately

USIng bIOCKCha|n = L , reducing cost and time

teChn()'Ogy - % __ ’ i » Collaborating with shippers, freight forwarders,

ocean carriers, ports, custom authorities

» Building global trade digitisation solution

Y

Completed PoC for tracking a container of flowers

» Custom administration of Netherlands, US
Department of Homeland Security Science and
Technology Directorate, US Customs and Border
Protection

42
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Blockchain in Food Supply

Major food suppliers’ blockchain consortium for food safety initiative

Wal-Mart, Kroger, Dole, Driscoll’s join » Consortium includes Walmart, Kroger, Driscoll’s,

blockchain collaboration Doll, Golden State Food, McCormick and Co.,
McLane Co., Nestle, Tyson Foods, Unilever

comens FYRI S

» Explore and test blockchain technology as a
solution for enhanced food safety across the
business

» Provide benefits to customers with greater
transparency and traceability in the supply chain

ORANGES

i
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Blockchain in Energy Industry

Indigo Stakeholder Activity Taxonomy - Blockchain in Energy and Utilities

P2P Trading & Connected Home EV Charge / Share @Conscma and Research
-NERGY
‘ veCtor \“ @ (o] SNDA TION a

POWER 4% LEDGER . ¢ Ongen
: ) o= WANXIANG
|

Z CO-TRICITY BLOCKCHAIN LABS

LO3ZENERGY SIOCk ltLU

@Fortum innogy cndeso

Bitcoin Meter Payments Solar Cryptocurrenciesfll :#: Notable Startups

Suages  enerclty grEs ~ Volt Mari
bitpay BAS pex bankymoon # smappee T e
= Gy ©
Js @6 _ﬁ_ "N Wholesale Trading & Smart Markets CHRONICLED
QIWI N=W 4.0 TU PONTON oo Adpteve
st 2 yus® BT Ll e @ FILAMENT
Indlgo
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Blockchain in Healthcare

Blockchain challenges for clinical health data exchange and interoperability,
drug supply chain integrity and provenance

Blockchain Technology — Promising Use Cases for Healthcare Industry Clinical data sharing improvement

Blockchain network consensus

Public health improvement

Patient Generated Data . Stores differenttypes of health enables disintermediation to
data (e.g., images, genomics, t te claim adiudicati o o .
o o cutomate damsdudiaten » Better and secured research and clinical trials
pps - -
Cont5|st; 5"‘33;”;‘3‘13”[’ predefined smart contracts
Implants unstructured data Payers H 11
Ir}fc_:rmatif)nisencryptedand Providers uses haalth > More preCISe medIClne
Peripherals digitally signed application to access ( v
. _ ] Data lakes ealthgste ers ?l 3 » Administrative and financial information
e &
Devices @ Activity = Health ~ > i d .d .d i
o~ . _ Patient and provider identity
mHealth Fﬂ Analytics& -~ Q
Solutions 2w loMT é -
°: g Indexing E g
L8 iz —ald@ -
Hand held - =] &M (5
Medical Tech 2 'E\p 82° - = U
Hosoiea Connected = N+ @ > L
ospita Equi t L= By 3/ ~
Medical .~ “'\ \X{:J‘I d
Devices \1’0;9 ¥ ; Patient .
Lab on Blockchain Patients use mobile devices to A j =
a Chip |I| assign access permission to data "“\'-): &
T Consists acomplete indexed history, and to provide publickey —
patient’s unigue identifier, and an Pharma/
Ambulatory encrypted link to health record. Research
Smart Med *  Eachrecord istime stamped. Distributed patient consent for
OR Devices I Devices All patient records (historical) are research/ clinical trials enables
EMR togfatherand stay with the patient. data sharing, audittrials, and
Patient has control over the dlinical safety analyses
Clinical Data and Health Records permissions onwhom to share with.

Source:www.hedthit.gov; Frost & Sullivan
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Blockchain for Trade Finance

bank

Buyer

Customs

b

Lmm

Freight forwarder/
carrier

[0

Inspection
company

Export
bank

2

Seller

S

Insurance
company

Confidential

Purchase order

Buyer Seller
LA
=&, &=
ae S T
Customs Delivery Customs

Import Invoice ;
ﬁngncing Pre-shipment P}?St
when financing by glpﬁ@nt

, PO financing
Saynﬂent|s by invoice
ue

© ©

Export bank

Import bank

Current open account trading process

(Source : ASTRI Report)
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Blockchain for Trade Finance

Buyer Seller

Import Finance status

shipment

when = financing

financing

when invoice
is verified

payment

Payment settlement
due

Import bank Export bank

An example of the workflow of a smart contract

Current process inefficiencies:

* No standardised structure of a PO

¢ No way to verify the latest version of a PO

* Low visibility of contract terms and
amendments to banks

* High error rate due to manual mistakes

¢ Inefficient and costly due to:
o Handling of paper-based documents
o Difficulty in authentication by banks

¢  Risk of fraud

Improvements achieved by applying DLT:

* Digitised and standardised PO
¢ Deployment of smart contract automates trade
execution
* Facilitate cross-border trade finance by
collaboration with overseas DLT projects
*  Financing to customer is faster and enable stage
financing along the supply chain
* Lower risk of financing and avoid double
financing
(Source : ASTRI Report)
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Blockchain for P&C Claim Processing

Claim submission Loan assessment Claim approval

.. @ Report loss Request additional

| 1
.‘@ | p— | Claim approved [=
= I u | information PP . —
- [ 1G] B © £
Provide requested ! : | @l Provide z
Insuree TR Broker Insurer | Loss adjuster Claims agent ! additional
I A | TTTTTTTTTITIITTITIITIIIE A information '.'...
- - r-r-r—--—-—H—-——"F"FF¥™~—~—F—F™"F—F""F"""""-""-""""""""""""="—"-=-""=-—"=""="—""=""=—""--=- | L
@ Submit claim ‘ Asset Weather  Credit Inspection Authority | I '. Initiate
database statistics reports provider report | payment
) Broker Insuree

O] o

Loss adjuster Claims agent

I Confirm Request additional

Insurer  Reinsurer | i Reinsurer | Loss adjuster Claims agent | ) Insuree
______________________ | submission - = information
Current-state process description
» Complicated claim submission » Manual claim processing
» Cost for intermediaries » High potential for fraud and errors

(Source : World Economic Forum)
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Blockchain for P&C Claim Processing

Claim submission

Loan assessment

Claim approval

i_“—i;__ni( : ) g Request loss Claim approved .
i i : rakebe LB e e e L B S S B EE i b e L e e e e B S | >
| '. : i e .| Asset  Weather Credit Inspection Authority | D_A
: i l l " database statistics reports  provider  report | p @
| | S Sy g S Sy L H
| Insuree |  Confirm coverage Request manual review Loss adjuster Smart
| HE— Q‘ contract
i | e
e @ OO ® nitiate
|
i ! Smart payment
| (((T))) i contract i i ..
I r-r-—-—--—H-=-"=-=—"F"F~—"FW—F7"FFF—F"FF~—F—TF""FF"FYF"—FT"™F"/""TTYf/ "7/ === ]
: i i Insuree information Coverage period | i m iH-. i ’.
|
! Smart N Covered asset information Claim history l : . :
i assat ¥ Coverage terms Loss submission details i i Insurer  Loss adjuster Reinsurer Loss adjuster | Insuree

Future-state process description

» Simplified claim submission » Automated claim processing

> Streamlined transfer of information > Reduction in fraud and error

» No intermediaries » Streamlined payment processing

(Source : World Economic Forum)
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Blockchain for Identity

EESTI VABARIIK DIGITAALNE ISIKUTUNNISTUS
REPUBLIC OF ESTONIA DIGITAL IDENTITY CARD
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> InEstonia, Digital Identity Card in connection with Blockchain > Australian Postal Office is developing Blockchain-based
digital ID platform
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Blockchain for Document Service

Dubai Wants All Government Documents
on Blockchain By 2020

Michael del Castillo (@DelRayMan) | Published on October 5, 20
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The Crown Prince of Dubai announced a strategic
plan today that would see all government documents
secured on a blockchain by 2020.

Revealed at an event hosted by the Dubai Future
Foundation and the Smart Dubai Office, the final goal
of the government-led initiative is to open the
blockchain platform to other cities around the waorld.

In remarks, Sheikh Hamdan bin Mohammed bin
Rashid Al Maktoum explained the effort is part of a larger bid by the emirate, one of seven in the
larger UAE, to set the "standard" for smart cities.

He said:

» Dubai government announced to register all public documents on

the Blockchain until 2020

NEWS

The Russian Government is Testing
Blockchain for Document Storage

Stan Higgins (@mpmcsweeney) | Published on October 14, 2016 at 17:06 BST NEWS

W f 3

An anti-trust agency within the Russian government is
testing a blockchain-based document management
system.

Dubbed “Digital Ecosystem”, the project is aimed at
developing tools that can “increase the speed,
reliability and quality of interaction during document
exchange”.

The country’s Federal Antimonopoly Service (FAS) is
working alongside Sherbank to develop it. Other companies, including Aeroflot, Russia’s largest
airline carrier, are also involved, Sberbank said today.

In statements, FAS deputy chief Andrey Tsarikovsky said that the project points to a potential
reduction in the cost of managing and exchanging documents.

» Russiangovernmentin the process of testing feasibility of
Blockchain as a public document depository
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Blockchain for Voting

Moscow Government to Explore
Blockchain Voting

Alyssa Hertig (@AlyssaHertig) | Published on August 25, 2

W 450 f q+

Government officials in Moscow today revealed plans
to investigate applications of blockchain technology.

According to a report by Gazeta ru, Deputy Head of
the Department of Information Technologies (DIT) of
Moscow Andrey Belozerov said that the agency is
now exploring how to apply blockchain to various use
cases, including voting fraud.

One proposal, according to the news source, would
find Moscow incorporating blockchain into Active Citizen, an in-progress e-government effort
aimed at getling citizens more involved in local decision-making.

» Russiangovernmentis developing Blockchain-based E-Voting
system

NE at 0017 BST NEWS

New Australian Political Party Seeks to
Popularize Blockchain Voting

Daniel Palmer | Published on February 17, 2016 at 16:56 BST NEWS

W 39 f Q-+ in 26 (o I N

A new Australian political party has proposed the
introduction of a token-based political system based
on the concept of decentralised blockchain
technology.

Called the Flux Party, the new entity has already
attracted more than the 500 members it needs to
potentially place senate candidates on ballots in all

the country's states. However, the party's immediate
goal is to try and elect six senators, according to Reuters.

Notably, the Flux Party will be free of its own policies, instead opting for its senators to vote for or
against legislation at the bidding of token holders.

» Australian political party proposed Blockchain-based E-
Voting system
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Blockchain for Land Management

Republic of Georgia to Develop Sweden Tests Blockchain Smart Contracts Honduras to build land title registry using
Blockchain Land Reglstry for Land Reglstry bitcoin technology

Pete Ri t Published on June 16, 2016 at 15:55 BST
Stan Higgins (@mpmcsweeney) | Published NEWS etz pae iz | ? ’ ° Bz

wau  f & ins O . &

The government of Sweden is testing a system - o
for registering and recording land titles that
utilizes blockchain in a bid to digitize real estate
processes.

Bitcoin mining company BitFury has inked a deal with
the Georgian government to develop a system for
registering land titles using the blockchain.

Lantmateriet, or the Swedish National Land Survey,
revealed today that it is working with blockchain
startup ChromaWay, consulting firm Kairos Future
and telephone service provider Telia on a proof-of-
concept that investigates how blockchain tech could reduce the risk of manual errors while
creating more secure processes for transferring documents.

thFury will help develop the platform for the Nation
Agc f Public Re y (NAPR), an office of the
Gcorgnn Ministry OfJthICO Economist Hernando de
Soto will assist in the development of the platform.
Today de Soto is set to give a lecture on related

e N e eTots o otaon TLmro:

» Georgiagovemment is developing » Sweden completed the test for Smart » Hondurasis developing Blockchain-
Blockchain-based platform to registerland Contract-based Land regjstrationand based land registration system to
ownership and verify the transition of transition record prevent land registry fraud
ownership
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Blockchain for Financial Aid

UK Government Considers Expanding
Blockchain Trial For Benefits

After a successful limited trial for making benefit payments using DLT, the UK government is
considering its next steps.

Denmark Could Tap Blockcham For
Foreign Aid Delivery, Says Report

Stop seeing this ad

-
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* Serk—-ggsﬁ'\ NEWS
‘ (OF» 4, 2017 at12:00 UTC | Updeted Dec 14, 2017 at 21:04 UTC
i 3 % Pos - e S o = 2
‘AAARIAASELAAE . - Denmark’s Ministry of Foreign Affairs has released a new report that explores how blockchain to
Raid

— g might be used in the distribution of foreign aid.

e —

——

The study, prepared in conjunction with blockchain startup Coinify and Sustania, a think tank, is a

/ bid to explore the ways in which the technology can help deliver assistance to impoverished
regions. It's an area that has attracted interest from a number of public-sector organizations,

including the United Nations, which used ethereum as a means to deliver aid to thousands of

refugees in a pilot program ear |c this year.

» UKgovernmentis looking for the way to increase the » Denmart government in research of applying
transparency of pension payment using blockchain Blockchain to oversea aids program
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tEChI”lOIOgy Confidential Copyright @ D3 Research. All right reserved



Blockchain for Charity

Alibaba Affiliate to Expand Blockchain
Charity Project

Ad closed

L4 f 3+ in &
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Garrett Keirns ¥ D NEWS

© Apr 13, 2017 &t 18:47 UTC

Ant Financial, the payments affiliate of e-commerce giant Alibaba, is moving to expand the scope of
its blockchain-powered charity project.

The project - spearheaded by Ant Financial's charity arm, Ant Love - was first unveiled last summer.
At the time, the company said that it was tapping the tech in order to "bring more transparency to
charity”. Specifically, the platform is designed to enable greater visibility into donor histories, charity
disclosures, and other kinds of information involved with such efforts.

» Alibaba announced the project to develop
Blockchain-based donation platform

Confidential

Dutch Foundation Wants to Disrupt
Charities Using Blockchain
Technology

By Richard Kastelein - August 3, 2017 ® 2368

The Human Foundation

& hac always been thecesbically poszible 10 have tull overmight of good
cames In practice. the Opakeco Foundation has iaamed that this 1 never the

cate Over ime however. the feanibility of rmaking this wision into resity has
grown by =aps and bounds With the coming of blockeham technology.
dgital bamperency could be reached And now with Etheseum smant
contracts and the possitilly 10 szue lokere, the Opabkeco Foundston firelly
has @ way to make d vison & reality
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» Dutch non-profit organization is developing

Blockchain-based charity management platform
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1. Essense of Blockchain: Infrastructure for Trust
2. Bitcoin, Ethereum

3. Private Blockchain

4. Blockchain Applications

5. Next Generation Blockchain



Proof of Stake(PoS)

Proof of Stake

1

Anyone who holds the
base cryptocurrency
can become a
validator, although
sometimes a locked up
deposit is required.

6209

A validators chance of
mining a block is based
on how much of a stake
(or cryptocurrency) they
have.

For example, if you owned
1% of the cryptocurrency,
you would be able to mine
1% of all its transactions.

6209

Confidential

In Proof of Stake, each validator owns some stake in the network, and has to lock it in order to be selected.

Copyright @ D3 Research. All right reserved

The PoS protocol will randomly
assign the right to create a block
in between selected validators,
based upon the value of their
stakes.

The chosen validator is

rewarded by a part or the
whole of the transaction fee.

omu Lisk

v ACADEMY
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Delegated Proof of Stake(DPoS)

6 24
- PoS ~

Direct Democracy

Voters: stakeholder with minimally required
stake

» Voter’s duty: validate transactions, generate
a block

o /

» Fast, efficient
» No need to purchase a tremendous amount of coin

» Higher participation rate - 99%

» Witness’s pledge
= Return a portion of mining compensation(ARK, RISE)
» Exempt transfer fee(EOS, Steem)

@ 24
- DPoS

» Indirect Democracy
> Witness(Delegate): elected by stakeholder.

» Witness’s duty: validate transactions,

generate a block

~
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EOS vs. NEO

Scalable
Support 1000s of commercial
scale DAPPs

Parallel execution
Asyncrhonous communication
Separation of authentication
from action

[
Flexible

Freeze and fix broken applications
Publish source code not assembly W
Generalized role-based permissions

Multiple virtual machines (Wren & Web
assembly

» Parallel computing

» Inter-app communication

» Consensus mechanism - DPoS
» Block time - 3 second

» Protocol update & constitution

Governance

Elected block producers
Legally binding constitution
Dispute resolution

Self funded community benefit
apps

Usable

Web toolkit for interface development
Self describing interfaces

Self describing database schemas
Declarative permission scheme

Confidential

» Neo vs. Gas

» Neo Contract, NeoFS, NeoQS
» Consensus mechanism - DBFT
» Block time - 15 second

» Fast tps, immediate finality
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Aion facilitates inter-blockchain
communication via a high-performance
bridging mechanism. Multiple bridges
between pairs of chains allow both data and
value to transfer between chains.
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Aion addresses the issues of scalability and Aion allows custom blockchain design,

performance by introducing a new high- including different consensus algorithms
and virtual machines, without sacrificing

interoperability with other blockchains.

performance virtual machine, and by
enabling applications to operate across
multiple chains.

“Integrate dissimilar blockchain systems in a multi-tier hub-and-spoke model”
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