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The Staggering Growth of the Internet
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A Few Acronyms

RSS

*Root Server System

RSO

*Root Server Operator

SAPF

Strategy, Architecture, and
Policy Function

PMMF

*Performance Monitoring and
Measurement Function

RS

*Root Server

SF

*Secretariat Function

DRF

*Designation and Removal
Function

FF

*Financial Function



Setting the Context and Expectations

* New work with
RSSAC focus only

3-year Effort

An initial « RSSAC is providing
draft model a starting point




Our initial impetus “to workshop”

Accountability —
Who is holding
the RSOs
accountable and

Global for what?

2014 IANA Engagement
Stewardship
Transition
Announced Multistakeholder
Approach

Continuity — How
are we assuring
continuity of
service?

Who are the
stakeholders of
the RSS and
RSOs?




The Workshop Timeline and What Happened

RSSAC
Workshop1

Sep 23-24 2015

University of
Maryland

- Evolution
- Accountability
- Continuity

RSSAC
Workshop2

May 11-12 2016
Verisign

- Evolution
- Architecture

- Re-inventing
RSSAC
- Early version of

the mind map is
created

RSSAC
Workshop3

Oct 11-13 2016

University of
Maryland

- Evolution
- How Tall?

y

RSSAC
Workshop4

May 2-4 2017
Verisign

- Who are we
accountable to
and for what?

- What are the
measurements
of accountability?

RSSAC
Workshop5

Oct 10-12 2017

University of
Maryland

Mind Map
Concept Papers

- SAPF
- DRF
- PMMF
- SF
-FF

RSSAC
Workshop6

May 1-3 2018
Verisign

The proposed
governance
model comes
together.



Global DNS Root Services
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global DNS root cloud
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Root Server System Principles

* Architectural *The IETF defines
changes should technical
result from operation of the
technical evolution DNS protocol.

*The RSS must be
a stable, reliable,
and resilient
platform for the

*Diversity of the
root server
operations is a
strength of the

overall system.

*To remain a global *IANA is the source
network, the of DNS root data.
Internet requires a
globally unique
public namespace.

and demonstrated
technical need.

DNS service to all
users.

Principle 6

Principle 4

*RSOs must be *RSOs must *RSOs must be *RSOs must be
transparent. collaborate and autonomous and neutral and
engage with the independent. impartial
stakeholder
community.

*RSOs must operate
with integrity and an
ethos demonstrating
a commitment to the
common good of the

Internet.

Principle
1




Scope of Proposed Model

ROOT ZONE PROVISIONING, DISTRIBUTION,
AND RESOLUTION
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Model Design Principle

Separation
of
Functions

The Model



Stakeholders




Governance:

an interplay of
three constructs
operating in
parallel

THE MODEL

» Governance
STAKEHOLDERS

@D
T
J

Strategy, Financial Designation Performance
Architecture, & S & Removal Monitoring &
Policy Function (FF) Function Measurements
(SAPF) (DRF) Function (PMMF)
Secretariat
Function
SF
(5A) DNS Root Sources

(]

root zone

Performance ﬂ ‘ Designate
°** e - ED

root-servers.net zone

\

» DNS Root » Onboarding & Remove
Operations Offboarding Operator



Governance: A balance of interplay of separate functions

SAPF

DRF SF

Governance

PMMF FF



Secretariat Function (SF)

Hold common RSO
assets.

= o/l




Strategy

Coordinating with other )
stakeholders a strategic
vision for the RSS.
== Examples of such groups
include the ICANN Board,
IETF/IAB, SSAC, and
RZERC.

( N

Strategizing about how to
incorporate emerging
== technologies and how to
sunset those technologies
that are becoming obsolete.

\, J

...and many other
responsibilities.

Architecture

Ensuring that the guiding
principles of the RSS and
RSOs remain embedded in
technical and operational
architectures.

Strategy Architecture and Policy Function (SAPF)

Defining system-wide,
externally verifiable metrics
to demonstrate that the RSS
as a whole is online.

Operationalizing the
minimum levels of
performance developed in
the SAPF architecture

stream, and communicating

this information to the
PMMF.

...and many other
responsibilities.

Articulating policy on
handling any grievances
concerning an RSO or the
RSS.

...and many other
responsibilities.




Designation and Removal Function (DRF)

e




Performance Monitoring and

Measurements Function (PMMF)
A sample of what could be measured and monitored

Overall
Bandwidth Ethos Financials Health of
the RSS
procasesd
RSO Technical Non-technical RSS Metrics

Metrics Parameters



Financial Function (FF)




Financial Function (FF)




Introducing BPQ — a proposed RSS capacity indicator

Bandwidth e

e

BPQ

Packets per second e

e

Queries per second



Determining the cost for the value of BPQ

Cost for

Costed using
industry standard
cost determination
methodologies

the
value of
BPQ




Estimated Cost of the Model
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Manifesting the
Model:

A Set of Three
Recommendations

THE MODEL

» Governance
STAKEHOLDERS

T
J 1
Designation
& Removal

Performance

Strategy,

Financial
Function
(FF)

Architecture, &
Policy Function
(SAPF)

Monitoring &
Measurements
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Function
(DRF)

Secretariat

Function
(SF)

DNS Root Sources
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Recommendations

Recommendation B The RSSAC recommends that the ICANN
1 Board initiate a process to produce a final
version of the Model for implementation.

Recommendation & Use the provided methodology (or a similar
2 one) to cost out the implementation and
operations of the Model

Recommendation B Implement the Model based upon the
3 principles of accountability, transparency,
sustainability, and service integrity.




Scenarios — testing the Model

Designation
Voluntary Resignation
Poor Performance
Catastrophic Shutdown
Rogue Operator



Designation



PERFORMANCE STRATEGIC

SECRETARIAT CONTRACT MONITORING DESIGNATION REMOVAL ICANN BOARD IANA FUNCTIONS
REQ GAEIATES FUNCTION (SF) HOLDER (CH) MEASUREMENT AR‘;URE%L%R(E:SS'CY FUNCTION (DRF) (BOARD) OPERATOR (IANA)
FUNCTION (PMMF)
Identifies RSS
: augmentation !
. . needs and Tasked by
: : determines the SAPF
i number or

range of RSOs

-<_N i

Receives : Requests
notification of ! application from
opportunities : candidate RSOs
1 :
l;&pplles to : Receives
iRt : : applications
RSO . |
1 ‘ !
: Requests
: i PMMF to
: ] evaluate
Evaluates the applications
Candidates and .
' their ' i Evaluates
! applications PMMF
: I : candidate
! ' reports and
1 makes
: determination
H []
; ' | Makes Makes decision
. recommendation and instructs
: : to the ICANN IANAto add the FNATEETS
1 Board on the operator to the roo_t zone
designation of DNS root sl ik
! . the RSO sources
' ' []
: - Instructs
: SEHEES contract holder
H contract with :
: new RSO to establish
contract

| 1 I

H Informs SF of
; Adds new RSO new RSO




Voluntary Resignation



- PERFORMANCE

l

Informs SF of
removal

Removes RSO

|
RESIGNING RSO SECRETARIAT } CONTRACT MONITORING ARCHI?EE?JEEK;OLICY DESIGNATION AND ICANN BOARD IANA FUNCTIONS
FUNCTION (SF) ! HOLDER (CH) MEASUREMENT FUNCTION (SAPF) REMOVAL FUNCTION (DRF) (BOARD) OPERATOR (IANA)
‘ FUNCTION (PMMF)
I [ I
I I I
I | Receives I
cands ‘ } ; resignation |
GoRMLTIEETEN 0 | .1 Receives | \ | intent from RSO I
the intent to resign ! regination | ! 1 and engages in }
| notification from }’ N [ dialogue I
Confirms intent, | RSO 1 } | |
determines the plan R N I I |
of events, sends } } |
formal resignation I I I
letter } } Receives :
[ | | formal |
| | request to |
} | resign |
] : ) : ] } Tasked by
Receives | Receives : Receives : SAPF
notification } notification ; notification :
1]
v } } Gathers the Predicts the impact of } ACtS.Upor? iz
Nofifies | | latest resignation on the RSS| | resignation
existing [ [ monitoring and makes [ (EGLEEUEE
RSOs } } information recommendations } LEES o
| | | the SAPF
| | : 1
} } } Makes Makes
I I I recommendations to decision and
1 } } the ICANN Board on instructs IANA| LANANIETES
! I I the removal of the to remove Roqt ZaiE
I I I Service Data
I | | operator from DNS operator by
; } } sources certain date
1 1 l
} Terminates } } Instructs
| |existing contract | | contract holder
1 with RSO if } } to terminate the
| applicable | | contract
| | |
| | |
| | |
| | |
| | |
T T T
I I I
| | |
I I I



Poor Performance



PERFORMANCE STRATECIC
SECRETARIAT FUNCTION CONTRACT HOLDER MONITORING DESIGNATION REMOVAL ICANN BOARD IANA FUNCTIONS
POOR PERFORMING RSO (SF) (CH) MEASUREMENT FUNCTION ARCHITECTURE POLICY FUNCTION (DRF) e ey o
FUNCTION (SAPF)
(PMMF)
_______ al
Monitoring | Internet |
shows clear | Colmmur)llty |
signs of a failing I _: Entity notifies :
RSO | | SAPFof RSO |
| | performance |
l ! | problem 1
I S i a
Preparesand |, _ _!
sends Receives
notifications with notifcation Tasked by SAPF
supporting data l
Verifies Receives
notification of .
performance Studies the data
i performance
improvement !
improvement

¥

Improvement ‘"‘

e RSO in critisa

No state?

Receives the
communication
and seeks to Receives
y - f«——L—Yes
improve notfication
certain date
Yes
P MEles " Produces RSO .
improvement if Receives report ——»- R
any Report by certain date?
No.
Makes Makes
recommendations decision and
Determines the to the ICANN instructs IANA| IA"; :0? 22?:5
predicted impact Boardonthe — s tgremove oAb a
of removal removal of the operator by
operator from DNS certain date
sources
Terminates any Instructs
existing contract contract holder
with RSO if to terminate the
applicable contract
¥
Removes RSO Informs SF of
removal




Catastrophic Shutdown



PERFORMANCE

DESIGNATION REMOVAL
FUNCTION (DRF)

No.

Tasked by SAPF

Discusses the
failure and its

prognosis

'

Makes
recommendations
to the ICANN
Board on the

ICANN BOARD
(BOARD)

Makes
decision and
instructs IANA
to remove

IANA FUNCTIONS
OPERATOR (IANA)

IANA updates
Root Zone

removal of
the operator
from DNS
sources

operator from
DNS sources
by certain
date

|

Instructs
contract holder

Removes RSO

RSO WITH CATASTROPHIC | SECRETARIAT FUNCTION CONTRACT HOLDER MONITORING ARCHI?E%?LIIE?(IEEKF:’OLICY
SHUTDOWN (SF) (CH) MEASUREMENT FUNCTION
FUNCTION (SAPF)
(PMMF)
Notifies SAPF of Receives
S o e - notification and
catastrophic | Observes | )
: engages in
shutdown | catastrophic | o
| | continuity plan
| shutdown of an - — — — i
| RSOand | 9
Works to | notifies SAPF |
resume e - Is it
operation by ecoverable
specified date # * ¢
. . . Yes
Receives Receives Receives
notification notification notification Requests RSO
| | toresume
operation by
i
Poor specified date
Performance
Process
initiated Produces an Predicts the
RSO report impact
Terminates
existing contract
with RSO if
applicable

to terminate the
contract

l

Informs SF of

removal

Service Data




Rogue Operator



PERFORMANCE

ROGUE RSO SECRETARIAT FUNCTION CONTRACT HOLDER MONITORING ARCHI?E?:?LIIERGEIIEOLICY DESIGNATION REMOVAL ICANN BOARD IANA FUNCTIONS
(SF) (CH) MEASUREMENT FUNCTION FUNCTION (DRF) (BOARD) OPERATOR (IANA)
FUNCTION (SAPF)
(PMMF)
Observes what Notified of
appears to be rogue RSO
rogue RSO activities
activities
Investigates and
publishes Tasked by
reports SAPF
Receives Attempts to
notification of resolve with the
concerns RSO
Remediates Considers RSO
issue or response or
deadline passes lack thereof Makes
. Makes
rgcommendations .
tgotz:; Ig:m’: instructs IANA updates
NO—» IANA to Root Zone
removal of X
remove Service Data
the operator "
from DNS pere Y
certain date
sources
Finish
Terminates Instructs
existing contract contract holder
with RSO if to terminate the
applicable contract
Removes RSO Informs SF of
removal




Thank you.

Questions?



