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C
urrent Status of D

raft R
eport R

ecom
m

endations
R

ecom
m

endations A
ddressed to 

N
ew

 gTLD
s Subsequent 

Procedures W
orking G

roup

R
ec. 10 (p11)

R
ec. 14 (p13,14)

R
ec. 25-30 (p 28, 29)

R
ec. 11, 13, 15, 33 (p 33, 34)

R
ec. 37, 38, 39 (p 35, 36)

R
ec. 43 (p 42)

R
ec. 46 (p 45)

R
ec. 48 (p 48)

R
ec. 49 (p 49, 50)

R
ec. A (p 51, p 52)

R
ec. B (p 53, 54)

R
ec. C

 (p 55, 56)
R

ec. D
 (p 57, 58)

R
ec. E (p 59, 60)

R
ecom

m
endations C

onsolidated

R
ecs 7,8

R
ecs 11, 13, 15, 33

R
ecs 17,18

R
ecs 19, 34, C

R
ecs 25, 26, 27,28, 29, 30

R
ecs 37, 38, 39

R
ecom

m
endations D

eleted

R
ec. 22

R
ec. 35

R
ec. 36

R
ec. 50

R
ecom

m
endations U

nder R
eview

R
ec 14

R
ec 40

R
ec 41

R
ec 42

R
ec. D

R
ec. E
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R
ecom

m
endation

: F
orm

alize and prom
ote ongoing data collection.

R
ationale/related findings: T

he lack of data has handicapped attem
pts both internally and externally to evaluate 

m
arket trends and the success of policy recom

m
endations.

To:
IC

A
N

N
 organization

Prerequisite or Priority Level : H
igh

C
onsensus w

ithin team
: Y

es

D
etails: In an effort to prom

ote m
ore objective policy developm

ent inside IC
A

N
N

, the IC
A

N
N

 organization should 
establish a form

al initiative, perhaps including a dedicated data scientist, to facilitate quantitative analysis by staff, 
contractors and the the com

m
unity, of policy initiatives and review

.S
pecifically, w

here possible, IC
A

N
N

 staff should 
proactively collect data needed to validate or invalidate policy initiatives (w

hether IC
A

N
N

 org or com
m

unity driven), 
identify and collect data necessary to m

easure program
 success, both increm

entally and in retrospect. O
n a case by 

case basis, this initiative w
ould help to ascertain the cost/benefit and security requirem

ents for the data in question.

Success M
easures: T

he ability for the com
m

unity to determ
ine, through review

 process, if policy initiatives had w
ell 

defined issue m
easurem

ent to justify reform
 and facilitate review

.

R
ec 1.

A
pproved

Jonathan

D
etails and Success M

easures w
ere updated
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R
ecom

m
endation: C

ollect w
holesale pricing for legacy gTLD

s.

R
ationale/related findings: The lack of data from

 legacy gTLD
s

and transactional data w
ill continue to hinder future 

C
C

T R
eview

 Team
s’ efforts to analyze com

petition betw
een registries in the dom

ain m
arketplace. In particular, the 

review
 team

 w
as unable to determ

ine w
hether w

holesale prices charged by legacy gTLD
s

had declined as a result of 
increased com

petition due to the introduction of new
 gTLD

s. 

To:IC
AN

N
 organization

Prerequisite or Priority Level: Low

C
onsensus w

ithin team
: Yes

D
etails: Expanding on the existing m

odel of using an outside contractor to perform
 existing studies, IC

AN
N

 should w
ork 

w
ith an appropriate contractor  and registry operators to acquire w

holesale price inform
ation from

 both legacy and new
 

gTLD
registries on a regular basis, including at least a sam

ple of transactional data.  Transactional data is essential to 
allow

 analysis of the cost of sim
ilar strings across TLD

s, and to understand the role of prom
otional pricing by registries. 

AD
ue

to the sensitive nature of this data, IC
AN

N
 and its contractors should provide strong assurances that the data 

w
ould be treated on a confidential basis, including collecting the data under a nondisclosure agreeem

ent.   In the event 
that IC

AN
N

 and its contractors are unable to establish a voluntary fram
ew

ork for sharing this inform
ation, this m

ay 
require am

endm
ent to the Base R

egistry Agreem
ent for legacy gTLD

s.

Success M
easures: The ability for a third party econom

ic study to establish a m
eaningful understanding of (1) 

w
holesale pricing in legacy gTLD

s, (2) the role of prom
otional pricing in the m

arketplace, and (3) the value of individual 
second level labels across various TLD

s.

R
ec. 2

A
pproved

Jordyn

R
ationale, D

etails and Success M
easures w

ere updated
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R
ecom

m
endation

: C
o
lle

ct tra
n
sa

ctio
n
a
l p

ricin
g
 fo

r th
e
 g

T
L
D

m
a
rke

tp
la

ce
.

R
ationale/related findings: T

h
e
 la

ck o
f tra

n
sa

ctio
n
a
l d

a
ta

 w
ill co

n
tin

u
e
 to

 hinder
fu

tu
re

 C
C

T
 R

e
vie

w
 Te

a
m

s’ e
ffo

rts to
 

a
n
a
lyze

 co
m

p
e
titio

n
 b

e
tw

e
e
n
 re

g
istrie

s in
 th

e
 d

o
m

a
in

 m
a
rke

tp
la

ce
. A

lth
o
u
g
h
 IC

A
N

N
 w

a
s a

b
le

 to
 o

b
ta

in
 b

a
se

 w
h
o
le

sa
le

 
p
rice

s fro
m

 re
g
istrie

s, in
d
ivid

u
a
l d

o
m

a
in

 tra
n
sa

ctio
n
s a

re
 o

fte
n
 so

ld
 a

t e
ith

e
r a

 sig
n
ifica

n
t d

isco
u
n
t a

s p
a
rt o

f p
ro

m
o
tio

n
a
l

ca
m

p
a
ig

n
s, o

r a
t a

 sig
n
ifica

n
tly h

ig
h
e
r p

rice
 th

a
n
 th

e
 b

a
se

lin
e
 p

rice
 fo

r ce
rta

in
 p

re
m

iu
m

 d
o
m

a
in

s.  F
o
r so

m
e
 T

L
D

s, th
e
 

R
e
vie

w
 Te

a
m

 b
e
lie

ve
s th

a
t a

 la
rg

e
 fra

ctio
n
 (e

ve
n
 a

 su
b
sta

n
tia

l m
a
jo

rity) o
f d

o
m

a
in

s w
e
re

 b
e
e
n
 so

ld
 a

t d
isco

u
n
te

d
 

p
rice

s.  T
h
e
re

fo
re

, a
n
y p

ricin
g
 a

n
a
lysis b

a
se

d
 so

le
ly o

n
 th

e
 b

a
se

 w
h
o
le

sa
le

 p
rice

 is u
n
like

ly to
 co

rre
ctly ca

p
tu

re
 th

e
 

co
m

p
e
titive

 d
yn

a
m

ics in
 th

e
 m

a
rke

tp
la

ce
. 

To:
IC

A
N

N
 o

rg
a
n
iza

tio
n

Prerequisite or Priority Level: M
e
d
iu

m

C
onsensus w

ithin team
: Y

e
s

D
etails: IC

A
N

N
 o

r a
n
 o

u
tsid

e
 co

n
tra

cto
r sh

o
u
ld

 a
tte

m
p
t to

 a
cq

u
ire

 a
t le

a
st so

m
e
 sa

m
p
le

s o
f w

h
o
le

sa
le

 p
rice

 
in

fo
rm

a
tio

n
 fro

m
 re

g
istrie

s o
n
 a

 re
g
u
la

r b
a
sis a

n
d
 p

ro
vid

e
 n

e
ce

ssa
ry a

ssu
ra

n
ce

s th
a
t th

e
 d

a
ta

 w
o
u
ld

 b
e
 tre

a
te

d
 o

n
 a

 
co

n
fid

e
n
tia

l b
a
sis. T

h
e
 d

a
ta

 co
u
ld

 th
e
n
 b

e
 u

se
d
 fo

r a
n
a
lytic p

u
rp

o
se

s b
y th

e
 IC

A
N

N
 o

rg
a
n
iza

tio
n
 a

n
d
 b

y o
th

e
rs th

a
t 

e
xe

cu
te

 n
o
n
-d

isclo
su

re
 a

g
re

e
m

e
n
ts.

Success M
easures: T

h
e
 a

va
ila

b
ility o

f re
le

va
n
t d

a
ta

 fo
r u

se
 b

y th
e
 IC

A
N

N
 o

rg
a
n
iza

tio
n
, co

n
tra

cto
rs a

n
d
 th

e
 IC

A
N

N
 

co
m

m
u
n
ity fo

r its w
o
rk in

 e
va

lu
a
tin

g
 co

m
p
e
titio

n
 in

 th
e
 D

N
S

 sp
a
ce

.

R
ec. 3

A
pproved

Jordyn

R
ationale w

as updated
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R
ecom

m
endation: C

ollect retail pricing for the dom
ain m

arketplace.

R
ationale/related findings: The lack of retail data w

ill continue to hinder future C
C

T R
eview

 Team
s’ efforts to analyze 

com
petition betw

een registries and TLD
s in the dom

ain m
arketplace.  O

ne of the anticipated benefits of increased 
com

petition from
 the introduction of new

 gTLD
s

w
ould be low

er prices for dom
ain nam

es to registrants.  Prices charged 
by registrars to registrants are the best indicator of this potential consum

er benefit.  In addition, retail prices offered to 
the public w

ill generally be accessible through registrars’ public w
ebsites and w

ill not require additional disclosures to 
IC

AN
N

 by contracted parties.  (N
ote that som

e registrars, such as those providing corporate/brand protection services, 
do not publish their prices and therefore w

ould not be represented in a survey of publicly available prices.) 

To:IC
AN

N
 O

rganization

Prerequisite or Priority Level: Low

C
onsensus w

ithin team
: Yes

D
etails: IC

AN
N

 does not currently m
ake use of retail price data that can be obtained directly from

 public sources such 
as https://tld-list.com

/ and https://nam
estat.org. W

e recom
m

end that IC
AN

N
 develop the capability to analyze these 

data on an ongoing basis. Alternatively, an am
endm

ent to the R
egistrar Accreditation Agreem

ent w
ould ensure the 

availability of this data w
ith all due diligence to protect com

petitive inform
ation.

Success M
easures: The availability of relevant data for use by the IC

AN
N

 organization, contractors and the IC
AN

N
 

com
m

unity for its w
ork in evaluating com

petition in the D
N

S space.

R
ec. 4

A
pproved

Jordyn

R
ationale w

as updated
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R
ecom

m
endation: C

ollect dom
ain usage data to better understand the im

plications of parked dom
ains

R
ationale/related findings : The high incidence of parked dom

ains suggests an im
pact on the com

petitive landscape, 
but insufficient data hinders efforts to analyze this im

pact. 

To:IC
AN

N
 organization

Prerequisite or Priority Level: H
igh 

C
onsensus w

ithin team
: Yes 

D
etails: W

e use the term
 “dom

ain usage” rather than “parking” in the recom
m

endation because the term
 “parking” is 

associated w
ith a w

ide variety of behaviors, and different m
em

bers of the com
m

unity m
ay define “parking” differently.  It 

is also likely that different type of “parking” behaviors reflect different intentions by registrants and w
ill have different

im
plications on the com

petitive dynam
ics in the m

arketplace.  IC
AN

N
 should regularly track the proportion of dom

ains  
in gTLD

s that are parked w
ith sufficient granularity to identify trends on a regional and global basis.  Ideally, data w

ould 
allow

 analysis to occur on a per-dom
ain basis rather than being aggregated on a TLD

 level.  Future review
s should 

conduct further analyses of w
hether there is a correlation betw

een parked dom
ains and renew

al rates or other factors 
that m

ay affect com
petition. Further analysis should be perform

ed on the relationship betw
een parking and D

N
S abuse.  

The com
m

unity m
ay also w

ish to take this issue up for further study outside of the periodic C
C

T R
eview

 process, as the 
phenom

enon is also prevalent w
ithin legacy gTLD

s and there does not seem
 to be significant study of the topic w

ith 
IC

AN
N

.
Success M

easures: The availability of relevant data for use by the IC
AN

N
 organization, contractors and the IC

AN
N

 
com

m
unity for its w

ork in evaluating com
petition in the D

N
S space. 

R
ec. 5

A
pproved

Jordyn

R
ecom

m
endation, R

ationale and D
etails w

ere updated
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R
ecom

m
endation: C

ollect secondary m
arket data

R
ationale/related findings: The presence of price caps in certain TLD

s hinders efforts to com
prehensively analysis 

com
petitive effects. The true m

arket price m
ay very w

ell be above the caps. Accordingly, the secondary m
arket is the 

best place to see price m
ovem

ent. 

To:IC
AN

N
 organization

Prerequisite or Priority Level: H
igh

C
onsensus w

ithin team
: Yes

D
etails: IC

AN
N

 should engage w
ith the secondary m

arket com
m

unity to better understand pricing trends. Ideally, 
IC

AN
N

 w
ould be able to be able to obtain long-term

 transactional data that w
ould allow

 it to evaluate w
hether the price 

of sim
ilar dom

ain nam
es w

as increase or decreasing over tim
e, and w

hether there w
as any relationship to the 

introduction of new
 gTLD

s. G
iven that it m

ay be difficult to obtain such data, aggregated data that show
 per-TLD

 trends 
or overall trends in m

arket pricing that take into consideration the introduction of new
 gTLD

s
w

ould still be an 
im

provem
ent over the current lim

ited insights into pricing dynam
ics in legacy gTLD

s.

Success M
easures: The availability of relevant data for use by the IC

AN
N

 organization, contractors and the IC
AN

N
 

com
m

unity for its w
ork in evaluating com

petition in the D
N

S space.

R
ec. 6

A
pproved

M
egan

Priority Level and D
etails w

ere updated
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R
ecom

m
endation

: P
a
rtn

e
r w

ith
 m

e
c
h
a
n
is

m
s
 a

n
d
 e

n
titie

s
 in

v
o
lv

e
d
 w

ith
 th

e
 c

o
lle

c
tio

n
 o

f T
L
D

 d
a
ta

. A
s
 fe

a
s
ib

le
, c

o
lle

c
t 

T
L
D

 re
g
is

tra
tio

n
 n

u
m

b
e
r d

a
ta

 p
e
r T

L
D

 a
n
d
 re

g
is

tra
r  a

t a
 c

o
u
n
try

-b
y
-c

o
u
n
try

 le
v
e
l in

 o
rd

e
r to

 p
e
rfo

rm
 a

n
a
ly

s
is

 b
a
s
e
d
 o

n
 

th
e
 s

a
m

e
 m

e
th

o
d
s
 u

s
e
d
 in

 th
e
 L

A
C

 s
tu

d
y
 (1

).

R
ationale/related findings

: T
h
e
 la

c
k
 o

f c
o
u
n
try

-le
v
e
l d

a
ta

 w
ill c

o
n
tin

u
e
 to

 fru
s
tra

te
 fu

tu
re

 C
C

T
 R

e
v
ie

w
 T

e
a
m

s
’ e

ffo
rts

 to
 

a
n
a
ly

z
e
 c

o
m

p
e
titio

n
 b

e
tw

e
e
n
 re

g
is

trie
s
 a

n
d
 T

L
D

s
 in

 th
e
 d

o
m

a
in

 m
a
rk

e
tp

la
c
e
. In

 p
a
rtic

u
la

r, th
e
 la

c
k
 o

f c
o
u
n
try

-s
p
e
c
ific

 

d
a
ta

 fru
s
tra

te
s
 e

ffo
rts

 to
 u

n
d
e
rs

ta
n
d
 th

e
 c

o
m

p
e
titio

n
 b

e
tw

e
e
n
 g

T
L
D

s
a
n
d
 c

c
T

L
D

s
. c

c
T

L
D

d
a
ta

, w
h
ic

h
 is

 u
s
e
fu

l in
 

u
n
d
e
rs

ta
n
d
in

g
 th

e
 o

v
e
ra

ll T
L
D

 m
a
rk

e
tp

la
c
e
, is

 p
a
rtic

u
la

rly
 h

a
rd

 to
 c

o
m

e
 b

y. 

To:
IC

A
N

N
 O

rg
a
n
iz

a
tio

n

Prerequisite or Priority Level: L
o
w

C
onsensus w

ithin team
: Y

e
s

D
etails: S

o
m

e
 o

f th
is

 d
a
ta

 is
 c

o
lle

c
te

d
 b

y
 th

ird
 p

a
rtie

s
 s

u
c
h
 a

s
 C

E
N

T
R

, s
o
 it is

 p
o
s
s
ib

le
 th

a
t IC

A
N

N
 c

a
n
 a

rra
n
g
e
 to

 
a
c
q
u
ire

 th
e
 d

a
ta

.

Success M
easures: T

h
e
 a

v
a
ila

b
ility

 o
f re

le
v
a
n
t d

a
ta

 fo
r u

s
e
 b

y
 th

e
 IC

A
N

N
 o

rg
a
n
iz

a
tio

n
, c

o
n
tra

c
to

rs
 a

n
d
 th

e
 IC

A
N

N
 

c
o
m

m
u
n
ity

 fo
r its

 w
o
rk

 in
 e

v
a
lu

a
tin

g
 c

o
m

p
e
titio

n
 in

 th
e
 D

N
S

 s
p
a
c
e
.

R
ec. 7-8

A
pproved

D
ejan

R
ecom

m
endation, R

ationale, Priority Level and D
etails w

ere updated
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R
ecom

m
endation

: C
o
n
d
u
c
t p

e
rio

d
ic

 s
u
rv

e
y
s
 o

f re
g
is

tra
n
ts

.

R
ationale/related findings: T

h
e
 in

a
b
ility

 to
 d

e
te

rm
in

e
 re

g
is

tra
n
t m

o
tiv

a
tio

n
s
 a

n
d
 b

e
h
a
v
io

r h
in

d
e
rs

 e
ffo

rts
 to

 s
tu

d
y
 

c
o
m

p
e
titio

n
 a

n
d
 c

h
o
ic

e
 in

 th
e
 T

L
D

 m
a
rk

e
tp

la
c
e
.

To:
IC

A
N

N
 o

rg
a
n
iz

a
tio

n

Prerequisite or Priority Level: P
re

re
q
u
is

ite
 

C
onsensus w

ithin team
: Y

e
s

D
etails: T

h
e
 s

u
rv

e
y
 s

h
o
u
ld

 b
e
 d

e
s
ig

n
e
d
 a

n
d
 c

o
n
tin

u
o
u
s
ly

 im
p
ro

v
e
d
 to

 c
o
lle

c
t re

g
is

tra
n
t tre

n
d
s
. S

o
m

e
 in

itia
l th

o
u
g
h
ts

 o
n
 

p
o
te

n
tia

l q
u
e
s
tio

n
s
 is

 in
 A

p
p
e
n
d
ix

 F
: P

o
s
s
ib

le
 Q

u
e
s
tio

n
s
 fo

r a
 F

u
tu

re
 R

e
g
is

tra
n
t S

u
rv

e
y
. T

o
 e

x
p
a
n
d
 th

e
 b

e
n
e
fit IC

A
N

N
 

o
rg

 re
c
o
m

m
e
n
d
s
 le

v
e
ra

g
in

g
 a

n
d
 a

lig
n
in

g
 th

e
 s

u
rv

e
y
 w

ith
 th

e
 re

q
u
ire

m
e
n
ts

 o
f th

e
 g

T
L
D

M
a
rk

e
tp

la
c
e
 H

e
a
lth

 In
d
e
x
. 

Success M
easures: T

h
e
 a

v
a
ila

b
ility

 o
f re

le
v
a
n
t d

a
ta

 fo
r u

s
e
 b

y
 th

e
 IC

A
N

N
 o

rg
a
n
iz

a
tio

n
, c

o
n
tra

c
to

rs
 a

n
d
 th

e
 IC

A
N

N
 

c
o
m

m
u
n
ity

 fo
r its

 w
o
rk

 in
 e

v
a
lu

a
tin

g
 c

o
m

p
e
titio

n
 in

 th
e
 D

N
S

 s
p
a
c
e
.

R
ec. 9

A
pproved

W
audo

D
etails w

ere updated
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R
ecom

m
endation: The IC

AN
N

 com
m

unity should consider w
hether the costs related to defensive registration for the 

sm
all num

ber of brands registering a large num
ber of dom

ains can be reduced.

R
ationale/related findings: W

e found that w
hile m

ost tradem
arks w

ere either not registered in new
 gTLD

s
or in only a 

handful of new
 gTLD

s, a sm
all num

ber of tradem
arks w

ere responsible for a large num
ber of registrations across m

any 
new

 gTLD
s

and w
ere likely bearing m

ost of the cost of registrations. This bim
odal distribution suggests that R

PM
s 

tailored to certain of these tradem
arks m

ay be appropriate.

To:Subsequent Procedures Policy D
evelopm

ent Process (PD
P) W

orking G
roup and/or R

ights Protection M
echanism

s 
(R

PM
)PD

P W
orking G

roup

Prerequisite or Priority Level: Prerequisite

C
onsensus w

ithin team
: Yes

D
etails: The review

 team
 does not suggest a specific m

echanism
.  H

ow
ever, w

e believe the uneven distribution of 
costs of defensive registrations to a sm

all num
ber of tradem

ark holders m
ay be an unanticipated effect of the current 

R
PM

 regim
e and that the relevant PD

P(s) should therefore consider w
hether those costs can be low

ered w
ithout 

im
pacting the benefits of the new

 gTLD
program

, therefore im
proving the overall cost/benefit ratio of the overall 

program
. 

Success M
easures: A reduction in the num

ber of overall num
ber of defensive registrations overall, and in particular a 

reduction in the num
ber of defensive registrations per tradem

ark by the registrants w
ith the m

ost defensive registrations 
w

ithout causing an increase in the num
ber of U

D
R

P and U
R

S cases.

R
ec. 10

A
PPR

O
VED

Jordyn/D
avid 

D
etails and Success M

easures w
ere updated
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R
ecom

m
endation: The G

N
SO

 should initiate a new
 Policy D

evelopm
ent Process to create a consistent privacy baseline 

across all registries, including to explicitly cover cases of privacy infringem
ents such as sharing or selling personal data 

w
ithout a law

ful basis, such as the consent of that person. The G
N

SO
 PD

P should consider lim
iting the collection and 

processing of personal data w
ithin rules w

hich are m
andatory for all gTLD

registries. It should also consider not allow
ing 

registries to share personal data w
ith third parties w

ithout a law
ful basis, such as the consent of that person or under 

circum
stances defined by applicable law

 (e.g. upon requests of governm
ent agencies, IP law

yers, etc.). Also, it is 
necessary to be aw

are of em
erging, applicable regulations related to the processing of the personal data. For clarification, 

this recom
m

endation does not relate to issues involving W
H

O
IS or registration directory services data.

R
ationale/related findings: As m

entioned above, the policies of the top 30 new
 gTLD

s
have rules regarding sharing of 

personal data of its registrants w
ith third parties. Furtherm

ore, som
e of those policies have very clear statem

ents that 
registries have the right to share or sell personal data.

To:G
eneric N

am
es Supporting O

rganization

Prerequisite or Priority Level: M
edium

C
onsensus w

ithin team
: Yes

D
etails: D

espite the fact that the base R
egistry Agreem

ent has references to privacy law
s and policies, som

e of the 
registries are explicit that they have right to share personal data w

ith third parties w
ithout consent of that person or under 

circum
stances defined by applicable law.

Success M
easures: The developm

ent of relevant policy and update of the base R
egistry Agreem

ent. 

R
ec. 12

A
pproved

D
ejan

R
ecom

m
endation, R

ationale, To: and D
etails w

ere updated
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R
ecom

m
endation

: C
re

a
te

 in
c
e
n
tiv

e
s
 to

 e
n
c
o
u
ra

g
e
 g

T
L
D

re
g
is

trie
s
 to

 m
e
e
t u

s
e
r e

x
p
e
c
ta

tio
n
s
 re

g
a
rd

in
g
 (1

) th
e
 

re
la

tio
n
s
h
ip

 o
f c

o
n
te

n
t o

f a
 g

T
L
D

to
 its

 n
a
m

e
; (2

) re
s
tric

tio
n
s
 a

s
 to

 w
h
o
 c

a
n
 re

g
is

te
r a

 d
o
m

a
in

 n
a
m

e
 in

 c
e
rta

in
 g

T
L
D

s

b
a
s
e
d
 u

p
o
n
 im

p
lie

d
 m

e
s
s
a
g
e
s
 o

f tru
s
t c

o
n
v
e
y
e
d
 b

y
 th

e
 n

a
m

e
 o

f its
 g

T
L
D

s
(p

a
rtic

u
la

rly
 in

 s
e
n
s
itiv

e
 o

r re
g
u
la

te
d
 

in
d
u
s
trie

s
; a

n
d
 (3

) th
e
 s

a
fe

ty
 a

n
d
 s

e
c
u
rity

 o
f u

s
e
rs

’ p
e
rs

o
n
a
l a

n
d
 s

e
n
s
itiv

e
 in

fo
rm

a
tio

n
 (in

c
lu

d
in

g
 h

e
a
lth

 a
n
d
 fin

a
n
c
ia

l 

in
fo

rm
a
tio

n
).  T

h
e
s
e
 in

c
e
n
tiv

e
s
 c

o
u
ld

 re
la

te
 to

 a
p
p
lic

a
n
ts

 w
h
o
 c

h
o
o
s
e
 to

 m
a
k
e
 p

u
b
lic

 in
te

re
s
t c

o
m

m
itm

e
n
ts

 in
 th

e
ir 

a
p
p
lic

a
tio

n
s
 th

a
t re

la
te

 to
 th

e
s
e
 e

x
p
e
c
ta

tio
n
s
. E

n
s
u
re

 th
a
t a

p
p
lic

a
n
ts

 fo
r a

n
y
 s

u
b
s
e
q
u
e
n
t ro

u
n
d
s
 a

re
 a

w
a
re

 o
f th

e
s
e
 

p
u
b
lic

 e
x
p
e
c
ta

tio
n
s
 b

y
 in

s
e
rtin

g
 in

fo
rm

a
tio

n
 a

b
o
u
t th

e
 re

s
u
lts

 o
f th

e
 IC

A
N

N
 s

u
rv

e
y
s
 in

 th
e
 A

p
p
lic

a
n
t G

u
id

e
 B

o
o
k
s
. 

R
ationale/related findings: T

h
e
 N

ie
ls

e
n
 s

u
rv

e
y
s
 in

d
ic

a
te

 c
e
rta

in
 e

x
p
e
c
ta

tio
n
s
 o

n
 b

e
h
a
lf o

f th
e
 p

u
b
lic

.  T
h
e
 s

u
rv

e
y
s
 

in
d
ic

a
te

d
 th

e
 p

u
b
lic

 b
e
lie

v
e
s
 th

a
t w

e
b
s
ite

s
 h

a
v
e
 d

iffe
re

n
t e

x
te

n
s
io

n
s
 to

 “p
ro

p
e
rly

 id
e
n
tify

 th
e
 p

u
rp

o
s
e
 o

r o
w

n
e
r o

r to
 g

iv
e
 

a
n
 in

d
ic

a
tio

n
 o

f c
o
n
te

n
t o

r fu
n
c
tio

n
.”   T

h
e
 m

a
jo

rity
 o

f th
o
s
e
 s

u
rv

e
y
e
d
 e

x
p
e
c
t b

o
th

 1
) a

 c
o
n
n
e
c
tio

n
 b

e
tw

e
e
n
 th

e
 n

a
m

e
 o

f 

a
 g

T
L
D

a
n
d
 th

e
 w

e
b
s
ite

s
 a

s
s
o
c
ia

te
d
 w

ith
 th

a
t g

T
L
D

a
n
d
 2

) a
 c

o
n
s
is

te
n
c
y
 b

e
tw

e
e
n
 th

e
 m

e
a
n
in

g
 o

f th
e
 d

o
m

a
in

 n
a
m

e
 

a
n
d
 its

 a
c
tu

a
l u

s
e
. T

h
e
 N

ie
ls

e
n
 s

u
rv

e
y
s
 a

ls
o
 in

d
ic

a
te

 th
a
t th

e
 p

u
b
lic

 e
x
p
e
c
ts

 re
s
tric

tio
n
s
 o

n
 w

h
o
 c

a
n
 p

u
rc

h
a
s
e
 d

o
m

a
in

 

n
a
m

e
s
, e

x
p
e
c
ts

 th
a
t s

u
c
h
 re

s
tric

tio
n
s
 w

ill b
e
 e

n
fo

rc
e
d
 a

n
d
 is

 c
o
n
c
e
rn

e
d
 a

b
o
u
t th

e
 s

e
c
u
rity

 o
f th

e
ir p

e
rs

o
n
a
l a

n
d
 

s
e
n
s
itiv

e
 in

fo
rm

a
tio

n
. H

e
n
c
e
, th

e
 N

ie
ls

e
n
 s

u
rv

e
y
s
 in

d
ic

a
te

d
 a

 p
o
s
itiv

e
 re

la
tio

n
s
h
ip

 b
e
tw

e
e
n
 re

g
is

tra
tio

n
 re

s
tric

tio
n
s
 a

n
d
 

tru
s
tw

o
rth

in
e
s
s
 o

f a
 d

o
m

a
in

.

R
ec. 14

Pending N
ew

 U
pdate

D
avid

R
ecom

m
endation, R

ationale, D
etails and Success M

easures w
ere updated



| 1
4

To:
N

e
w

 g
T

L
D

S
u
b
s
e
q
u
e
n
t P

ro
c
e
d
u
re

s
 P

D
P

 W
o
rk

in
g
 G

ro
u
p

Prerequisite or Priority Level: P
re

re
q
u
is

ite
 (in

c
e
n
tiv

e
s
 c

o
u
ld

 b
e
 im

p
le

m
e
n
te

d
 a

s
 p

a
rt o

f a
p
p
lic

a
tio

n
 p

ro
c
e
s
s
)

C
onsensus w

ithin team
: Y

e
s

D
etails: In

 a
d
d
itio

n
 to

 b
e
n
e
fits

, re
g
is

tra
tio

n
 re

s
tric

tio
n
s
 m

a
y
 a

ls
o
 im

p
a
c
t c

o
m

p
e
titio

n
. T

h
e
re

fo
re

, c
o
n
s
id

e
ra

tio
n
 s

h
o
u
ld

 b
e
 

g
iv

e
n
 to

 b
o
th

 th
e
 p

o
te

n
tia

l b
e
n
e
fits

 a
n
d
 d

ra
w

b
a
c
k
s
 o

f re
g
is

tra
tio

n
 re

s
tric

tio
n
s
.   

Success M
easures: M

e
a
s
u
re

s
 o

f s
u
c
c
e
s
s
 fo

r th
e
s
e
 re

c
o
m

m
e
n
d
a
tio

n
s
 w

o
u
ld

 in
c
lu

d
e
 im

p
ro

v
e
d
 p

u
b
lic

 tru
s
t a

n
d
 

v
is

ita
tio

n
 o

f n
e
w

 g
T

L
D

s
a
n
d
 re

d
u
c
e
d
 fe

a
rs

 re
g
a
rd

in
g
 th

e
 m

is
u
s
e
 o

f u
s
e
r
’s

 p
e
rs

o
n
a
l a

n
d
 s

e
n
s
itiv

e
 in

fo
rm

a
tio

n
. T

h
e
y
 

w
o
u
ld

 a
ls

o
 in

c
lu

d
e
 a

n
 a

s
s
e
s
s
m

e
n
t o

f w
h
e
th

e
r re

g
is

tra
tio

n
 re

s
tric

tio
n
s
 h

a
v
e
 h

a
d
 a

 n
e
g
a
tiv

e
 im

p
a
c
t o

n
 c

o
m

p
e
titio

n
. 

R
ec. 14

Pending N
ew

 U
pdate

D
avid

R
ecom

m
endation, R

ationale, D
etails and Success M

easures w
ere updated
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R
ecom

m
endation: IC

AN
N

 should collect data in conjunction w
ith its related data collection activities on the im

pact of 
restrictions on w

ho can buy dom
ains w

ithin certain new
 gTLD

s
(registration restrictions)1 to help regularly determ

ine 
and report: 

(1)
w

hether consum
ers and registrants are aw

are that certain new
 gTLD

s
have registration restrictions; 

(2)
com

pare consum
er trust levels betw

een new
 gTLD

s
w

ith varying degrees of registration restrictions; 

(3)
determ

ine w
hether the low

er abuse rates associated w
ith gTLD

s
that im

pose stricter registration policies identified 
in the Statistical Analysis of D

N
S Abuse in gTLD

s
continue to be present w

ithin new
 gTLD

s
that im

pose registration 
restrictions as com

pared w
ith new

 gTLD
s

that do not; 

(4)
assess the costs and benefits of registration restrictions to contracted parties and the public (to include im

pacts on 
com

petition and consum
er choice) and 

(5)
determ

ine w
hether and how

 such registration restrictions are enforced or challenged.

R
ec. 16

A
pproved

Laureen/C
arlos 

R
ecom

m
endation, R

ationale, D
etails and Success M

easures w
ere updated



| 16

R
ationale/related findings: The IC

AN
N

 C
onsum

er R
esearch and R

egistrant surveys indicate that the public expects 
certain restrictions about w

ho can purchase dom
ain nam

es and trusts that these restrictions w
ill be enforced. The 

survey results also indicated that the presence of such restrictions contributed to consum
er trust.  H

ow
ever, it w

ould 
useful for future review

 team
s and those developing future policy to have m

ore data on how
 aw

are the public is of 
registration restrictions and the im

pact of registration restrictions on consum
er trust.  In addition, the Statistical Analysis 

of D
N

S Abuse in gTLD
s

indicated that D
N

S abuse counts correlate w
ith strict registration policies w

ith bad actors 
preferring register dom

ains w
ith no registration restrictions.2 It is also im

portant to obtain inform
ation on the costs of 

registration restrictions on the relevant parties so that benefits (in term
s of increased trust and decreased D

N
S abuse) 

can be w
eighed against costs (including increased resources needed to im

plem
ent such restrictions and financial costs) 

and any restrictions on com
petition. Future PD

Ps and review
 team

s can use this data to inform
 future policy decisions 

regarding new
 gTLD

s, especially as it relates to the issue of w
hether restrictions should be encouraged or included 

w
ithin the standard provisions included in IC

AN
N

 new
 gTLD

contracts. 

To:IC
AN

N
 organization

Prerequisite or Priority Level: Low
C

onsensus w
ithin team

: Yes

R
ec. 16

A
pproved

Laureen/C
arlos

R
ecom

m
endation, R

ationale, D
etails and Success M

easures w
ere updated
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D
etails: IC

AN
N

 should explore how
 to incorporate this data collection as part of its existing data collection initiatives, 

including but not lim
ited to the D

om
ain Abuse Activity R

eporting System
 and the M

arketplace H
ealth Initiative, as w

ell as 
future IC

AN
N

 initiatives related to m
easuring D

N
S abuse, and the health of the D

N
S and the D

N
S m

arketplace.  
M

oreover, IC
AN

N
 m

ay also explore how
 to incorporate this data collection through the activities and reporting of IC

AN
N

 
C

om
pliance, including but not lim

ited to its audit functions.  C
ollecting this data w

ould inform
 future review

 team
s about 

the im
pact of registration restrictions and w

hether and how
 they can best be utilized for gTLD

s, particularly those gTLD
s

that fall w
ithin sensitive or highly regulated m

arket sectors. 

Success M
easures: This recom

m
endation w

ill be considered successful if it generates data that provides guidance for 
future review

 team
s and policy developm

ent processes on the topic of registration restrictions, particular if the data 
indicates under w

hat circum
stances the benefits of registration restrictions to the public (w

hich m
ay include decreased 

levels of D
N

S abuse) outw
eigh possible costs to contracted parties or possible im

pacts on com
petition. 

R
ec. 16

A
pproved

Laureen/C
arlos

R
ecom

m
endation, R

ationale, D
etails and Success M

easures w
ere updated



| 1
8

R
ecom

m
endation

: In
 o

rd
e
r fo

r th
e
 u

p
c
o
m

in
g
 W

H
O

IS
 R

e
v
ie

w
 T

e
a
m

 to
 d

e
te

rm
in

e
 w

h
e
th

e
r a

d
d
itio

n
a
l s

te
p
s
 a

re
 n

e
e
d
e
d
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 im

p
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v
e
 W

H
O
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c
c
u
ra

c
y
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n
d
 w

h
e
th

e
r to

 p
ro

c
e
e
d
 w

ith
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e
 id

e
n
tity

 p
h
a
s
e
 o

f th
e
 A

c
c
u
ra

c
y
 R

e
p
o
rtin

g
 S

y
s
te

m
 (A

R
S

) 

p
ro

je
c
t,

IC
A

N
N

 s
h
o
u
ld

 g
a
th

e
r d

a
ta

 to
 a

s
s
e
s
s
 w

h
e
th

e
r a

 s
ig

n
ific

a
n
t p

e
rc

e
n
ta

g
e
 o

f W
H

O
IS

-re
la

te
d
 c

o
m

p
la

in
ts

 a
p
p
lic

a
b
le

 

to
 n

e
w

 g
T

L
D

s
re

la
te

 to
 th

e
 a

c
c
u
ra

c
y
 o

f th
e
 id

e
n
tity

 o
f th

e
 re

g
is

tra
n
t. T

h
is

 s
h
o
u
ld

 in
c
lu

d
e
 a

n
a
ly

s
is

 o
f W

H
O

IS
 a

c
c
u
ra

c
y
 

c
o
m

p
la

in
ts

 re
c
e
iv

e
d
 b

y
 IC

A
N

N
 C

o
n
tra

c
tu

a
l C

o
m

p
lia

n
c
e
 to

 id
e
n
tify

 th
e
 s

u
b
je

c
t m

a
tte

r o
f th

e
 c

o
m

p
la

in
ts

 (e
.g

., c
o
m

p
la

in
ts

 

a
b
o
u
t s

y
n
ta

x
, o

p
e
ra

b
ility

 o
r id

e
n
tity

). T
h
e
 v

o
lu

m
e
 o

f th
e
s
e
 c

o
m

p
la

in
ts

 b
e
tw

e
e
n
 le

g
a
c
y
 g

T
L
D

s
a
n
d
 n

e
w

 g
T

L
D

s
s
h
o
u
ld

 

a
ls

o
 b

e
 c

o
m

p
a
re

d
. IC

A
N

N
 s

h
o
u
ld

 a
ls

o
 id

e
n
tify

 o
th

e
r p

o
te

n
tia

l d
a
ta

 s
o
u
rc

e
s
 o

f W
H

O
IS

 c
o
m

p
la

in
ts

 b
e
y
o
n
d
 th

o
s
e
 th

a
t a

re
 

c
o
n
tra

c
tu

a
lly

 re
q
u
ire

d
 (in

c
lu

d
in

g
 b

u
t n

o
t lim

ite
d
 to

 c
o
m

p
la

in
ts

 re
c
e
iv

e
d
 d

ire
c
tly

 b
y
 re

g
is

tra
rs

, re
g
is

trie
s
, IS

P
s
, e

tc
.) a

n
d
 

a
tte

m
p
t to

 o
b
ta

in
 a

n
o
n
y
m

iz
e
d
 d

a
ta

 fro
m

 th
e
s
e
 s

o
u
rc

e
s
. F

u
tu

re
 C

C
T

 R
e
v
ie

w
s
 m

a
y
 th

e
n
 a

ls
o
 u

s
e
 th

e
s
e
 d

a
ta

.

R
ationale/related findings

: W
H

O
IS

-re
la

te
d
 c

o
m

p
la

in
ts

 a
re

 th
e
 la

rg
e
s
t c

a
te

g
o
ry

 o
f c

o
m

p
la

in
ts

 re
c
e
iv

e
d
 b

y
 IC

A
N

N
 

C
o
n
tra

c
tu

a
l C

o
m

p
lia

n
c
e
 fo

r re
g
is

tra
rs

. H
o
w

e
v
e
r, it is

 u
n
c
le

a
r w

h
a
t a

s
p
e
c
t o

f W
H

O
IS

 a
c
c
u
ra

c
y
 fo

rm
s
 th

e
 b

a
s
is

 o
f th

e
s
e
 

c
o
m

p
la

in
ts

, o
r if th

e
 in

tro
d
u
c
tio

n
 o

f n
e
w

 g
T

L
D

s
h
a
s
 h

a
d
 a

n
y
 e

ffe
c
t o

n
 th

e
 a

c
c
u
ra

c
y
 o

f W
H

O
IS

 d
a
ta

. 
P

h
a
s
e
 1

 o
f 

IC
A

N
N

’s
 A

R
S

 p
ro

je
c
t a

n
a
ly

z
e
s
 th

e
 s

y
n
ta

c
tic

 a
c
c
u
ra

c
y
 o

f W
H

O
IS

 c
o
n
ta

c
t in

fo
rm

a
tio

n
 a

n
d
 P

h
a
s
e
 2

 a
s
s
e
s
s
e
s
 th

e
 

o
p
e
ra

b
ility

 o
f th

e
 c

o
n
ta

c
t d

a
ta

 in
 th

e
 W

H
O

IS
 re

c
o
rd

. B
u
t th

e
re

 is
 c

u
rre

n
tly

 n
o
 p

la
n
 to

 p
ro

c
e
e
d
 w

ith
 P

h
a
s
e
 3

 o
f th

e
 A

R
S

 

p
ro

je
c
t, id

e
n
tity

 v
a
lid

a
tio

n
 (is

 th
e
 c

o
n
ta

c
te

d
 in

d
iv

id
u
a
l re

s
p
o
n
s
ib

le
 fo

r th
e
 d

o
m

a
in

?
).

To:
IC

A
N

N
 o

rg
a
n
iz

a
tio

n
 to

 g
a
th

e
r re

q
u
ire

d
 d

a
ta

, a
n
d
 to

 p
ro

v
id

e
 d

a
ta

 to
 re

le
v
a
n
t re

v
ie

w
 te

a
m

s
 to

 c
o
n
s
id

e
r th

e
 re

s
u
lts

 

a
n
d
 if w

a
rra

n
te

d
, to

 a
s
s
e
s
s
 fe

a
s
ib

ility
 a

n
d
 d

e
s
ira

b
ility

 o
f m

o
v
in

g
 to

 id
e
n
tity

 v
a
lid

a
tio

n
 p

h
a
s
e
 o

f W
H

O
IS

 A
R

S
 p

ro
je

c
t. 

R
ec. 17-18

C
onsolidated &

 A
pproved

C
alvin

R
ecom

m
endation, D

etails and Success M
easures w

ere updated
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Prerequisite or Priority Level: M
edium

C
onsensus w

ithin team
: Y

es

D
etails: (none)

Success M
easures: If analysis of the data allow

s the breakdow
n of W

H
O

IS
 accuracy com

plaints by subject m
atter. If 

the analysis of the data gathered allow
s com

parison betw
een legacy gT

LD
S

and new
 gT

LD
S

. If the analysis of the data 
can serve to inform

 the upcom
ing W

H
O

IS
 R

eview
 Team

. 

R
ec. 17-18

C
onsolidated &

 A
pproved

C
alvin

R
ecom

m
endation, D

etails and Success M
easures w

ere updated
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R
ec. 20

A
pproved

C
alvin

R
ecom

m
endation: The next C

C
TR

T should review
 the ”Fram

ew
ork for R

egistry O
perator to R

espond to Security 
Threats” and assess w

hether the fram
ew

ork is a sufficiently clear and effective m
echanism

 to m
itigate abuse by 

providing for specified actions in response to security threats.

R
ationale/related findings: It is not clear w

hether the intended goal of the security checks safeguard –
to enhance 

efforts to fight D
N

S abuse –
has been m

et. The com
m

unity w
ill be better positioned to evaluate the effectiveness of this 

safeguard once a specific fram
ew

ork has been proposed that specifies how
 registry operators should respond to 

security threats.

To:Future C
C

T R
eview

 Team
s

Prerequisite or Priority Level: M
edium

C
onsensus w

ithin team
: Yes

D
etails: It is not clear w

hether the intended goal of the security checks safeguard –
to enhance efforts to fight D

N
S 

abuse –
has been m

et.  The com
m

unity w
ill be better positioned to evaluate the effectiveness of this safeguard once a 

specific fram
ew

ork has been proposed that specifies how
 registry operators should respond to security threats. 

Success M
easures: An evaluation of the “Fram

ew
ork for R

egistry O
perator to R

espond to Security Threats”.

R
ecom

m
endation and Success M

easures w
ere updated



| 2
1

R
ecom

m
endation

: A
s
s
e
s
s
 w

h
e
th

e
r m

e
c
h
a
n
is

m
s
 to

 re
p
o
rt a

n
d
 h

a
n
d
le

 c
o
m

p
la

in
ts

 h
a
v
e
 le

d
 to

 m
o
re

 fo
c
u
s
e
d
 e

 o
rts

 to
 

c
o
m

b
a
t a

b
u
s
e
 b

y
 d

e
te

rm
in

in
g
 

(1
)

th
e
 v

o
lu

m
e
 o

f re
p
o
rts

 o
f ille

g
a
l c

o
n
d
u
c
t in

 c
o
n
n
e
c
tio

n
 w

ith
 th

e
 u

s
e
 o

f th
e
 T

L
D

 th
a
t re

g
is

trie
s
 re

c
e
iv

e
 fro

m
 

g
o
v
e
rn

m
e
n
ta

l a
n
d
 q

u
a
s
i-g

o
v
e
rn

m
e
n
ta

l a
g
e
n
c
ie

s
 

(2
)

th
e
 v

o
lu

m
e
 o

f in
q
u
ire

s
 th

a
t re

g
is

trie
s
 re

c
e
iv

e
 fro

m
 th

e
 p

u
b
lic

 re
la

te
d
 to

 m
a
lic

io
u
s
 c

o
n
d
u
c
t in

 th
e
 T

L
D

; 

(3
)

w
h
e
th

e
r m

o
re

 e
ffo

rts
 a

re
 n

e
e
d
e
d
 to

 p
u
b
lic

iz
e
 c

o
n
ta

c
t p

o
in

ts
 to

 re
p
o
rt  c

o
m

p
la

in
ts

 th
a
t in

v
o
lv

e
 a

b
u
s
e
 o

r ille
g
a
l 

b
e
h
a
v
io

r w
ith

in
 a

 T
L
D

;

(4
)

w
h
a
t a

c
tio

n
s
 re

g
is

trie
s
 h

a
v
e
 ta

k
e
n
 to

 re
s
p
o
n
d
 to

 c
o
m

p
la

in
ts

 o
f ille

g
a
l o

r m
a
lic

io
u
s
 c

o
n
d
u
c
t in

 c
o
n
n
e
c
tio

n
 w

ith
 th

e
 

u
s
e
 o

f th
e
 T

L
D

. 

S
u
c
h
 e

ffo
rts

 c
o
u
ld

 in
c
lu

d
e
 s

u
rv

e
y
s
, fo

c
u
s
 g

ro
u
p
s
 o

r c
o
m

m
u
n
ity

 d
is

c
u
s
s
io

n
s
. If th

e
s
e
 m

e
th

o
d
s
 p

ro
v
e
d
 in

e
ffe

c
tiv

e
, 

c
o
n
s
id

e
ra

tio
n
 c

o
u
ld

 b
e
 g

iv
e
n
 to

 a
m

e
n
d
in

g
 fu

tu
re

 s
ta

n
d
a
rd

 R
e
g
is

try
 A

g
re

e
m

e
n
ts

 to
 re

q
u
ire

 R
e
g
is

trie
s
 to

 m
o
re

 

p
ro

m
in

e
n
tly

 d
is

c
lo

s
e
 th

e
ir a

b
u
s
e
 p

o
in

ts
 o

f c
o
n
ta

c
t a

n
d
 p

ro
v
id

e
 m

o
re

 g
ra

n
u
la

r in
fo

rm
a
tio

n
 to

 IC
A

N
N

. O
n
c
e
 th

is
 

in
fo

rm
a
tio

n
 is

 g
a
th

e
re

d
, fu

tu
re

 re
v
ie

w
 te

a
m

s
 s

h
o
u
ld

 c
o
n
s
id

e
r re

c
o
m

m
e
n
d
a
tio

n
s
 fo

r a
p
p
ro

p
ria

te
 fo

llo
w

 u
p
 m

e
a
s
u
re

s
.

R
ec. 21

A
pproved

C
arlton 

R
ecom

m
endation, R

ationale and Success M
easures w

ere updated
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R
ationale/related findings:  The C

onsum
er R

esearch and R
egistrant surveys executed by N

ielsen have show
n 

significant consum
er concern for abuse  as tending to underm

ine confidence and trust in the D
N

S. The broad strategic 
response should be to ensure that there are sufficiently effective m

echanism
s to report com

plaints so that w
e are able 

to m
easure and assess them

, and hence develop the capacity to m
anage and m

itigate the causes of these com
plaints.  

There is concern from
 the com

m
unity that abuse data is not reported consistently to IC

AN
N

 R
egistries. O

ther concerns 
focus on IC

AN
N

’s ow
n reporting of the com

plaints it receives focus as lacking  granularity regarding the subject m
atter 

of the com
plaints and lacking inform

ation regarding the response to abuse com
plaints.  G

enerally speaking detailed 
inform

ation regarding the subject m
atter of com

plaints and responses to those com
plaints  is sparingly captured and 

shared,  m
issing or unknow

n. 

In light of these concerns, although the safeguards regarding m
aking and handling com

plaints have been im
plem

ented, 
it is unclear: (1) w

hether either law
 enforcem

ent or the public is sufficiently aw
are that these com

plaint m
echanism

s 
exist; (2) how

 frequently these channels are used by the public and law
 enforcem

ent to notify registries of illegal or 
abusive behavior and (3) w

hat im
pact these safeguards have had on their intended goal of m

itigating D
N

S abuse.  
H

ence our recom
m

endations relate to im
proved data gathering to inform

 future efforts on com
batting abuse w

ithin 
gTLD

s. 

To:IC
AN

N
 organization and future C

C
T R

eview
 Team

s

Prerequisite or Priority Level: M
edium

C
onsensus w

ithin team
: Yes

R
ec. 21

A
pproved

C
arlton 

R
ecom

m
endation, R

ationale and Success M
easures w

ere updated
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D
etails: (none)

Success M
easures: 

-M
ore inform

ation is gathered to assess w
hether current com

plaint reporting m
echanism

s are effective and inform
 

policy efforts involving am
endm

ent of standard R
egistry agreem

ents. 
-IC

AN
N

 C
om

pliance routinely records and m
akes available inform

ation about com
plaints by categories filed from

 
registry and registrars, including responses to reports of abuse to original reporters.

R
ec. 21

A
pproved

C
arlton 

R
ecom

m
endation, R

ationale and Success M
easures w

ere updated
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R
ecom

m
endation: Include m

ore detailed inform
ation on the subject m

atter of com
plaints in IC

AN
N

 publicly available 
com

pliance reports. Specifically, m
ore precise data on the subject m

atter of com
plaints, particularly (1) the class/type of 

abuse (2) the gTLD
that is target of the abuse (3) the safeguard that is at risk (4) an indication of w

hether com
plaints 

relate to the protection of sensitive health or financial inform
ation (5)  w

hat type of contractual breach is being 
com

plained of and (6) resolution status of the com
plaints, including action details. These details w

ould assist future 
review

 team
s in their assessm

ent of these safeguards. 

R
ec. 23

A
pproved

C
arlton

A
ll recom

m
endation fields w

ere updated
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5

R
ationale/related findings

: 
N

ote: A
 g

e
n
e
ra

l re
c
o
m

m
e
n
d
a
tio

n
 fo

r fu
rth

e
r tra

n
s
p
a
re

n
c
y
 re

g
a
rd

in
g
 th

e
 s

u
b
je

c
t m

a
tte

r o
f c

o
m

p
la

in
ts

 re
c
e
iv

e
d
 b

y
 IC

A
N

N
 C

o
n
tra

c
tu

a
l 

C
o
m

p
lia

n
c
e
 is

 s
e
t fo

rth
 in

 C
h
a
p
te

r V
. D

a
ta

-D
riv

e
n
 A

n
a
ly

s
is

: R
e
c
o
m

m
e
n
d
a
tio

n
s
 fo

r A
d
d
itio

n
a
l D

a
ta

 C
o
lle

c
tio

n
 a

n
d
 A

n
a
ly

s
is

.

T
h
e
 la

c
k
 o

f p
u
b
lic

ly
 a

v
a
ila

b
le

 in
fo

rm
a
tio

n
 a

b
o
u
t w

h
e
th

e
r IC

A
N

N
 C

o
n
tra

c
tu

a
l C

o
m

p
lia

n
c
e
 h

a
s
 re

c
e
iv

e
d
 c

o
m

p
la

in
ts

 re
la

te
d
 to

 th
e
 

im
p
le

m
e
n
te

d
 C

a
te

g
o
ry

 1
 s

a
fe

g
u
a
rd

s
, a

n
d
 la

c
k
 o

f a
 c

o
m

m
o
n
 fra

m
e
w

o
rk

 to
 d

e
fin

e
 s

e
n
s
itiv

e
 in

fo
rm

a
tio

n
 a

n
d
 id

e
n
tify

 w
h
a
t c

o
n
s
titu

te
s
 

“re
a
s
o
n
a
b
le

 a
n
d
 a

p
p
ro

p
ria

te
 s

e
c
u
rity

 m
e
a
s
u
re

s
” m

a
k
e
 it d

iffic
u
lt to

 a
s
s
e
s
s
 w

h
a
t im

p
a
c
t th

is
 s

a
fe

g
u
a
rd

 h
a
s
 h

a
d
 o

n
 m

itig
a
tin

g
 ris

k
s
 to

 th
e
 

p
u
b
lic

.

T
h
e
 C

o
n
s
u
m

e
r R

e
s
e
a
rc

h
 a

n
d
 R

e
g
is

tra
n
t S

u
rv

e
y
 b

y
 N

ie
ls

e
n
 s

u
rv

e
y
 re

s
u
lts

 in
d
ic

a
te

 th
a
t n

e
w

 g
T

L
D

s
a
re

 n
o
t tru

s
te

d
 to

 th
e
 s

a
m

e
 e

x
te

n
t a

s
 

le
g
a
c
y
 g

T
L
D

s
a
n
d
 th

a
t th

e
 p

u
b
lic

 is
 c

o
n
c
e
rn

e
d
 a

b
o
u
t p

o
te

n
tia

l m
is

u
s
e
 o

f th
e
ir p

e
rs

o
n
a
l in

fo
rm

a
tio

n
. D

o
m

a
in

s
 re

s
o
lv

e
d
 to

 in
te

re
s
ts

 in
 

h
ig

h
ly

 re
g
u
la

te
d
 s

e
c
to

rs
 s

u
c
h
 a

s
 h

e
a
lth

 a
n
d
 fin

a
n
c
e
 a

re
 lik

e
ly

 to
 c

o
lle

c
t m

o
re

 p
e
rs

o
n
a
l a

n
d
 s

e
n
s
itiv

e
 in

fo
rm

a
tio

n
. S

o
 in

 th
a
t
s
e
n
s
e
, 

tru
s
tw

o
rth

in
e
s
s
 o

f th
e
s
e
 d

o
m

a
in

s
 is

 e
v
e
n
 m

o
re

 c
ru

c
ia

l. T
h
e
re

 is
 a

 fu
rth

e
r c

o
n
c
e
rn

 th
a
t c

o
m

p
la

in
ts

 a
b
o
u
t ille

g
a
l D

N
S

 a
c
tiv

itie
s
  m

a
y
 b

e
 

u
n
d
e
r re

p
o
rte

d
.

A
lth

o
u
g
h
 IC

A
N

N
 h

a
s
 m

a
n
d
a
te

d
 c

e
rta

in
 s

a
fe

g
u
a
rd

s
 a

p
p
lic

a
b
le

 to
 a

ll n
e
w

 g
T

L
D

d
o
m

a
in

s
 in

 g
e
n
e
ra

l a
n
d
 d

o
m

a
in

s
 fo

r h
ig

h
ly

 re
g
u
la

te
d
 

s
trin

g
s
 in

 p
a
rtic

u
la

r, th
e
re

 is
 s

c
a
n
t e

v
id

e
n
tia

ry
 d

a
ta

 th
a
t th

e
 c

o
n
tra

c
te

d
 p

a
rtie

s
 h

a
v
e
 im

p
le

m
e
n
te

d
 a

n
d
 a

re
 c

o
m

p
ly

in
g
 w

ith
 th

e
s
e

s
a
fe

g
u
a
rd

s
. 

W
e
 la

c
k
 th

e
 e

v
id

e
n
c
e
 to

 d
e
fin

itiv
e
ly

 d
e
c
la

re
 w

h
e
th

e
r th

e
 d

e
fin

e
d
 a

n
d
 im

p
le

m
e
n
te

d
 s

a
fe

g
u
a
rd

s
 h

a
v
e
 b

e
e
n
 e

ffe
c
tiv

e
 in

 
m

itig
a
tin

g
 ris

k
s
 a

s
s
o
c
ia

te
d
 w

ith
 d

o
m

a
in

s
 in

 th
e
 o

v
e
ra

ll n
e
w

 g
T

L
D

m
a
rk

e
t a

n
d
 th

o
s
e
 in

 h
ig

h
ly

 re
g
u
la

te
d
 m

a
rk

e
ts

 in
 p

a
rtic

u
la

r.  H
e
n
c
e
  it is

 

im
p
o
rta

n
t to

 u
n
d
e
rs

ta
n
d
 w

h
e
th

e
r th

e
 e

x
is

tin
g
 s

a
fe

g
u
a
rd

s
 m

itig
a
te

 th
e
 ris

k
s
 a

s
s
e
s
s
e
d
 fo

r th
e
 n

e
w

 g
T

L
D

d
o
m

a
in

s
, e

s
p
e
c
ia

lly
 th

o
s
e
 

a
s
s
o
c
ia

te
d
 w

ith
 h

ig
h
ly

 re
g
u
la

te
d
 d

o
m

a
in

s
 a

n
d
 w

h
e
th

e
r th

e
re

 is
 a

d
e
q
u
a
te

 a
n
d
 e

ffe
c
tiv

e
 e

n
fo

rc
e
m

e
n
t.   T

h
e
 re

c
o
m

m
e
n
d
a
tio

n
 th

e
re

fo
re

p
ro

p
o
s
e
s
  th

a
t IC

A
N

N
 C

o
m

p
lia

n
c
e
 c

o
lle

c
t a

n
d
 re

p
o
rt th

e
 a

b
u
s
e
 re

p
o
rte

d
 to

 re
g
is

try
 a

n
d
 re

g
is

tra
rs

 w
ith

 a
 g

ra
n
u
la

rity
 th

a
t a

llo
w

s
 

id
e
n
tific

a
tio

n
 o

f o
rig

in
, ty

p
e
, fo

rm
 a

n
d
 n

a
tu

re
 o

f a
b
u
s
e
 o

r a
lle

g
e
d
 ille

g
a
l u

s
e
 o

f th
e
 D

N
S

 re
p
o
rte

d
.

T
h
e
 IC

A
N

N
 o

rg
a
n
iz

a
tio

n
 a

c
k
n
o
w

le
d
g
e
s
 th

a
t d

a
ta

 o
n
 th

e
 s

e
v
e
ra

l s
a
fe

g
u
a
rd

s
 is

 n
o
t c

u
rre

n
tly

 b
e
in

g
 c

o
lle

c
te

d
 in

 e
ith

e
r th

e
 d

e
ta

il
e
x
p
e
c
te

d
 

o
r a

t a
ll. H

o
w

e
v
e
r th

e
re

 a
re

 o
n
g
o
in

g
 d

a
ta

 c
o
lle

c
tio

n
 a

c
tiv

itie
s
 a

n
d
 in

itia
tiv

e
s
 th

a
t  m

a
y
 re

m
e
d
y
 th

is
 s

itu
a
tio

n
. 

R
ec. 23

A
pproved

C
arlton

A
ll recom

m
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R
ec. 23

A
pproved

C
arlton

To:IC
AN

N
 organization

Prerequisite or Priority Level: H
igh

C
onsensus w

ithin team
: Yes

D
etails: The preceding recom

m
endation is causally related to this one and together they seek to address w

hether the 
safeguards im

posed on the new
 gTLD

program
, the m

echanism
s developed to im

plem
ent them

, and the outcom
es of 

those im
plem

entations allow
 a review

er to draw
 a definitive conclusion on their effectiveness and fitness to purpose. 

Success M
easures: IC

AN
N

 C
om

pliance release of a form
atted report on abuse reports received and adjudicated w

ith, 
at m

inim
um

, all of the specified labels included.

A
ll recom

m
endation fields w

ere updated
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R
ecom

m
endation

: In
itia

te
 e

n
g
a
g
e
m

e
n
t w

ith
 re

le
v
a
n
t s

ta
k
e
h
o
ld

e
rs

 to
 d

e
te

rm
in

e
 w

h
a
t b

e
s
t p

ra
c
tic

e
s
 a

re
 b

e
in

g
 

im
p
le

m
e
n
te

d
 to

 o
ffe

r re
a
s
o
n
a
b
le

 a
n
d
 a

p
p
ro

p
ria

te
 s

e
c
u
rity

 m
e
a
s
u
re

s
 c

o
m

m
e
n
s
u
ra

te
 w

ith
 th

e
 o

ffe
rin

g
 o

f s
e
rv

ic
e
s
 th

a
t 

in
v
o
lv

e
 th

e
 g

a
th

e
rin

g
 o

f s
e
n
s
itiv

e
 h

e
a
lth

 a
n
d
 fin

a
n
c
ia

l in
fo

rm
a
tio

n
. 

S
u
c
h
 a

 d
is

c
u
s
s
io

n
 c

o
u
ld

 in
c
lu

d
e
 id

e
n
tify

in
g
 w

h
a
t fa

lls
 

w
ith

in
 th

e
 c

a
te

g
o
rie

s
 o

f “s
e
n
s
itiv

e
 h

e
a
lth

 a
n
d
 fin

a
n
c
ia

l in
fo

rm
a
tio

n
” a

n
d
 w

h
a
t m

e
tric

s
 c

o
u
ld

 b
e
 u

s
e
d
 to

 m
e
a
s
u
re

 

c
o
m

p
lia

n
c
e
 w

ith
 th

is
 s

a
fe

g
u
a
rd

. 

R
ationale/related findings: T

h
e
 la

c
k
 o

f p
u
b
lic

ly
 a

v
a
ila

b
le

 in
fo

rm
a
tio

n
 a

b
o
u
t w

h
e
th

e
r IC

A
N

N
 C

o
n
tra

c
tu

a
l C

o
m

p
lia

n
c
e
 

h
a
s
 re

c
e
iv

e
d
 c

o
m

p
la

in
ts

 re
la

te
d
 to

 th
e
 im

p
le

m
e
n
te

d
 C

a
te

g
o
ry

 1
 s

a
fe

g
u
a
rd

s
, a

n
d
 la

c
k
 o

f a
 c

o
m

m
o
n
 fra

m
e
w

o
rk

 to
 d

e
fin

e
 

s
e
n
s
itiv

e
 in

fo
rm

a
tio

n
 m

a
k
e
s
 it d

iffic
u
lt to

 a
s
s
e
s
s
 w

h
a
t im

p
a
c
t th

is
 s

a
fe

g
u
a
rd

 h
a
s
 h

a
d
 o

n
 m

itig
a
tin

g
 ris

k
s
 to

 th
e
 p

u
b
lic

. 

H
o
w

e
v
e
r, p

ro
te

c
tio

n
 o

f s
e
n
s
itiv

e
 in

fo
rm

a
tio

n
, p

a
rtic

u
la

rly
 s

e
n
s
itiv

e
 fin

a
n
c
ia

l a
n
d
 h

e
a
lth

 in
fo

rm
a
tio

n
 is

 a
 h

ig
h
 p

rio
rity

 fo
r 

In
te

rn
e
t u

s
e
rs

.  A
s
 a

 re
s
u
lt, th

is
 re

c
o
m

m
e
n
d
a
tio

n
 a

im
s
 a

t im
p
ro

v
in

g
 b

o
th

 c
o
m

p
la

in
t d

a
ta

 re
g
a
rd

in
g
 th

e
s
e
 is

s
u
e
s
 a

n
d
 

e
n
c
o
u
ra

g
in

g
 c

o
m

m
u
n
ic

a
tio

n
s
 a

b
o
u
t b

e
s
t p

ra
c
tic

e
s
 o

n
 h

o
w

 to
 p

ro
te

c
t th

e
s
e
 s

e
n
s
itiv

e
 c

a
te

g
o
rie

s
 o

f in
fo

rm
a
tio

n
. 

To:
IC

A
N

N
 o

rg
a
n
iz

a
tio

n

Prerequisite or Priority Level: H
ig

h

C
onsensus w

ithin team
: Y

e
s

D
etails: (n

o
n
e
)

Success M
easures: T

h
is

 R
e
c
o
m

m
e
n
d
a
tio

n
 w

o
u
ld

 b
e
 s

u
c
c
e
s
s
fu

l if re
le

v
a
n
t s

ta
k
e
h
o
ld

e
rs

, to
 in

c
lu

d
e
 n

e
w

 g
T

L
D

re
g
is

trie
s
 a

n
d
 s

ta
k
e
h
o
ld

e
r g

ro
u
p
s
 re

p
re

s
e
n
tin

g
 th

e
 p

u
b
lic

 in
te

re
s
t, d

is
c
u
s
s
 w

h
a
t c

o
n
s
titu

te
s
 s

e
n
s
itiv

e
 in

fo
rm

a
tio

n
 a

n
d
 

b
e
s
t p

ra
c
tic

e
s
 re

g
a
rd

in
g
 h

o
w

 to
 p

ro
te

c
t s

e
n
s
itiv

e
 in

fo
rm

a
tio

n
.  S

u
c
h
 d

is
c
u
s
s
io

n
s
 c

o
u
ld

 in
fo

rm
 fu

tu
re

 p
o
lic

y
 in

 th
is

 a
re

a
 

w
ith

 a
 g

o
a
l o

f in
c
re

a
s
in

g
 th

e
 p

u
b
lic

’s
 tru

s
t o

f n
e
w

 g
T

L
D

s
. 

R
ec. 24

A
pproved

C
alvin

R
ecom

m
endation, R

ationale and Success M
easures w

ere updated
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R
ecom

m
endation: IC

AN
N

 should gather data on new
 gTLD

s
operating in highly regulated sectors to include the 

follow
ing elem

ents: 
a) a survey to determ

ine 1) the steps registry operators are taking to establish w
orking relationships w

ith relevant 
governm

ent or industry bodies; 2) the volum
e of com

plaints received by registrants from
 governm

ent and regulatory 
bodies and their standard practices to respond to those com

plaints; 
b) a review

 of a sam
ple of dom

ain w
ebsites w

ithin the highly regulated sector category to assess w
hether contact 

inform
ation to file com

plaints is sufficiently easy to find; 
c) an inquiry to IC

AN
N

 C
ontractual C

om
pliance and registrars/resellers of highly regulated dom

ains seeking sufficiently 
detailed inform

ation to determ
ine the volum

e and the subject m
atter of com

plaints regarding dom
ains in highly regulated 

industries;  
d) an inquiry to registry operators to obtain data to com

pare rates of abuse betw
een those highly regulated gTLD

s
that 

have voluntarily agreed to verify and validate credentials to those highly regulated gTLD
s

that have not; and 
e) an audit to assess w

hether restrictions regarding possessing necessary credentials are being enforced by auditing 
registrars and resellers offering the highly regulated TLD

s (i.e., can an individual or entity w
ithout the proper credentials

buy a highly regulated dom
ain?).  

To the extent that current IC
AN

N
 data collection initiatives and com

pliance audits could contribute to these efforts, w
e 

recom
m

end that IC
AN

N
 assess the m

ost efficient w
ay to proceed to avoid duplication of effort and leverage current 

w
ork. 

R
ec. 25, 26, 27, 28, 29,30

C
onsolidated &

 A
pproved

Laureen

A
ll recom

m
endation fields w

ere updated



| 29

R
ationale/related findings: A

lthough IC
A

N
N

 has im
plem

ented certain safeguards applicable to dom
ains operating in 

highly regulated sectors, it is unclear w
hether and how

 contracted parties are com
plying w

ith these safeguards.  It is 
also not clear w

hether these safeguards have been effective in m
itigating risks associated w

ith dom
ains in highly 

regulated m
arkets. The consum

er end-user survey results indicate that new
 gTLD

s
are not trusted to the sam

e extent 
as legacy gTLD

s
and that the public is concerned about potential m

isuse of their sensitive inform
ation.  D

om
ains 

w
orking in highly regulated sectors such as health and finance m

ay be m
ore apt to collect this sensitive inform

ation and 
hence the trustw

orthiness of these dom
ains is even m

ore crucial.  A
ccordingly, it is im

portant to understand w
hether the 

safeguards put into place to m
itigate the risks associated w

ith highly regulated dom
ains are being enforced and w

hether 
they are effective. 

To:
IC

A
N

N
 O

rganization, N
ew

 gTLD
S

ubsequent P
rocedures P

D
P

 W
orking G

roup

Prerequisite or Priority Level: H
igh

C
onsensus w

ithin team
: Yes

D
etails: IC

A
N

N
 is em

barking on several data gathering initiatives that m
ay shed light on som

e of these issues, 
including the D

ata A
buse A

ctivity R
eporting P

roject, the M
arketplace H

ealth Index, and the Identifier Technology H
ealth 

Indicators project. M
oreover, IC

A
N

N
 C

om
pliance is expanding its audit functions to include additional exam

ination of 
com

pliance w
ith certain safeguards. H

ence, consideration should be given to assessing w
hether IC

A
N

N
’s ongoing data 

collection and com
pliance initiatives could be leveraged to im

plem
ent parts of this recom

m
endation.  

R
ec. 25, 26, 27, 28, 29,30

C
onsolidated &

 A
pproved

Laureen

A
ll recom

m
endation fields w

ere updated
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Success M
easures: This recom

m
endation w

ill be successful if additional data is generated to inform
 ongoing policy 

developm
ent processes regarding the effectiveness of IC

AN
N

 contract provisions intended to safeguard the public 
particularly as it relates to new

 gTLD
s

operating in highly regulated sectors and w
hether the current contractual 

safeguards sufficiently protect the public against the higher risks associated w
ith these dom

ains.  In particular, it is vital 
to determ

ine w
hether the current safeguard requiring that registrants possess appropriate credentials for gTLD

s
operating in highly regulated sectors is operating as intended.  Success in this regard w

ould be to generate an 
assessm

ent of com
plaints relating to this safeguard, inform

ation on this how
 this safeguard is enforced, am

ong other 
factors, in order to determ

ine its effectiveness. 

R
ec. 25,26, 27, 28, 29,30

C
onsolidated &

 A
pproved

Laureen

A
ll recom

m
endation fields w

ere updated
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R
ecom

m
endation: IC

AN
N

 C
ontractual C

om
pliance should report on a quarterly basis w

hether it has received 
com

plaints for a registry operator’s failure to com
ply w

ith either the safeguard related to gTLD
s

w
ith inherent 

governm
ental functions or the safeguard related to cyberbullying.

R
ationale/related findings: The lack of inform

ation about w
hether IC

AN
N

 C
ontractual C

om
pliance or registries have 

received com
plaints related to these safeguards and lack of consequences for failure to com

ply w
ith these safeguards 

m
ake it difficult to assess their effectiveness in m

itigating the risks they w
ere intended to address,  N

ote: A general 
recom

m
endation for further transparency regarding the subject m

atter of com
plaints received by IC

AN
N

 C
ontractual 

C
om

pliance is set forth in C
hapter V. D

ata-D
riven Analysis: R

ecom
m

endations for Additional D
ata C

ollection and 
Analysis.

To:IC
AN

N
 organization

Prerequisite or Priority Level: Low
C

onsensus w
ithin team

: Yes
D

etails: (none)

Success M
easures: These recom

m
endations w

ill be successful if they generate data that indicates the m
agnitude of 

com
plaints regarding cyberbullying and m

isrepresenting governm
ental affiliations and provide inform

ation regarding 
how

 R
egistries enforce these safeguards. 

R
ec. 31

A
pproved

Fabro

R
ecom

m
endation and Success M

easures w
ere updated
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R
ecom

m
endation

: S
urvey R

egistries to determ
ine 1) w

hether they receive com
plaints related to cyberbullying and 

m
isrepresenting a governm

ental affiliation and 2) how
 they enforce these safeguards. 

R
ationale/related findings: T

he lack of inform
ation about w

hether IC
A

N
N

 C
ontractual C

om
pliance or registries have 

received com
plaints related to these safeguards and lack of consequences for failure to com

ply w
ith these safeguards 

m
ake it difficult to assess their effectiveness in m

itigating the risks they w
ere intended to address,  N

ote: A
 general 

recom
m

endation for further transparency regarding the subject m
atter of com

plaints received by IC
A

N
N

 C
ontractual 

C
om

pliance is set forth in C
hapter V

. D
ata-D

riven A
nalysis: R

ecom
m

endations for A
dditional D

ata C
ollection and 

A
nalysis.

To:
IC

A
N

N
 organization

Prerequisite or Priority Level: Low

C
onsensus w

ithin team
: Y

es

D
etails: (none)

Success M
easures: T

hese recom
m

endations w
ill be successful if they generate data that indicates the m

agnitude of 
com

plaints regarding cyberbullying and m
isrepresenting governm

ental affiliations and provide inform
ation regarding 

how
 R

egistries enforce these safeguards. 

R
ec. 32

A
pproved

Fabro

R
ecom

m
endation and Success M

easures w
ere updated
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R
ecom

m
endation

: C
o
n
d
u
c
t a

 s
u
rv

e
y
 th

a
t fo

c
u
s
e
s
 o

n
 c

o
n
s
u
m

e
r tru

s
t o

f n
e
w

 g
T

L
D

s
to

 in
c
lu

d
e
 id

e
n
tify

in
g
 : 

(1
) w

h
ic

h
 n

e
w

 g
T

L
D

s
h
a
v
e
 b

e
e
n
 v

is
ite

d
 m

o
s
t; 

(2
) th

e
 re

a
s
o
n
s
 u

s
e
rs

 g
iv

e
 to

 e
x
p
la

in
 w

h
y
 th

e
y
 v

is
ite

d
 c

e
rta

in
 n

e
w

 g
T

L
D

s
m

ore
th

a
n
 o

th
e
rs

; 

(3
) w

h
a
t fa

c
to

rs
 m

a
tte

r m
o
s
t to

 u
s
e
rs

 in
 d

e
te

rm
in

in
g
 w

h
ic

h
 g

T
L
D

s
to

 v
is

it 

(4
) h

o
w

 u
s
e
rs

’ b
e
h
a
v
io

rs
 in

d
ic

a
te

 to
 w

h
a
t e

x
te

n
t th

e
y
 tru

s
t n

e
w

 g
T

L
D

s
, a

n
d
  c

o
m

p
a
rin

g
  th

e
 tru

s
tw

o
rth

in
e
s
s
 o

f n
e
w

 g
T

L
D

s

w
ith

 re
s
tric

tio
n
s
 o

n
 re

g
is

tra
tio

n
, to

 n
e
w

 g
T

L
D

s
w

ith
 fe

w
 o

r n
o
 re

s
tric

tio
n
s
.  

T
h
is

 s
u
rv

e
y
 s

h
o
u
ld

 a
ls

o
 re

p
e
a
t a

p
p
lic

a
b
le

  p
a
rts

 o
f th

e
 g

lo
b
a
l s

u
rv

e
y
s
 fo

r c
o
n
s
u
m

e
r e

n
d
-u

s
e
rs

 a
n
d
 re

g
is

tra
n
ts

 to
 d

e
te

rm
in

e
 

w
h
e
th

e
r th

e
re

 h
a
s
 b

e
e
n
  a

n
 in

c
re

a
s
e
 in

 1
) fa

m
ilia

rity
 w

ith
 n

e
w

 g
T

L
D

s
, 2

) v
is

ita
tio

n
 o

f n
e
w

 g
T

L
D

s
, a

n
d
 3

) p
e
rc

e
iv

e
d
 

tru
s
tw

o
rth

in
e
s
s
 o

f n
e
w

 g
T

L
D

s
.

R
ationale/R

elated findings: T
h
e
 N

ie
ls

e
n
 s

u
rv

e
y
s
 in

d
ic

a
te

 th
e
 re

la
tio

n
s
h
ip

 b
e
tw

e
e
n
 tru

s
t o

f a
 g

T
L
D

a
n
d
 s

e
v
e
ra

l o
th

e
r 

fa
c
to

rs
, in

c
lu

d
in

g
 fa

m
ilia

rity
, re

p
u
ta

tio
n
 a

n
d
 s

e
c
u
rity

. 

T
h
e
 N

ie
ls

e
n
 s

u
rv

e
y
s
 a

ls
o
 in

d
ic

a
te

d
 a

 p
o
s
itiv

e
 re

la
tio

n
s
h
ip

 b
e
tw

e
e
n
 re

g
is

tra
tio

n
 re

s
tric

tio
n
s
 a

n
d
 tru

s
tw

o
rth

in
e
s
s
 o

f a
 d

o
m

a
in

.

H
o
w

e
v
e
r, fu

rth
e
r in

fo
rm

a
tio

n
 is

 n
e
e
d
e
d
 o

n
 w

h
y
 a

n
d
 to

 w
h
a
t e

x
te

n
t th

e
 p

u
b
lic

 tru
s
ts

 n
e
w

 g
T

L
D

s
.  In

 p
a
rtic

u
la

r, in
 a

d
d
itio

n
 to

 

re
p
e
a
tin

g
 s

u
rv

e
y
s
 th

a
t g

a
th

e
r th

e
 re

s
p
o
n
d
e
n
ts

’ s
u
b
je

c
tiv

e
 v

ie
w

s
 a

b
o
u
t tru

s
tw

o
rth

in
e
s
s
, IC

A
N

N
, re

le
v
a
n
t s

ta
k
e
h
o
ld

e
rs

 a
n
d
 

fu
tu

re
 R

e
v
ie

w
 T

e
a
m

s
 s

h
o
u
ld

 a
s
s
e
s
s
 w

h
a
t o

b
je

c
tiv

e
 in

fo
rm

a
tio

n
 c

a
n
 b

e
 g

a
th

e
re

d
 a

n
d
 m

e
a
s
u
re

d
 th

a
t re

la
te

s
 to

 

tru
s
tw

o
rth

in
e
s
s
.  A

 fu
rth

e
r s

u
rv

e
y
 c

o
u
ld

 p
ro

v
id

e
 u

s
e
fu

l in
fo

rm
a
tio

n
 fo

r fu
tu

re
 g

T
L
D

a
p
p
lic

a
n
ts

. 

T
o
 th

e
 e

x
te

n
t th

is
 s

u
rv

e
y
 re

p
e
a
ts

 q
u
e
s
tio

n
s
 p

o
s
e
d
 in

 th
e
 2

0
1
5
-2

0
1
6
 G

lo
b
a
l S

u
rv

e
y
s
, fu

tu
re

 re
v
ie

w
 te

a
m

s
 c

a
n
 c

o
m

p
a
re

 th
e
s
e
 

re
s
u
lts

 to
 p

rio
r d

a
ta

 to
 a

s
s
e
s
s
 w

h
e
th

e
r th

e
re

 h
a
s
 b

e
e
n
 a

n
 in

c
re

a
s
e
 in

 fa
m

ilia
rity

 w
ith

 a
n
d
 tru

s
t o

f n
e
w

 g
T

L
D

s
.

R
ec. 11, 13, 15, 33

C
onsolidated &

 A
pproved 

G
ao

R
ecom

m
endation, R

ationale, Priority, D
etails and Success M

easures w
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To:IC
AN

N
 organization, N

ew
 gTLD

Subsequent Procedures PD
P W

orking G
roup, and future C

C
T R

eview
 Team

s

Prerequisite or Priority Level: Prerequisite

C
onsensus w

ithin team
: Yes

D
etails: R

egarding repeating applicable parts of the G
lobal Surveys, in addition to necessary baseline questions –

repeat 
700, 800, 900, and 1100 series survey questions and questions 1000, 1036, 1050, 1055 and 1060. 

Success M
easures: 

This recom
m

endation w
ould be considered successful if it produces data that enables future R

eview
 Team

s and the IC
AN

N
 

organisation
to see how

 the levels of trustw
orthiness correlate w

ith the num
ber of visitations to new

 gTLD
s, and w

hat factors 
m

ay contribute to the levels of trustw
orthiness.  These factors m

ay be related to such things as registration restrictions for 
exam

ple. This inform
ation could inform

 future policy m
aking on the term

s and conditions that should apply for all new
 gTLD

applicants.   Another success m
easure w

ould be inform
ation for new

 gTLD
applicants in regards to w

hat factors m
ay lead to 

increased visitation and trustw
orthiness for new

 gTLD
s.   The last success m

easure w
ould be data that inform

s IC
AN

N
 

policy on registration restrictions especially if the data indicates that certain basic restrictions   enhance trustw
orthiness in 

the gTLD
space, alongside other variables driving gTLD

m
odel design and diversity. Those applicants choosing to apply for 

gTLD
s

w
ith restrictions w

ould then have a better basis for the decision to do so. 

R
ec. 11, 13, 15, 33

C
onsolidated &

 A
pproved

G
ao

R
ecom

m
endation, R

ationale, Priority, D
etails and Success M

easures w
ere updated
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R
ecom

m
endation: To the extent voluntary com

m
itm

ents are perm
itted in future gTLD

application processes, all such 
com

m
itm

ents m
ade by a gTLD

applicant m
ust state their intended goal and be subm

itted during the application process 
such that there is sufficient opportunity for com

m
unity review

 and tim
e to m

eet the deadlines for com
m

unity and lim
ited 

public interest objections. Furtherm
ore, such requirem

ents should apply to the extent that voluntary com
m

itm
ents m

ay 
be m

ade after delegation. S
uch voluntary com

m
itm

ents, including existing voluntary P
IC

s, should be m
ade accessible 

in an organized, searchable online database to enhance data driven policy developm
ent, com

m
unity transparency, 

IC
A

N
N

 com
pliance, and the aw

areness of variables relevant to D
N

S
 abuse trends. 

R
ationale/related findings: The intended purpose of m

any existing voluntary com
m

itm
ents, through the form

 of 
voluntary P

IC
s, is not readily discernable. This am

biguity stifles the com
m

unity’s ability to evaluate 
effectiveness. M

oreover, upon subm
ission in a gTLD

application, there is no m
echanism

 in place for the com
m

unity to 
ensure that such com

m
itm

ents do not negatively im
pact public interest and other aspects of the D

N
S

. C
onsequently, it 

is im
portant to the m

ulti-stakeholder process that such voluntary com
m

itm
ent proposals be m

ade available to the 
com

m
unity w

ith adequate tim
e for assessm

ent and potential objections. Furtherm
ore, once adopted, the current 

process for analyzing voluntary com
m

itm
ents, draw

ing com
parisons am

ongst TLD
s, m

easuring effectiveness, and 
building data points for analysis, is too cum

bersom
e because such com

m
itm

ents are only available in individualized 
contractual docum

ents em
bedded on the IC

A
N

N
 w

ebsite and not available in a categorized, searchable form
. U

nlike 
m

any other aspects of registry agreem
ents, voluntary P

IC
s vary greatly from

 one TLD
 to another. Therefore, a publicly 

accessible, categorized, searchable database of these com
m

itm
ents w

ould enhance data driven policy developm
ent, 

com
m

unity transparency, IC
A

N
N

 com
pliance, and the aw

areness of variables relevant to D
N

S
 abuse trends, and the 

overall ability of future review
 team

s to m
easure their effectiveness. 

R
ec. 37-38-39

C
onsolidated &

 A
pproved

D
rew

R
ecom

m
endation, R

ationale, and Success M
easures w

ere updated
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To:
IC

AN
N

 organization, N
ew

 gTLD
Subsequent Procedures PD

P W
orking G

roup 

Prerequisite or Priority Level: Prerequisite

C
onsensus w

ithin team
: Yes

D
etails: (none)

Success M
easures: The im

plem
entation of this recom

m
endation w

ill be successful if the purpose of any voluntary 
com

m
itm

ent proposed by a registry operator is clearly stated to describe its intended goal, all parties in the 
m

ultistakeholdercom
m

unity are given am
ple tim

e to provide input before such a com
m

itm
ent is adopted into a contract, 

and any adopted m
easures are available and easily accessible on the IC

AN
N

 w
ebsite in an organized w

ay to em
pow

er 
com

m
unity aw

areness and accountability.

R
ec. 37-38-39

C
onsolidated &

 A
pproved

D
rew

R
ecom

m
endation, R

ationale, and Success M
easures w

ere updated
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R
ecom

m
endation: An Im

pact Study in order to ascertain the im
pact of the N

ew
 gTLD

 Program
 on the cost and effort 

required to protect tradem
arks in the D

N
S should be repeated at regular intervals to see the evolution over tim

e as the 
N

ew
 gTLD

 Program
 continues to evolve and new

 gTLD
 registrations increase. W

e w
ould specifically recom

m
end that 

the next Im
pact Survey be com

pleted w
ithin 18 m

onths after issuance of the C
C

TR
T final report, and that subsequent 

studies be repeated every 18 to 24 m
onths. The C

C
TR

T acknow
ledges the fact that this w

as carried out in 2017 by 
N

ielsen surveying IN
TA m

em
bers and w

e encourage that to continue noting that the study needs to be m
ore user 

friendly. 

R
ationale/related findings: C

osts w
ill likely vary considerably over tim

e as new
 gTLD

s are delegated and registration 
levels evolve. R

epeating the Im
pact Study w

ould enable a com
parison over tim

e.

To:IC
AN

N
 organization

Prerequisite or Priority Level: H
igh

C
onsensus w

ithin team
: Yes

D
etails: The evolution over tim

e w
ill provide a m

ore precise picture of costs as they evolve and track the effectiveness 
of R

PM
s generally in the D

om
ain N

am
e System

.

Success M
easures: The results of such Im

pact Studies w
ould provide significantly m

ore data to the relevant w
orking 

groups currently looking into R
PM

s and the TM
C

H
 as w

ell as future ones, thereby benefitting the com
m

unity as a 
w

hole. R
ecom

m
endations w

ould then also be able to evolve appropriately in future C
C

T R
eview

 Team
s.

R
ec. 40

U
pdate N

eeded
D

avid
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R
ecom

m
endation 41: A full review

 of the U
R

S
 should be carried out and consideration be given to how

 it should 
interoperate w

ith the U
D

R
P.  H

ow
ever, given the P

D
P

 R
eview

 of A
ll R

P
M

s in A
ll gTLD

s, w
hich is currently ongoing, such 

a review
 needs to take on board that report w

hen published and indeed m
ay not be necessary if that report is 

substantial in its findings and if the report fully considers potential m
odifications.  

R
ationale/related findings: The uptake in use of the U

R
S

 appears to be below
 expectations, so it w

ould be useful to 
understand the reasons for this and w

hether the U
R

S
 is considered an effective m

echanism
 to prevent abuse. It is also 

im
portant for all gTLD

s to have a level playing field.  The P
D

P
 R

eview
 of A

ll R
P

M
s in A

ll gTLD
s, w

hich is running in 
parallel to this C

C
T R

eview
 Team

, w
ill contribute to this consideration w

ith its report due in 2018.  That W
orking G

roup’s 
report needs to be considered to set the scope of any review

 and potential m
odifications.  

To:G
eneric N

am
es S

upporting O
rganization

Prerequisite or Priority Level:P
rerequisite

C
onsensus w

ithin team
: Yes

R
ec. 41

U
pdate N

eeded
D

avid
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D
etails: A review

 of the U
R

S consider inter alia (1) w
hether there should be a transfer option w

ith the U
R

S rather than 
only suspension; (2) w

hether tw
o full system

s should continue to operate (nam
ely U

D
PR

 and U
R

S in parallel) 
considering their relative m

erits, (3) the potential applicability of the U
R

S to all gTLD
s and (4) w

hether the availability of 
different m

echanism
s applicable in different gTLD

s m
ay be a source of confusion to consum

ers and rights holders.

Success M
easures:Based on the findings, a clear overview

 of the suitability of the U
R

S and w
hether it is functioning 

effectively in the w
ay originally intended.

R
ec. 41

U
pdate N

eeded
D

avid
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R
ecom

m
endation 42:A cost-benefit analysis and review

 of the TM
C

H
 and its scope should be carried out to provide 

quantifiable inform
ation on the costs and benefits associated w

ith the present state of the TM
C

H
 services and thus to 

allow
 for an effective policy review

.  

R
ationale/related findings:It seem

s likely that a full review
 of the TM

C
H

 is necessary including a cost-benefit 
analyses.  The effectiveness of the TM

C
H

 appears to be in question.  The Independent R
eview

 of Tradem
ark 

C
learinghouse (TM

C
H

) S
ervices R

evised R
eport has not been able to m

ake definitive conclusions due to data 
lim

itations and indeed specifically noted that it w
as unable to perform

 a cost-benefit analysis of extending the C
laim

s 
S

ervice or expanding the m
atching criteria. Indeed, the P

D
P

 R
eview

 of A
ll R

P
M

s in A
ll gTLD

s, w
hich is running in 

parallel to this C
C

T R
eview

 Team
, w

ill contribute to this consideration w
ith its report due January 2018.  That W

orking 
G

roup’s report needs to be considered to set the scope of any review
 and potential m

odifications.  

To: G
eneric N

am
es S

upporting O
rganization

Prerequisite or Priority Level: P
rerequisite

C
onsensus w

ithin team
: Yes

R
ec. 42

U
pdate N

eeded
D

avid
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D
etails: There appears to be considerable discussion and com

m
ent on w

hether the TM
C

H
 should be expanded beyond 

applying to only identical m
atches and if it should be extended to include “m

ark+keyw
ord” or com

m
on typographical 

errors of the m
ark in question.  If an extension is considered valuable, then the basis of such extension needs to be 

clear. 

Success M
easures: The availability of adequate data to m

ake recom
m

endations and allow
 an effective policy review

 of 
the TM

C
.

R
ec. 42

U
pdate N

eeded
D

avid
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R
ecom

m
endation: Set objectives/m

etrics for applications from
 the G

lobal South

R
ationale/related findings: Applications w

ere few, but there w
as no concerted effort to encourage them

.

To: N
ew

 gTLD
Subsequent Procedures W

orking G
roup / G

eneric Supporting N
am

es O
rganization

Prerequisite or Priority Level: Prerequisite –
objectives m

ust be set

C
onsensus w

ithin team
: Yes

D
etails: The Subsequent Procedures W

orking G
roup needs to establish clear m

easurable goals for the G
lobal South 

including w
hether or w

hen applications and even num
ber of delegated strings should be objectives. It is possible that 

Short term
 objectives should be around second level participation.

Success M
easures: Increased participation by the G

lobal South as dem
onstrated by increased applications and 

delegations

R
ec. 43

A
pproved

Jonathan

R
ecom

m
endation, To:, and D

etails w
ere updated
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R
ecom

m
endation: Expand and im

prove outreach into the G
lobal South

R
ationale/related findings: Low

 understanding of N
ew

 gTLD
Program

 in the G
lobal South

To: IC
AN

N
 organization

Prerequisite or Priority Level: Prerequisite

C
onsensus w

ithin team
: Yes

D
etails: O

utreach to the G
lobal South requires a m

ore com
prehensive program

 of conference participation, thought 
leader engagem

ent and traditional m
edia. The w

ork of AM
G

lobalshould be built upon to identify targets, outlets and 
venues for better outreach. This outreach should include cost projections and, potential business m

odels, and 
resources for further inform

ation. Furtherm
ore, it is recom

m
ended that the outreach program

 begin significantly earlier 
so as to facilitate internal decision-m

aking by potential applicants.

Success M
easures: Ideally, success w

ould be m
easured in appreciable grow

th in applications
from

 the G
lobal South. In the absence of such grow

th, IC
AN

N
 should survey entities in the

G
lobal South again to determ

ine the sources of the difficulties that continue to be faced by
potential applicants.

R
ec. 44

A
pproved

Jonathan

D
etails w

ere updated
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R
ecom

m
endation: IC

AN
N

 org to “coordinate” the pro bono assistance program
.

R
ationale/related findings: D

espite the registration of both volunteers and applicants, there
is no evidence of interaction.

To: IC
AN

N
 organization

Prerequisite or Priority Level: Prerequisite

C
onsensus w

ithin team
: Yes

D
etails: Ideally, the pro bono assistance program

 w
ould be coordinated by the IC

AN
N

organization to ensure that com
m

unication is successful betw
een volunteers and applicants.

Success M
easures: Both volunteers and applicants should be surveyed by the IC

AN
N

organization on the success of the interaction betw
een them

 so that future reform
s can be

based on better inform
ation.

R
ec. 45

A
pproved

Jonathan

R
ecom

m
endation field w

as updated
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R
ecom

m
endation: R

evisit the Applicant Financial Support Program
.

R
ationale/related findings: O

nly three applicants applied for support.

To: N
ew

 gTLD
Subsequent Procedures W

orking G
roup

Prerequisite or Priority Level: Prerequisite

C
onsensus w

ithin team
: Yes

D
etails: The total cost of getting a new

 gTLD
string far exceeds the $185K application fee. Beyond efforts to reduce the 

application fee for all applicants, efforts should be m
ade to further reduce the overall cost of application, evaluation and 

conflict resolution, including additional subsidies and dedicated support for applicants from
 the G

lobal South.

Success M
easures: G

reater participation in the applicant support program
.

R
ec. 46

A
pproved

Jonathan

D
etails w

ere updated
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R
ecom

m
endation: As required by the O

ctober 2016 Bylaw
s, G

AC
 consensus advice to the Board regarding gTLD

s
should also be clearly enunciated, actionable and accom

panied by a rationale, perm
itting the Board to determ

ine how
 to 

apply that advice. IC
AN

N
 should provide a tem

plate to the G
AC

 for advice related to specific TLD
s, in order to provide a 

structure that includes all of these elem
ents. In addition to providing a tem

plate, the Applicant G
uidebook (AG

B) should 
clarify the process and tim

elines by w
hich G

AC
 advice is expected for individual TLD

s.

R
ationale/related findings: The early w

arnings provided by G
AC

 m
em

bers helped applicants to im
prove delegated 

gTLD
s

by ensuring that public policy or public interest concerns w
ere addressed, and should continue to be an elem

ent of 
any future expansion of the gTLD

space. Applicants could w
ithdraw

 their applications if they determ
ined that the response 

or action required to respond to G
AC

 early w
arning advice w

as either too costly or too com
plex and to do so in a tim

ely 
m

anner that w
ould perm

it them
 to recover 80%

 of the application cost. W
here general G

AC
 advice w

as provided by 
m

eans of com
m

uniqués to the IC
AN

N
 Board, it w

as som
etim

es not as easy to apply to the direct cases. Applying for a 
gTLD

is a com
plex and tim

e-consum
ing process and the initial AG

B w
as am

ended even after the call for applications had 
closed. G

iven the recom
m

endations to attem
pt to increase representation from

 applicants from
 the G

lobal South, it w
ould 

be appropriate to ensure that the clearest possible inform
ation and results from

 the last round w
ere m

ade available. 

To: Subsequent Procedures PD
P W

orking G
roup, G

AC
, IC

AN
N

 organization

Prerequisite or Priority Level: Prerequisite

D
etails: W

hile the details should be left to the Subsequent Procedures PD
P W

orking G
roup, the C

C
T believe there should 

be a m
echanism

 created to specifically allow
 objections by individual m

em
bers of the G

AC
 and m

eans to challenge 
assertions of fact by G

AC
 m

em
bers. Finally, som

e sort of appeals m
echanism

 is im
perative.

R
ec. 47

A
pproved

Jonathan

D
etails w

ere updated
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C
onsensus w

ithin team
: Yes 

Success M
easures: This recom

m
endation stem

s from
 a m

ore qualitative assessm
ent by the C

C
TR

T and anecdotal 
feedback from

 applicants. C
onsequently, the m

easures for success w
ill be sim

ilarly qualitative as the next C
C

R
T evaluates 

the process of gTLD
 application m

oving forw
ard.  That said, the proof w

ill lie in the im
plem

entation of the recom
m

endation. 
W

ith a structured process and tem
plate for the subm

ission of G
AC

 advice and a process for objection and appeal, the 
m

ost frequently voiced concerns of applicants, regarding such advice, w
ill be addressed.

R
ec. 47

A
pproved

Jonathan

D
etails w

ere updated
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R
ecom

m
endation

: 
A

 th
o
ro

u
g
h
 re

v
ie

w
 o

f th
e
 p

ro
c
e
d
u
re

s
 a

n
d
 o

b
je

c
tiv

e
s
 fo

r c
o
m

m
u
n
ity

 b
a
s
e
d
 a

p
p
lic

a
tio

n
s
 s

h
o
u
ld

 b
e
 

c
a
rrie

d
 o

u
t a

n
d
 im

p
ro

v
e
m

e
n
ts

 m
a
d
e
 to

 a
d
d
re

s
s
 a

n
d
 c

o
rre

c
t th

e
 c

o
n
c
e
rn

s
 ra

is
e
d
 b

e
fo

re
 a

 n
e
w

 g
T

L
D

a
p
p
lic

a
tio

n
 p

ro
c
e
s
s
 

is
 la

u
n
c
h
e
d
. R

e
v
is

io
n
s
 o

r a
d
ju

s
tm

e
n
ts

 s
h
o
u
ld

 b
e
 c

le
a
rly

 re
fle

c
te

d
 in

 a
n
 u

p
d
a
te

d
 v

e
rs

io
n
 o

f th
e
 2

0
1
2
 A

G
B

.

R
ationale/related findings: 

G
iv

e
n
 th

e
 a

s
s
e
s
s
m

e
n
t c

a
rrie

d
 o

u
t b

y
 th

e
 O

m
b
u
d
s
m

a
n
’s

 O
w

n
 M

o
tio

n
 R

e
p
o
rt, th

e
 re

s
u
lts

 o
f 

c
o
m

m
u
n
ity

-b
a
s
e
d
 o

b
je

c
tio

n
s
, th

e
 C

o
u
n
c
il o

f E
u
ro

p
e
 re

p
o
rt o

n
 th

e
 h

u
m

a
n
 rig

h
ts

 p
e
rs

p
e
c
tiv

e
 o

f th
o
s
e
 a

p
p
lic

a
tio

n
s
, a

n
d
 

th
e
 in

te
re

s
t ra

is
e
d
 b

y
 th

e
 IC

A
N

N
 c

o
m

m
u
n
ity

 re
g
a
rd

in
g
 th

e
 re

la
tiv

e
 la

c
k
 o

f s
u
c
c
e
s
s
 o

f c
o
m

m
u
n
ity

-b
a
s
e
d
 a

p
p
lic

a
tio

n
s
 (a

n
 

a
re

a
 w

h
e
re

 th
e
 IC

A
N

N
 c

o
m

m
u
n
ity

 h
a
d
 in

te
n
d
e
d
 to

 p
ro

v
id

e
 a

 s
p
e
c
ia

l e
n
try

 fo
r c

o
m

m
u
n
itie

s
 to

 g
T

L
D

s
o
f p

a
rtic

u
la

r 
in

te
re

s
t a

n
d
 u

s
e
 fo

r th
e
m

), it c
o
u
ld

 b
e
 e

x
p
e
c
te

d
 th

a
t th

e
re

 w
o
u
ld

 b
e
 a

 h
ig

h
e
r ra

te
 o

f s
u
c
c
e
s
s
 fo

r c
o
m

m
u
n
ity

-b
a
s
e
d
 

a
p
p
lic

a
tio

n
s
.

To:
N

e
w

 g
T

L
D

S
u
b
s
e
q
u
e
n
t P

ro
c
e
d
u
re

s
 P

D
P

 W
o
rk

in
g
 G

ro
u
p

Prerequisite or Priority Level: 
P

re
re

q
u
is

ite

C
onsensus w

ithin team
: Y

e
s

D
etails: (n

o
n
e
)

Success M
easures: S

h
o
u
ld

 th
e
 S

u
b
s
e
q
u
e
n
t P

ro
c
e
d
u
re

s
 W

o
rk

in
g
 G

ro
u
p
 d

e
e
m

 it b
e
n
e
fic

ia
l to

 p
ro

c
e
e
d
 w

ith
 th

e
 n

o
tio

n
 

o
f c

o
m

m
u
n
ity

 b
a
s
e
d
 a

p
p
lic

a
tio

n
s
, a

 m
e
tric

 fo
r s

u
c
c
e
s
s
 w

o
u
ld

 s
im

p
ly

 b
e
 a

 h
ig

h
e
r ra

te
 o

f s
u
c
c
e
s
s
 fo

r s
u
c
h
 a

p
p
lic

a
tio

n
.

R
ec. 48

A
pproved

M
egan

N
o U

pdates
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R
ec. 49

A
pproved

M
egan

R
ecom

m
endation: The Subsequent Procedures PD

P should consider adopting new
 policies to avoid the potential for 

inconsistent results in string confusion objections. In particular, the PD
P should consider the follow

ing possibilities:
1) D

eterm
ining through the initial string sim

ilarity review
 process that singular and plural versions of the sam

e gTLD
string should not be delegated 
2) Avoiding disparities in sim

ilar disputes by ensuring that all sim
ilar cases of plural

versus singular strings are exam
ined by the sam

e expert panelist
3) Introducing a post dispute resolution panel review

 m
echanism

R
ationale/related findings:From

 a review
 of the outcom

e of singular and plural cases, it w
ould appear that 

discrepancies in outcom
es arose because the D

ispute R
esolution Service Provider (D

R
SP) process allow

ed for 
different expert panelists to exam

ine individual cases, although they w
ere based on sim

ilar situations. This m
eant that 

different expert panelists could com
e to different conclusions in cases that otherw

ise m
ight have been considered to

have sim
ilar characteristics.

IC
AN

N
 Program

 Im
plem

entation R
eview

 2016 found that there w
as no recourse after the decision taken by an expert 

panel. G
iven that there appear to be inconsistencies in the outcom

es of different dispute resolution panels, it w
ould be 

useful to ensure a review
 m

echanism
.

There appear to be inconsistencies in the outcom
es of different dispute resolution panels regarding singular and plural 

versions of the sam
e w

ord, w
hich a priori (and according to the G

AC
 advice of 2013) should be avoided in order to 

avoid confusing consum
ers.

D
etails w

ere updated
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R
ec. 49

A
pproved

M
egan

To:N
ew

 gTLD
Subsequent Procedures PD

P W
orking G

roup

Prerequisite or Priority Level: Prerequisite

C
onsensus w

ithin team
: Yes

D
etails: W

hile the details should be left to the subproc
w

orking group, the C
C

T believe there should be a m
echanism

 
created to specifically allow

 objections by individual m
em

bers of the G
AC

 and m
eans to challenge assertions of fact by 

G
AC

 m
em

bers. Finally, som
e sort of appeals m

echanism
 is im

perative.

Success M
easures: N

o string confusion objections are filed for cases of singular and plural versions of the sam
e 

string. O
r, should singular and plural versions be allow

ed, objection panels evaluate all such cases w
ith a consistent 

approach such that all single or plural disputes are resolved in the sam
e m

anner.

D
etails w

ere updated
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R
ecom

m
endation: C

onsider directing IC
AN

N
 org to negotiate am

endm
ents to existing R

egistry Agreem
ents, or in 

consideration of new
 R

egistry Agreem
ents associated w

ith subsequent rounds of new
 gTLD

s, to include provisions in 
the agreem

ents to provide incentives, including financial incentives, for registries, especially open registries, to adopt 
proactive anti-abuse m

easures76.

R
ationale/related findings: IC

AN
N

 is com
m

itted to m
aintaining “the operational stability, reliability, security, global 

interoperability, resilience, and openness of the D
N

S and the Internet.” 77 The new
 gTLD

 safeguards alone do not 
prevent technical abuse in the D

N
S and have consequently failed to m

eet their intended goal in preventing the abuse 
phenom

enon from
 spreading to new

 gTLD
s. The C

C
T R

eview
 Team

’s analysis and the D
N

S Abuse Study indicate that 
abuse rates are correlated to registration restrictions im

posed on registrants and registration prices (i.e., abuse rates 
tend to go dow

n w
ith increased registration restrictions and high dom

ain nam
e prices). Som

e registries are inherently 
designed to have strict registration policies and/or high prices. H

ow
ever, a free, open, and accessible Internet w

ill 
invariably include registries w

ith open registration policies and low
 prices that m

ust adopt other m
easures to prevent 

technical D
N

S abuse. R
egistries that do not im

pose registration eligibility restrictions can nonetheless reduce technical 
D

N
S abuse through proactive m

eans such as identifying repeat offenders, m
onitoring suspicious registrations, and 

actively detecting abuse instead of m
erely w

aiting for com
plaints to be filed. Therefore, IC

AN
N

 org should incentivize 
and rew

ard operators that adopt and im
plem

ent proactive anti-abuse m
easures identified by the com

m
unity as effective 

for reducing technical D
N

S abuse. O
perators that have already adopted such m

easures, prior to the creation of an 
incentive program

, should be rew
arded as w

ell.

To: The IC
AN

N
 Board, the R

egistry Stakeholders G
roup, the R

egistrar Stakeholders G
roup, the G

eneric N
am

es 
Supporting O

rganization and the N
ew

 gTLD
 Subsequent Procedures PD

P W
G

 

R
ec. A

A
pproved

D
rew

R
ecom

m
endation, R

ationale, D
etails and Success M

easures w
ere updated
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Prerequisite or Priority Level: H
ig

h

C
onsensus w

ithin team
: Y

e
s

D
etails: T

h
e
 IC

A
N

N
 B

o
a
rd

 s
h
o
u
ld

 c
o
n
s
id

e
r u

rg
in

g
 IC

A
N

N
 o

rg
 to

 n
e
g
o
tia

te
 w

ith
 n

e
w

 a
n
d
 le

g
a
c
y
 g

T
L
D

 re
g
is

trie
s
 to

 

in
c
lu

d
e
 in

 th
e
 re

g
is

try
 a

g
re

e
m

e
n
ts

 fe
e
 d

is
c
o
u
n
ts

 a
v
a
ila

b
le

 to
 re

g
is

try
 o

p
e
ra

to
rs

 w
ith

 o
p
e
n
 re

g
is

tra
tio

n
 p

o
lic

ie
s
 th

a
t 

im
p
le

m
e
n
t p

ro
a
c
tiv

e
 m

e
a
s
u
re

s
 to

 p
re

v
e
n
t te

c
h
n
ic

a
l D

N
S

 a
b
u
s
e
 in

 th
e
ir z

o
n
e
. IC

A
N

N
 s

h
o
u
ld

 v
e
rify

 c
o
m

p
lia

n
c
e
 w

ith
 

in
c
e
n
tiv

e
 p

ro
g
ra

m
s
  to

 e
n
s
u
re

 b
a
d
 a

c
to

rs
 a

re
 n

o
t re

c
e
iv

in
g
 in

c
e
n
tiv

e
s
 d

e
s
p
ite

 a
c
tin

g
 in

 b
a
d
 fa

ith
. It is

 n
o
t in

te
n
d
e
d
 th

a
t  

th
e
 a

d
o
p
tio

n
 o

f p
ro

a
c
tiv

e
 a

n
ti-a

b
u
s
e
 m

e
a
s
u
re

s
 in

 e
x
c
h
a
n
g
e
 fo

r in
c
e
n
tiv

e
s
, s

h
o
u
ld

  fo
rm

 th
e
 b

a
s
is

 o
f a

n
 a

rg
u
m

e
n
t to

 s
h
ift 

lia
b
ility

 fo
r u

n
d
e
rly

in
g
 a

b
u
s
e
 in

c
id

e
n
ts

 to
 th

e
 re

g
is

try
 o

p
e
ra

to
r. 

Success M
easures: M

o
re

 re
g
is

trie
s
, e

v
e
n
 th

o
s
e
 w

ith
 o

p
e
n
 re

g
is

tra
tio

n
 p

o
lic

ie
s
, w

ill a
d
o
p
t p

ro
a
c
tiv

e
 a

n
ti-a

b
u
s
e
 

m
e
a
s
u
re

s
 s

u
c
h
 th

a
t th

e
re

 is
 a

 d
e
c
re

a
s
e
 in

 th
e
 o

v
e
ra

ll ra
te

s
 o

f te
c
h
n
ic

a
l D

N
S

 a
b
u
s
e
 in

 th
e
ir z

o
n
e
s
.

R
ec. A

A
pproved

D
rew

R
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m
endation, R

ationale, D
etails and Success M

easures w
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R
ecom

m
endation: C

onsider directing IC
A

N
N

 org, in its discussions w
ith registrars and registries, to negotiate 

am
endm

ents to the R
egistrar A

ccreditation A
greem

ent and R
egistry A

greem
ents to include provisions aim

ed at 
preventing system

ic use of specific registrars for technical D
N

S
 abuse.

R
ationale/related findings: C

urrent policies focus on individual abuse com
plaints. H

ow
ever, registrars and registry 

operators associated w
ith extrem

ely high rates of technical D
N

S
 abuse have continued to operate and faced little 

incentive to prevent technical D
N

S
 abuse. M

oreover, there currently exist few
 enforcem

ent m
echanism

s to prevent 
system

ic dom
ain nam

e abuse associated w
ith resellers. P

ublished research, cybersecurity analysis, and D
N

S
 abuse 

m
onitoring tools highlight concentrated, system

ic D
N

S
 abuse for w

hich there are no adequate, actionable rem
edies. 

S
ystem

ic use of particular registrars and registries for technical D
N

S
 abuse threatens the security and stability of the 

D
N

S
, the universal acceptance of TLD

s, and consum
er trust.

To: The IC
A

N
N

 B
oard, the R

egistry S
takeholders G

roup, the R
egistrar S

takeholders G
roup, the G

eneric N
am

es 
S

upporting O
rganization and the N

ew
 gTLD

 S
ubsequent P

rocedures P
D

P
 W

G
 

Prerequisite or Priority Level: H
igh

C
onsensus w

ithin team
: Yes

R
ec. B

A
pproved

D
rew

R
ationale, D

etails and Success M
easures w

ere updated
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D
etails: The IC

AN
N

 Board should consider directing IC
AN

N
 org to negotiate am

endm
ents to the R

egistrar 
Accreditation Agreem

ent and R
egistry Agreem

ent provisions aim
ed at preventing system

ic use of specific registrars for 
technical D

N
S abuse. Such language should im

pose upon registrars, and, through dow
n-stream

 contract requirem
ents 

their affiliated entities such as resellers, a duty to m
itigate technical D

N
S abuse, w

hereby IC
AN

N
 m

ay suspend 
registrars and registry operators found to be associated w

ith unabated, abnorm
al and extrem

ely high rates of technical 
abuse. It is im

portant for IC
AN

N
 O

rg to gather relevant data, conduct analysis,  and act on actionable inform
ation. 

Accordingly, IC
AN

N
 should initiate an investigation into a contracted party’s direct or indirect (such as through a 

reseller) involvem
ent w

ith system
ic technical abuse and take w

hatever rem
edial actions are w

arranted if they receive 
and verify inform

ation, w
hether or not through a form

al com
plaint, indicating unabated, abnorm

al, and extrem
ely high 

rates of technical abuse. U
pon m

aking a finding and contacting the contracted party, such findings m
ay be rebutted 

upon sufficient proof that the findings w
ere m

aterially inaccurate. The follow
ing factors m

ay be taken into account w
hen 

m
aking a determ

ination: w
hether the registrar or registry operator 1) engages in proactive anti-abuse m

easures to 
prevent technical D

N
S abuse, 2) w

as itself a victim
 in the relevant instance, 3) has since taken necessary and 

appropriate actions to stop the abuse and prevent future system
ic use of its services for technical D

N
S abuse.

Success M
easures: C

ontractual language is adopted w
hich em

pow
ers IC

AN
N

 to investigate and engage in 
enforcem

ent actions against registries and registrars associated w
ith system

ic technical abuse such that there are no 
contracted parties serving as enablers of system

ic technical abuse for w
hich IC

AN
N

 cannot bring an enforcem
ent 

action.

R
ec. B

A
pproved

D
rew

R
ationale, D

etails and Success M
easures w

ere updated
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R
ecom

m
endation: Further study the relationship betw

een specific registry operators,registrars
and D

N
S abuse

by 
com

m
issioning ongoing data collection, including but not lim

ited to, IC
AN

N
 D

om
ain Abuse Activity R

eporting (D
AAR

) 
initiatives. For transparency purposes, this inform

ation should be regularly published, ideally quarterly and no less than 
annually, in order to be able to identify registries and registrars that need to com

e under greater scrutiny, investigation, 
and potential enforcem

ent action by IC
AN

N
 org. U

pon identifying abuse phenom
ena, IC

AN
N

 should put in place an 
action plan to respond to such studies, rem

ediate problem
s identified, and define future ongoing data collection.

R
ationale/related findings: The D

N
S Abuse Study com

m
issioned by the C

C
T-R

T identified extrem
ely high rates of 

abuse associated w
ith specific registries and registrars as w

ell as registration features, such as m
ass registrations, 

w
hich appear to enable abuse. M

oreover, the Study concluded that registration restrictions correlate w
ith abuse, w

hich 
indicates that there are m

any factors to consider and analyze in order to extrapolate cross-TLD
 abuse trends for 

specific registry operators and registrars.The D
N

S Abuse Study has highlighted certain behaviors that are diam
etrically 

opposed to encouraging consum
er trust in the D

N
S.

C
ertain registries and registrars appear to either positively 

encourage or at the very least w
illfully ignore D

N
S abuse. Such behavior needs to be identified rapidly and acted upon 

quickly by IC
AN

N
 org as determ

ined by the facts and evidence presented. The D
N

S Abuse Study, w
hich provided a 

benchm
ark of technical abuse since the onset of the new

 gTLD
 program

, should be follow
ed up w

ith regular studies so 
that the com

m
unity is provided current, actionable data on a regular basis to inform

 policy decisions. 

To: The
IC

AN
N

Board, the R
egistry Stakeholders G

roup, the R
egistrar Stakeholders G

roup, the G
eneric N

am
es 

Supporting O
rganization and the N

ew
 gTLD

 Subsequent Procedures PD
P W

G
, SSR

2 R
eview

 Team
. 

Prerequisite or Priority Level: H
igh

R
ec. C

 (incl. rec 19, 34)
A

pproved
D

rew

R
ecom

m
endation, R

ationale, D
etails and Success M

easures w
ere updated
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C
onsensus w

ithin team
: Yes

D
etails: The additional studies need to be of an

ongoing nature, collecting relevant data concerning D
N

S abuse at both 
the registrar and registry level. The data should be regularly published, thereby enabling the com

m
unity and IC

AN
N

 
com

pliance in particular to identify registries and registrars that need to com
e under greater com

pliance scrutiny and 
thereby have such behavior eradicated. 

Success M
easures: C

om
prehensive, up-to-date technical D

N
S abuse data is readily available to the C

om
m

unity so 
that problem

s can be identified and data-driven policy initiatives can be m
easured for efficacy.

R
ec. C

 (incl. rec 19, 34)
A

pproved
D

rew
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R
ecom

m
endation: A D

N
S Abuse D

ispute R
esolution Policy ("D

AD
R

P") should be considered by the com
m

unity to deal 
w

ith registry operators and registrars that are identified as having excessive levels of abuse (to define, e.g. over 10%
 of 

their dom
ain nam

es are blacklisted dom
ain nam

es).
Such registry operators or registrars should in the first instance be 

required to a) subm
it an explanation to IC

AN
N

 org for the high rate of D
N

S abuse, b) com
m

it to rem
edy that abuse 

w
ithin a certain tim

e period, and c) adopt stricter registration policies w
ithin a certain tim

e period. Failure to com
ply w

ill 
result in a D

AD
R

P, should IC
AN

N
 not take any action them

selves.

R
ationale/related findings: The D

N
S Abuse Study com

m
issioned by C

C
T-R

T identified extrem
ely high rates of abuse 

associated w
ith specific registrars and registries.C

hanges to W
hois accessibility m

ay inhibit third party anti-abuse 
efforts, and it is im

portant for the com
m

unity to have a recourse m
echanism

 against entities in the event that IC
AN

N
 

C
om

pliance is unable to. It is im
portant to have a m

echanism
 to deal w

ith this abuse, particularly if it’s prevalent in 
certain registries.

Abusive behavior needs to be eradicated from
 the D

N
S

and this w
ould provide an additional arm

 to 
com

bat that abuse.

To: The IC
AN

N
 Board, the R

egistry Stakeholders G
roup, the R

egistrar Stakeholders G
roup, the G

eneric N
am

es 
Supporting O

rganization, the N
ew

 gTLD
 Subsequent Procedures PD

P W
G

 and the SSR
2 R

eview
 Team

 

Prerequisite or Priority Level: H
igh

C
onsensus w

ithin team
: M

ajority consensus but not unanim
ity (see M

inority Statem
ent in Appendix 6.1 M

inority 
Statem

ents)

R
ec. D

U
pdate N

eeded
D

rew
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D
etails: C

ontract enforcem
ent is one route to dealing w

ith this high level of D
N

S abuse, by enforcing existing and future provisions of 
the R

egistrar Accreditation Agreem
ent to prevent system

ic use of specific registrars for technical D
N

S abuse as per R
ecom

m
endation 

2.
H

ow
ever, in addition, a specific D

AD
R

P should be considered as it could also help in deal w
ith such D

N
S abuse, could serve as a 

significant deterrent, and help prevent or m
inim

ize such high levels of D
N

S abuse.Such a procedure could apply to registry operators or 
registrars that are identified as having excessive levels of abuse. Excessive levels of abuse (could be defined, for exam

ple w
here a 

registry operator has over 10%
 of their dom

ain nam
es blacklisted by one or m

ore heterogeneous blacklists (e.g. StopBadw
are

SD
P, 

APW
G

, Spam
haus, Secure D

om
ain Foundation, SU

R
BL and C

leanM
X).

A D
AD

R
P should set out specific penalties. Exam

ples from
 the 

D
N

S Abuse Study of new
 gTLD

s w
ith over 10%

 of their dom
ain nam

es blacklisted, according to Spam
haus

for exam
ple are .science 

(51%
), .stream

 (47%
), .study (33%

), .dow
nload (20%

), .click (18%
), .top (17%

), .gdn
(16%

), .trade (15%
), .review

 (13%
), and .accountant 

(12%
). Thus, each of these registries w

ould be obliged to review
 their second level dom

ain nam
es being used for D

N
S abuse and

explain 
the reasons for the excessive D

N
S abuse, com

m
it to rem

edying the abuse w
ithin a certain tim

efram
e, and adopt stricter registration 

policies if necessary to ensure that relevant contract term
s exist to effectively deal w

ith such registrations. If the dom
ain

nam
es at issue 

are responded to in a satisfactory m
anner, and in the event IC

AN
N

 does not take im
m

ediate action, then a D
AD

R
P m

ay be broughtby
an 

affected party. The process should involve a w
ritten com

plaint to the registry, tim
e allotted for a response from

 the registry, and an oral 
hearing. Final decisions should be issued by an expert panel w

hich could recom
m

end one or m
ore enforcem

ent m
echanism

s to be 
agreed upon by the com

m
unity.

For purposes of this recom
m

endation, a registrar acting under the control of a registry operator w
ould also be covered by the

D
AD

R
P. 

H
ence, it w

ould be im
portant to ensure that “registry operator” shall include entities directly or indirectly controlling, controlled by, or under 

com
m

on control w
ith, a registry operator, w

hether by ow
nership or control of voting securities, by contract or otherw

ise w
here ‘control’ 

m
eans the possession, directly or indirectly, of the pow

er to direct or cause the direction of the m
anagem

ent and policies ofan
entity, 

w
hether by ow

nership or control of voting securities, by contract or otherw
ise. The D

AD
R

P should be revisited w
ithin 24 m

onths of 
com

ing into existence.

Success M
easures: (none)

R
ec. D

U
pdate N

eeded
D

rew
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R
ecom

m
endation: IC

A
N

N
 should collect data about and publicize the chain of parties responsible for gTLD

 dom
ain 

nam
e registrations. 

R
ationale/related findings: A

t present, there is no consistent m
echanism

 for determ
ining all of the IC

A
N

N
 contracted 

and non-contracted operators associated w
ith a gTLD

 dom
ain nam

e registration. W
hois records often do not distinguish 

betw
een registrars and resellers. The D

N
S

 A
buse S

tudy com
m

issioned by the C
C

T-R
T, for exam

ple, w
as unable to 

discern resellers from
 registrars to determ

ine the degree to w
hich technical D

N
S

 abuse rates m
ay be driven by specific-

resellers m
ay affect levels of technical D

N
S

 abuse. This data should be available to enhance data-driven determ
inations 

necessary for recom
m

endations proposed the C
C

T-R
T, supplem

ent new
 gTLD

 program
 safeguards, and im

prove 
IC

A
N

N
 contractual com

pliance determ
inations.

To: The IC
A

N
N

 B
oard, the R

egistry S
takeholders G

roup, the R
egistrar S

takeholders G
roup, the G

eneric N
am

es 
S

upporting O
rganization, the N

ew
 gTLD

 S
ubsequent P

rocedures P
D

P
 W

G
, the S

S
R

2 R
eview

 Team
, R

egistration 
D

irectory S
ervice R

eview
 Team

Prerequisite or Priority Level: H
igh

C
onsensus w

ithin team
: 

R
ec. E

U
pdate N

eeded
D

rew
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D
etails: W

hois inform
ation is an im

portant source of data for technical D
N

S
 abuse analysis. S

afeguards, such as the 
T

hick W
hois requirem

ents, do not m
andate that resellers are listed in W

hois records. C
onsequently, the full chain of 

parties to a registration transaction is not readily discernable. W
ithout such inform

ation, it is difficult to determ
ine the 

extent to w
hich technical abuse is correlated to individual resellers, rather than registrars. F

or exam
ple, w

ith such data 
hidden, it w

ould be possible for a reseller associated w
ith extrem

ely high levels of abuse to rem
ain in operation under a 

registrar w
ith relatively norm

al levels of technical abuse. T
his w

ould, in effect, perm
it system

ic technical abuse by a non-
contracted party. A

lthough the reseller is theoretically  bound by flow
 dow

n contract requirem
ents, in practice this 

system
ic D

N
S

 abuse often rem
ain difficult to attribute and tends to goes unabated. W

hereas, collecting and publicizing 
such inform

ation w
ould enable end users to readily determ

ine the registry, registrar, and reseller associated w
ith a 

dom
ain nam

e registration to rem
ove the m

ask  of parties responsible for m
itigating technical D

N
S

 abuse. T
his w

ould 
allow

 for m
ore granular D

N
S

 abuse analysis and transparency for Internet users, thereby enhancing com
m

unity 
accountability efforts, and contractual com

pliance enforcem
ent.

Success M
easures: It is possible to readily determ

ine the reseller associated w
ith any gT

LD
 registration.

R
ec. E

U
pdate N

eeded
D

rew


