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ASCII Domain Name Label

www.cafe123.com

Second Level 
Domain

Top Level 
Domain (TLD)

Third Level 
Domain

Top Level Domains (TLDs) Domain Stakeholders

 ICANN

 Registry

 Registrar

 Reseller

 Registrant

 End-User

Top Level Domains (TLDs)

 Country Code TLDs (ccTLDs)

 .sg, .cn, .kh, .la, .mm, .th, .ca, …

 Two letter [a..z] codes, reserved for countries 

and territories by ISO 3166 standard

 Generic TLDs (gTLDs)

 .com, .org, .net, .edu, … - organizations

 New gTLDs – 1930 applications in 2012
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ASCII Domain Name Label

www.cafe123.com

Second Level 
Domain

Top Level 
Domain (TLD)

Third Level 
Domain

Forming ASCII Labels

Use LDH

• Letters [a-z]

• Digits [0-9] 

• Hyphen (LDH)

Label length = 63

Other constraints (e.g. on hyphen)

Forming ASCII Labels

Use only Letters

• Letters [a-z]

Label length = 63
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Internationalized Domain Name (IDN) Labels

IDN Second 
Level 

Domain

IDN Top 
Level 

Domain

Syntax of IDN Labels 

Valid U-Label: Unicode 

code points as 

constrained by IDNA 

2008

Valid A-Label - “xn--” 

followed by punycode of 

U-Label of length 59

Syntax of IDN Labels

Valid U-Label, further

constrained by the “letter” 

principle for TLDs

Valid A-Label

हिन्दी.भारत
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IDN TLD Program

Reports and documentation of all completed projects available at: 

https://www.icann.org/resources/pages/reports-2013-04-03-en
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Community agreed to define a Label Generation Rules (LGR)
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Determine 
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Implement 

Solution

https://www.icann.org/resources/pages/reports-2013-04-03-en
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Label Generation Rules for the Root Zone

 For the Root Zone, single “table” containing data for all scripts

 As it is a shared resource, must be conservative

 Must be stable and secure 

 Must be based on inclusion based analysis

 For each script or writing system:

 Which code points are valid for use?

 Are any of these code points variants of each other?

 Are the any additional constraints on the labels?



|   10

LGR for the Root Zone 

Unicode 

… … 
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LGR for the Root Zone 

Unicode 

IDNA2008 – by IETF
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LGR for the Root Zone 

Unicode 

IDNA2008

Maximal Starting Repertoire – by Integration Panel of ICANN
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LGR for the Root Zone 

Unicode 

IDNA2008

Maximal Starting Repertoire (MSR)

X X X

X

X X

X

X X X X

X X

X X

LGR Proposal – by Generation Panel of Script Community
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IDN TLD Program
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Label Generation Rules (LGR)

 Valid code points

 Variants code points

ابلک

ابلك
 Label constraints 

 Cannot mix ک and ك in a label

تہکلک

تہكلك

xتہكلک

xتہکلك
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MSR and LGR

1. Which code points must be included in the Root 

Zone 

 Are exclusions from MSR (pink) correct?

 What must be included in LGR? 

 “everyday, general purpose [use ...] in a 

stable and widespread manner”

2. Are there any variant code points

 Two code points when replaced produce labels 

considered confusingly similar by an end-user

3. Are there any label-level constraints

 Well-formedness of a cluster?

 Constraints on initial or final position in a 

label?

 Other?
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Root Zone LGR Procedure

Generation Panels 
– Generate proposals for script 

specific LGRs, based on 

community expertise and 

requirements

Integration Panel
– Integrates them into common 

Root Zone LGR while minimizing 

the risk 

to Root Zone as shared resource

Label Generation Rules (LGR)
– Which labels are permissible

– Which variant labels exist

– Which variant labels may be 
allocated
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LGR Specification

 Label Generation Rulesets (LGRs) used to generate domain name 

labels, per RFC 7940

 Example: excerpt from MSR-2 XML file 
… 
<range first-cp="0780" last-cp="07B0" tag="sc:Thaa" ref="3"/>

<char cp="07B1" tag="sc:Thaa" ref="5"/>

<char cp="08A0" tag="sc:Arab" ref="12"/>

<range first-cp="08A2" last-cp="08AC" tag="sc:Arab" ref="12"/>

<range first-cp="08E4" last-cp="08EF" tag="sc:Arab" ref="12"/>

<range first-cp="08F4" last-cp="08FE" tag="sc:Arab" ref="12"/>

<range first-cp="0901" last-cp="0903" tag="sc:Deva" ref="0"/>

<char cp="0904" tag="sc:Deva" ref="6"/>

<range first-cp="0905" last-cp="0939" tag="sc:Deva" ref="0"/>

<range first-cp="093A" last-cp="093B" tag="sc:Deva" ref="11"/>

<char cp="093C" tag="sc:Deva" ref="0"/>

<range first-cp="093E" last-cp="094D" tag="sc:Deva" ref="0"/>

<char cp="094F" tag="sc:Deva" ref="11"/>

<range first-cp="0956" last-cp="0957" tag="sc:Deva" ref="11"/>

<char cp="0972" tag="sc:Deva" ref="9"/>

<range first-cp="0973" last-cp="0977" tag="sc:Deva" ref="11"/>

<range first-cp="0979" last-cp="097A" tag="sc:Deva" ref="10"/>

<range first-cp="097B" last-cp="097C" tag="sc:Deva" ref="8"/>

<range first-cp="097E" last-cp="097F" tag="sc:Deva" ref="8"/>

<range first-cp="0981" last-cp="0983" tag="sc:Beng" ref="0"/>

…

https://tools.ietf.org/html/rfc7940
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 LGR Toolset allows for the 

following:

 Create a LGR

 Use a LGR to validate label 

and variants

 Manage LGRs

 Online beta deployment

 Visit https://lgrtool.icann.org/

 Open source package(s) release

 Released at github: lgr-core, 
lgr-django, munidata

 User guide available for further 

details

LGR Toolset (beta)

LGR Tool
Code Point Rules

Variant Rules

WLE Rules

https://lgrtool.icann.org/
https://github.com/icann/lgr-core
https://github.com/icann/lgr-django
https://github.com/icann/munidata
https://www.icann.org/en/system/files/files/lgr-toolset-user-guide-07oct16-en.pdf
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Root Zone LGR Development Status

28+ Scripts

19+ GPs 

Other:
o Hebrew

o Sinhala

o Thaana
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Scope of Neo-Brahmi GP

 On 15 May 2015 the Neo-Brahmi script community submitted 

to ICANN the Proposal for Generation Panel for Neo-Brahmī

Scripts Label Generation Ruleset for the Root Zone, covering 

Bengali, Devanagari, Gujarati, Gurmukhi, Kannada, 

Malayalam, Oriya, Tamil and Telugu scripts

o For each script 

• Cover all languages with widespread, everyday general use (e.g. 

EGIDS scale less than 4 (or 5?))

• Cover all geographical regions where the scripts are used

• Ensure that technical criteria is met along with the socio-linguistic 

requirements

https://www.icann.org/en/system/files/files/neo-brahmi-lgr-proposal-26may15-en.pdf


Repertoire
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What is the Goal?

 Goal is to create a mnemonic system for use in the Domain 

Name System (DNS)

 A mechanism to remember IP address

 Must remain secure and stable in use – if DNS is 

confusing to users, then the motivation is not met

 Not required to completely cover a language or a script

 May not form labels which are words in a language

 Not restricted to “correct” spellings

 May not carry a meaning in the “lexical” sense
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Starting Point – RFC 6912

Principles

1. Longevity – stable across Unicode versions

2. Least Astonishment– take into account the 

population using a code point

3. Contextual Safety – sensitive to ways in which 

code point may be used in malicious ways

4. Conservatism – any code point inclusion decision 

is as conservative as practicable



|   25

Starting Point – RFC 6912

Principles

5. Inclusion – default is excluded, then add code 

point which is safe based on usability and 

confusability

6. Simplicity – rules determining use should be 

simple to understand

7. Predictability – rules determining whether a code 

point is included are predictable for others to 

reach the same conclusion

8. Stability – if permitted, taking it out very hard
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Starting Point – RFC 6912

Principles

9. Letter – Code point “will be alphabetic” in RFC 

1123.  Same principle so exclude code points not 

normally used ot write words or used for 

purposes other than writing words
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Questions to Ask

1. Is it contained in the Maximal Starting Repertoire?

2. Is it used with the script defined in the scope of the GP

3. Is it suitable in identifiers? 

a. Is it in widespread modern use?

b. Is it not technical / religious / limited use only?

c. Is it not really a punctuation / symbol?

d. Is it really necessary for representing identifiers?

4. Is the Unicode encoding of the code point stable?

a. Are there any rendering issues?



|   28

Questions to Ask

5. What are the DNS security & stability concerns? rendering 

issue, homoglyph of non-PVALID code points?

6. How accessible would a TLD containing that code point 

be?

a. Are there input/keyboard concerns?

7. What are the risks if the code point is not included?

8. What are the risks if it is?

9. Is it in tension with any of the Principles in any way? 

10. Does it always appear in a fixed sequence?  
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“everyday, general purpose [use ...]”

https://www.ethnologue.com/
about/language-status
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“everyday, general purpose [use ...]”

https://www.ethnologue.com/
about/language-status
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How to Document the Repertoire

 Document general but relevant information

a) History of script 

b) Script characteristics

c) Languages using the script – standard name, ISO 639 

code, name in local script, places language is spoken, 

other relevant information (e.g. EGIDS no.)

d) Criteria of language included in analysis (and excluded 

from analysis)

e) Types of code points – which types are included and which 

code points are excluded

f) Table of code points – with evidence/reference of use for 

each code point and any additional relevant information 
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Sources of Information - Languages

 National governmental sources

 www.ethnologue.com website

 www.omniglot.com website

 Published research and books

 Field research

 Others?

http://www.ethnologue.com/
http://www.omniglot.com/
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Sources of Information - Languages

 Ethnologue - https://www.ethnologue.com/country/NP/status

https://www.ethnologue.com/country/NP/status
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Sources of Information - Languages
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Sources of Information - Languages
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Sources of Information - Repertoire

 References which could be used to demonstrate “everyday, 

general purpose [use ...]”

a) National standard published by the government 

b) Books published by Ministry of Education, e.g. for primary school

c) Common publications, e.g. newspapers

d) Other?
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Strategies for Documenting the Repertoire

 Strategy 1: Code Point Analysis

 For each code point in MSR

 Determine if it is used by one or more languages included 

– one example is sufficient

 Determine if the code point is required for the language(s)

 Document reference and reason for inclusion

 Strategy 2: Language Analysis 

 For each included language short-listed by GP

 Determine the required code points 

 Document reference and reason for inclusion  

 Review code points which are not analyzed
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Example

Item 
# 

Unicode 
Code 
Point

Glyph Name and GC Some languages using 
the character

Language, 
with EGIDS 
value

Reference

1 0621

ء
ARABIC LETTER 

HAMZA;Lo

Arabic, Urdu, Punjabi,

Sindhi

1 Arabic [RFC 5564]

…

3 0623

أ
ARABIC LETTER ALEF 

WITH HAMZA ABOVE;Lo
Arabic, Malay, Torwali 1 Arabic [RFC 5564]

…
…

81 06AE ڮ
ARABIC LETTER KAF 

WITH THREE DOTS 

BELOW;Lo

L’Alphabet National du 

Tchad (ANT)
1 ANT [ANT]
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Exercise

Item 
# 

Unicode 
Code 
Point

Glyph Name and GC Some languages using 
the character

Language, 
with EGIDS 
value

Reference

1

2

3

4

5



Variants



|   41

What is the Goal?

 Successfully defining variant rules for an LGR is not trivial

 Code point or code point sequences causing two (or more) 

labels functionally “the same” in a script

 Make the mnemonic system to minimize user confusion

 Conservatism requires 

 maximizing “blocked” variants 

 minimize “allocatable” variants
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1. Would a reasonable person with native knowledge of the 

script consider a pair of code points interchangeable?

2. Would such a person be unable to determine which of 

these interchangeable code points was used by 

appearance?

3. Is there an alternative representation?

4. What should the disposition of any defined variants be?

5. Should any of the variants of this code point be contingent 

on context?

6. Is each set of code point variant mappings symmetric?

Questions to Ask
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7. Is each set of code point variant mappings transitive?

8. Are any variants contemplated that are in tension with 

any of the Principles?

9. Are the variants designed so that they lead to the 

minimal required number of allocatable variant labels?

10. Are the variants designed so that, in doubtful cases, 

they block potential variant labels?

Questions to Ask
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 Variants are symmetric

 A = B ⇒ B = A

 Variants are transitive

 A = B and B = C ⇒ A = C

 Variant code points can be of two types

 Allocatable

 Blocked 

 The types are directional 

 Label disposition calculated based on types of individual code points

 A single blocked type causes the whole label to be blocked

Variant Relationships and Types
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Example

0641 ف فب بف بفب 1 (06A7)

06A2 ڢ بڢ بڢ ببڢ 5 (0641)

06A7 ڧ فب بڧ بفب 5 (0642)

0642 ق قب بق بقب 6 (06A7)

0641 06A2 a Used interchangeably in Africa for languages 

using Western (African)orthography

0641 06A7 b

0641 0642 b

06A2 06A7 b

06A2 0642 b

06A7 0642 a Used interchangeably in Africa for languages 

using Western (African)orthography



Whole Label Evaluation (WLE) Rules
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 Goal is to reduce label space

 Preventing labels which should not be possible for various reasons

 Not licensed by the script (but not spelling rules)

 Cause security issues

 Cause usability constraints

 Other?

 Reducing allocatable label by making them blocked in certain 

cases

 Put in contextual contexts for code points or their sequences

Goal
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 Cannot mix Persian Kaf and Arabic Kaf

 Combining vowel mark must follow a consonant in Lao script

 Subjoining consonant must follow a consonant in Khmer script

 A label cannot start with a combining mark

Examples



LGR XML Specification
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 “lgr” element has three sub-elements: 

 “meta”: all meta-data associated with the LGR, such as its 

authorship, what it is used for, implementation notes and 

references. 

 "data“: the substantive code point data

 "rules“ (optional): information on contextual and whole-label 

evaluation rules, if any

 with any specific "action" elements providing the 

disposition of labels and their variants

LGR XML Structure



|   51

<?xml version="1.0"?>

<lgr xmlns="urn:ietf:params:xml:ns:lgr-1.0">

<meta>   ...   </meta>  //optional

<data>    ...   </data>

<rules>   ...   </rules> //optional

</lgr>

LGR XML Structure
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Demo of online LGR Tool
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Reach us at: IDNProgram@icann.org
Website: icann.org/idn

Thank You and Questions

gplus.to/icann

weibo.com/ICANNorg

flickr.com/photos/icann

slideshare.net/icannpresentations

twitter.com/icann

facebook.com/icannorg

linkedin.com/company/icann

youtube.com/user/icannnews

Engage with ICANN

flickr.com/photos/icann
facebook.com/icannorg
youtube.com/user/ICANNnews
linkedin.com/company/icann
twitter.com/icann
gplus.to/icann
weibo.com/ICANNorg
slideshare.net/icannpresentations

