
The 10 Most Abused Top Level Domains 
As of 14 February 2017 the TLDs with the worst reputations for spam operations are: 

 

1 .science 
Badness Index: 10.23 
Famous Four Media 

Domains seen: 61,418 

Bad domains: 57,323 
(93.3%) 

 

2 .stream 
Badness Index: 8.29 

Famous Four Media 

Domains seen: 14,716 
Bad domains: 12,889 
(87.6%) 

 

3 .top 

Badness Index: 7.45 
Jiangsu Bangning Science & 

Technology Co. Ltd.  

 

Domains seen: 693,787 
Bad domains: 400,469 
(57.7%) 

 

4 .men 
Badness Index: 7.15 

Famous Four Media 

Domains seen: 33,432 
Bad domains: 23,730 
(71.0%) 

 

5 .study 
Badness Index: 6.99 
Open University Australia Pty 

Ltd 

Domains seen: 1,940 
Bad domains: 1,808 

(93.2%) 

 

6 .date 
Badness Index: 6.66 

Famous Four Media 

Domains seen: 18,499 

Bad domains: 12,999 
(70.3%) 

 

7 .click 
Badness Index: 6.38 
Uniregistry 

Domains seen: 14,696 
Bad domains: 10,159 

(69.1%) 

 

8 .review 
Badness Index: 6.37 
Famous Four Media 

Domains seen: 13,730 

Bad domains: 9,546 
(69.5%) 

 

9 .download 
Badness Index: 5.70 

Famous Four Media 

Domains seen: 12,717 
Bad domains: 8,057 

(63.4%) 

 

10 .link 
Badness Index: 5.15 
Uniregistry 

Domains seen: 28,284 

Bad domains: 15,125 
(53.5%) 



 


