
Complete deliberation on the charter question on  
access to "thin data" only 
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To date, initial rough consensus WG Agreements for “thin data” access are: 
 
Should gTLD registration “thin data” be entirely public or should access be controlled? 

20. gTLD registration "thin data" must be accessible without requestor identification, authentication, or 
stated purpose. 

21. [Proposed] There must be no RDS policies that prevent RDS operators from applying operational 
controls such as rate limiting and CAPTCHA, provided that they do not unreasonably restrict 
legitimate access.    [Rough consensus in 2 May poll, but pending action item] 
 

What guiding principles should be applied to determine access to “thin data”? 

22. At least a defined set of "thin data" elements must be accessible by unauthenticated RDS users. 

23. RDS policy must state purpose(s) for public access to "thin data.” 

24. [Proposed] RDS policies for access to "thin data" must be non-discriminatory (i.e., RDS policies must 
not be designed to give anyone preferential access). 
[Possible alternative wording for WG consideration, based on 30 May poll results] 

 
Should there be an additional principle on proportionality for access to “thin data”? 



Should there be an additional agreement on 
proportionality for access to “thin data”? 
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After 30 May call, possible principle for proportionality was discussed on the mailing list. 
To decide if/how such a principle applies to “thin data” access, consider the following: 
 
Stephanie Perrin noted: “The proportionality principle is fundamental to the interpretation of European 
data protection law, although it does not appear in the Directive itself. The usual four part test is: 
a) there must be a legitimate aim for a measure  
b) the measure must be suitable to achieve the aim (potentially with a requirement of evidence to 

show it will have that effect) 
c) the measure must be necessary to achieve the aim, that there cannot be any less onerous way of 

doing it  
d) the measure must be reasonable, considering the competing interests of different groups at hand 
 
For WG discussion: Could this four-part test be applied to “thin data” access, for example: 
a) Is there at least one legitimate purpose for providing public access* to “thin data”?  
b) Is public access to “thin data” suitable to achieve those legitimate purpose(s)? 
c) Is public access to “thin data” necessary to achieve those legitimate purpose(s), that there cannot 

be any less onerous way of doing it? 
d) Is public access to “thin data” reasonable, considering the competing interests of different groups at 

hand? 

* Here “public access” refers to access as described by WG agreements on slide 1 



Next: Resume deliberation on the charter question on  
Data Elements for "thin data" only 
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Deliberation to date has been focused on "thin data" as defined by the Thick WHOIS Report: 

"A thin registry only stores and manages the information associated with the domain name. This set 
includes data sufficient to identify the sponsoring registrar, status of the registration, creation and 

expiration dates for each registration, name server data, the last time the record was updated in its 
Whois data store, and the URL for the registrar’s Whois service.“ 

Example of today’s “thin data” elements 
 
Domain Name: ANVILWALRUSDEN.COM  
Registrar: TUCOWS DOMAINS INC. 
Sponsoring Registrar IANA ID: 69 
Whois Server: whois.tucows.com 
Referral URL: http://www.tucowsdomains.com 
Name Server: NS1.SYSTEMDNS.COM 
Name Server: NS2.SYSTEMDNS.COM 
Name Server: NS3.SYSTEMDNS.COM 
Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 
Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited 
Updated Date: 17-jan-2017 
Creation Date: 30-jun-2010 
Expiration Date: 30-jun-2017 

Which gTLD registration data elements 
should be included in “thin data”? 
 

1) Are today's gTLD WHOIS registration data 
elements classified as "thin" sufficient at this 
time? 

2) Are any elements listed here NOT required as 
"thin data" accessible through an RDS? 

3) Are any NEW elements required as "thin data" 
elements to be accessible through an RDS? 



Resume deliberation on this subquestion: 
What is the purpose of each “thin data” element? 
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As a reminder, initial rough consensus WG Agreements for “thin data” purpose include: 
 
Should gTLD registration thin data elements be accessible for any purpose or only for specific 
purposes? 

1. The WG should continue deliberation on the purpose(s) of "thin data." 
2. Every "thin data" element should have at least one legitimate purpose. 
3. Every existing "thin data" element does have at least one legitimate purpose for collection. 

For what specific (legitimate) purposes should gTLD registration thin data elements be collected? 
4. EWG-identified purposes apply to at least one "thin data" element. 
5. Domain name control is a legitimate purpose for “thin data” collection.  
6. Technical Issue Resolution is a legitimate purpose for “thin data” collection. 
7. Domain Name Certification is a legitimate purpose for "thin data" collection. 
8. Business Domain Name Purchase or Sale is a legitimate purpose for "thin data" collection. 
9. Academic / Public Interest DNS Research is a legitimate purpose for "thin data" collection. 
10. Regulatory and Contractual Enforcement is a legitimate purpose for "thin data" collection. 
11. Criminal Investigation & DNS Abuse Mitigation is a legitimate purpose for "thin data" 

collection. 
12. Legal Actions  is a legitimate purpose for "thin data" collection. 
13. Individual Internet Use is a legitimate purpose for "thin data" collection. 

Source: KeyConceptsDeliberation-WorkingDraft-31May2017.pdf 



Resume deliberation on this subquestion: 
What is the purpose of each “thin data” element? 
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See https://community.icann.org/download/attachments/64078512/Merged-ThinDataPurposes-v1.pdf 
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EXCERPTS FROM INPUT MATERIALS 
FOR REFERENCE AS-NEEDED 
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Relevant Question/Answer from 
ICANN58 Data Protection Experts 

Source: https://community.icann.org/download/attachments/64078601/ 
ICANN58-DataProtectionExpert-Responses-7April2017-plus-Intro.pdf 
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Purposes for collection? Purposes for providing access? 

Source: ICANN58 RDS PDP WG F2F Meeting Slides  
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