Charter Question 5: Gated Access

What are the guiding principles that should be
- used to determine level(s) of access (including
law enforcement access)?

Should gTLD registration data be entirely public
| or should access be controlled?

How many levels of access to gTLD registration
data should be provided? (e.g. public, non-

public, multi-tiered)
Gated Access: What steps should be taken to i

{ control data access for each user/purpose? | Should access to gTLD registration data be
based on authenticated requestor identity?

| Should access to gTLD registration data be
based on requestor's purpose? Other criteria?

Defer to phase 2/3: Policies such as authorised
levels of access granted to each specific user/

Source: RDS-PDP-Phasel-FundamentalQs-SubQs-MindMap-2May 2016.pdf
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Subquestion 5.1: Should gTLD registration "thin data" be
entirely public or should access be controlled?

WHOIS provides anonymous public access to registration data about gTLD domain names,
without requiring requestor identification, authentication, or statement of purpose:

“Thin Data” Elements, for example

Domain Name: ANVILWALRUSDEN.COM
Registrar: TUCOWS DOMAINS INC.

Sponsoring Registrar IANA ID: 69

Whois Server: whois.tucows.com

Referral URL: http://www.tucowsdomains.com
Name Server: NS1.SYSTEMDNS.COM

Name Server: NS2.SYSTEMDNS.COM

Name Server: NS3.SYSTEMDNS.COM

Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited
Updated Date: 17-jan-2017

Creation Date: 30-jun-2010

Expiration Date: 30-jun-2017

Plus “Thick Data” Elements, for example

Registrant Name: Contact Privacy Inc. Customer 0124230102
Registrant Organization: Contact Privacy Inc. Customer 0124230102
Registrant Street: 96 Mowat Ave

Registrant City: Toronto

Registrant State/Province: ON

Registrant Postal Code: M6K 3M1

Registrant Country: CA

Registrant Phone: +1.4165385457

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: anvilwalrusden.com at contactprivacy.com
Admin Name...

Tech Name...

Rough Consensus WG Agreement reached in 2 May WG Call and Poll:

“eTLD registration "thin data" should be accessible without requiring
inquirers to identify themselves or state their purpose.”
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Continue deliberation on Charter Question 5:
What steps should be taken to control “thin data” access?

Using 2 May Poll responses to identify possible requirements for further deliberation:

1. When querying gTLD “thin data” elements, Requestor Identification should be
a) Disallowed,
b) Allowed but not required , or
c) Required
2. When querying gTLD “thin data” elements, Requestor Authentication should be
a) Disallowed,
b) Allowed but not required, or
c) Required
3. Rate Limiting for all gTLD “thin data” queries should be
a) Disallowed,
b) Allowed but not required, or
c) Required
4. CAPTCHA for all gTLD “thin data” web queries should be
a) Disallowed,
b) Allowed but not required, or
c) Required

Note: Above statements are offered as a starting point for WG deliberation



Related Input Materials

Final Issue Report [PDF] (7 October 2015), especially
* Section 4.2, Gated Access
 Annex C, Charter — Gated Access Question, Phase 1 Goals (Page 70)

EWG Recommendations for a Next-Generation RDS, especially

e Section 4b, Principles for Unauthenticated and Gated Data Access

* Annex E, Unauthenticated and Gated Access Examples

* Video FAQs “Does the RDS eliminate free public access to data?” and
“What would | need to do to access gated RDS data?

e EWG Tutorial Pages 15-21, 42-60

Question 5: https://community.icann.org/download/attachments/64078601/
ICANNS58-DataProtectionExpert-Responses-7April2017-plus-Intro.pdf

https://community.icann.org/display/gsTLDRDS/Phase+1+Documents
e KeyConceptsDeliberation-WorkingDraft-21April2017.pdf, Section 5
* All WG decisions are added to this document during deliberation
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EXCERPTS FROM INPUT MATERIALS
FOR REFERENCE AS-NEEDED



Relevant Question/Answer from
ICANNS58 Data Protection Experts

5. Below is an example of “thin data” elements made publicly accessible in today’'s WHOIS
system for every registered gTLD domain name. Do you believe that any of the following data
elements are considered persenal infermation under the General Data Protection Directive, and
why?

Domain Name: CNN.COM

Registrar: CSC CORPORATE DOMAINS, INC.

Sponsoring Registrar IANA ID: 299

Whois Server: whois.corporatedomains.com

Referral URL: http://www.cscglobal.com/global/web/csc/digital-brand-services.html
Name Server: N5-1086.AWSDN5-07.0RG

Mame Server: N5-1630.AWSDN5-11.CO.UK

Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Status: serverDeleteProhibited https://icann.org/epp#iserverDeleteProhibited
Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Status: serverUpdateProhibited https://icann.org/epp#serverUpdateProhibited
Updated Date: 15-feb-2017

Creation Date: 22-5ep-1993

Expiration Date: 21-sep-2013

This information can be easily combined with other data sets freely or easily accessible, then
yes, it is “personal data”. Google itself is offering look up services, reverse look up services
(for free). Besides there are websites which are harvesting data from
whois.corporatedomains.com and making them accessible freely with personal data as on
WHOIS Servers there is personal data. (see: www.who.is for instance). As long as the
identification of a person behind this information and numbers is possible, it is considered as
personal data.

Source: https://community.icann.org/download/attachments/64078601/
ICANN58-DataProtectionExpert-Responses-7April2017-plus-Intro.pdf Page 6
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Answer to 5.1 given by the EWG Report, Pages 61-62:
As depicted in the following figure, public data elements can still be requested from
the RDS by anyone, with or without authentication.

—
"
T —
All gTLD
Registries

RDS Query
(Unauthenticated, DN)

irH

h_—_J

RDS Response
(Public Data Only)

Any Requestor

All gTLD
Returns only public data Validators
available to anyone,
for any purpose.

A minimum set of data elements, at least in line with the most stringent privacy regime,
must be accessible by unauthenticated RDS users.
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Answer to 5.1 given by the EWG Report, Pages 61-62:

As depicted in the following figure, gated data elements can also be requested via the
RDS. To do so, requestors must first be accredited. Thereafter, requestors may submit
authenticated queries requesting data elements for a stated purpose.

—

Prior to 15 GATED query:
Requestor must be [~ ]
accredited and
obtain aRequestor ID All gTLD

Registries
RD5 Query

(Requester ID,Purpose,DN)

‘T—-

——
- <>
———

AllgTLD
Validators

RDS Response
(Public + Gated Data)

Authenticated
Requestor

Returns only requested data available and accessible to
authenticated requestor for declared purpose.

Multiple levels of authenticated data access must be supported,
consistent with stated permissible purposes.
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How does this differ from WHOIS?

e The EWG Report split RDS Data Elements into categories
*  Minimum Public Data Set (includes today’s “thin data” elements)
e Gated Data (includes most of today’s “thick data” elements)
* See EWG Report for definitions and criteria

e Requestors optionally IDENTIFY and AUTHENTICATE themselves
* Anonymous RDS queries return ONLY Minimum Public Data Set
e Authenticated RDS queries may or may not return Gated Data Subset

* Requestors optionally state a PURPOSE
e Users can be ACCREDITED for one or more purposes
e Accredited users are AUTHORIZED to access Minimum Public Data Set +
Gated Data Subset AS NEEDED BY PURPOSE & LIMITED BY APPLICABLE LAW

* Requestors optionally ACCREDITED for RDS access, for example
» Self-accreditation for purposes authorized to access to low-risk data
* Third-party accreditation for purposes with access to higher-risk data

* No identification or authentication? No purpose?
e Such gueries return ONLY Minimum Public Data Set

* Anti-abuse measures such as RATE LIMITING apply to all kinds of RDS access
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Requestor queries RDS
(User, Purpose, DN)

Requestor
Identified?

Purpose
Declared?

Return Only

=7
Purpose =¥ PUBLIC DATA

Apply GATED ACCESS policy for declared purpose...

L ,

Domain

Name Control

Personal Data
Protection

Technical
Issue
Resolution

Domain
Name
Certification

Individual

Internet Use

Business DN
Sale or

Purchase

K

Regulato riminal DNS
Academic Legal Actions - = ¢ nina
Contractual Investigation Transparency
DNS Research
Enforcement & Abuse

Mitigation

Source: EWG Tutorial
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Additional Slides from Tutorial

Minimum Public Data

Registration Status: x

DNSSEC Delegation: signedDelegation

Domain Name: EXAMPLE.TLD

Client Status: DeleteProhibited, RenewProhibited, TransferProhibited

Name Server: NSO1.EXAMPLE-REGISTRAR.TLD

Server Status: DeleteProhibited, RenewProhibited, TransferProhibited

Registrar: EXAMPLE REGISTRAR LLC

Registrant Type: UNDECLARED

Reseller: EXAMPLE RESELLER

Registrant Contact ID: x0ox-x00x

Registrar Jurisdiction: EXAMPLE JURISDICTION

Registry Jurisdiction: EXAMPLE JURISDICTION

Registrant Contact Validation Status:
Operationally-Validated

Registration Agreement Language: ENGLISH

Registrant Contact Last Validated Timestamp: x

Creation Date: 2000-10-08T00:45:00Z

Registrant Email: EMAIL@EXAMPLE.TLD

Original Registration Date: 2000-10-08T00:45:00Z

Registrar Registration Expiration Date: 2010-10-08T00:44:59Z

Registrant Country: AA

Updated Date: 2009-05-29T20:13:00Z

Administrator Contact ID: xooxx-xxxx

Registrar URL: http://www.example-registrar.tid

Tech Contact 1D: x00¢-x000x

Registrar IANA Number: 5555555

Registrar Abuse Contact Email: email@registrar.tld

Legal Contact ID: xoox-x00x

Registrar Abuse Contact Phone: +1.1235551234

URL of the Internic Complaint Site: http://wdprs.internic.net/

Abuse Contact ID: x00¢-xxxx

Business Contact ID: x0xx-x0000

Privacy/Proxy Contact ID: xxXxxX-3xXXX

Minimum?¥ registration data that is publicly available
to anyone, for any permissible purpose, without authentication*
(grey = not applicable for every domain name)

* Except where prohibited by data protection laws
¥ Gated Registrant Data can also be made Public at the Registrant’s discretion
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(Requestor = x, DN

Technical Issue Resolution

=y)

Authentic

Requestor
HXH?

Gated
Registrant

Return Error

Data
Requested?

Allow self-accreditation
for this common purpose?

(e.g., identify self and
\gree to ToS)

/

Regisiration Gtaius: x

Bemain Hams: li_ mh_ ETLD

Glient Statss: OubetePrchuteled, FenewPron bites. TranaterPron bites |
Server Flatus: DeleteProhibibed. RenewProbibeed, TranserProhibied |
Ragistrar EXAMFLE REQISTRAR LLC

Name Server N501.EXAMPLE-REGISTRAR.TLD

Regesirant Type: UNGECLARED

| Regestrant Coract i xaxn-mans

Ressiier EXAMPLE RESELLER ]

-|| PBC Ohganizaton. EXAMPLE DRG

Regestrant Coriact Validation Status:

Registrar Jurisdicton EXAMPLE JURISDICTION

‘Dperatonalty-Validated

Regisiry Jurrsdiciion: EXAMPLE JURIGDICTION

Regestrant Cortact Last Validated T stamp: X

Rigiwiration Aghesmei L ENGLIEH

RegestrantEmail: EMAILMENAMPLE LD

Craaniom Date 2000-10-08T00:45:002

Regesirani Country AR

Gnginal Regoatratan Date: 7900-10-D8T00:48.000

Exparation Date: 204 0-10-08 T 44582

Contact ID: XX~ EXEx

g
Updabed Darbe: 50050525 TH0C 112002

Tech Comtact I0: KEER-RKEK

RegistrarURL: hitp:lharvwar. eoam ple-registrar tid

Legal Contact I oo xxe

Teschnical Comtact (PBC) 10 exxx-xxx

PBC Validation Sty Opsialicnally Validated
PBC Last Valkdated Timessismp x

PBC Hama: ENAMPLE TECH

PEC Shiest Astress 153 Straet Road
PBC City: Ay Town

Return Requested
Public Data + Tech PBC
for DN “y”

PBC SrabaFrasiecy’ C4
PHC Poslal Code 12345
PBC Country: A& ||
PBC Phons + Ext: +1. 12885512048

PBC Alt Phena + Ext +1 5556861334
PRC Fradl Address: techiBoaampl. i
PBC At Emal Addreas: tachakdizp nat
PBC Fax + Ext #1 12358517340

PBC BMS +1. 12355551212

Abuse Contact ID: xoce-gxar

Registrar Abwse Contack Emad emaddregistrar.Bd

Registrar Abuse Contadt Fhone: 11238881334

[ Business Contact ID: xaa-aias

URL o thva intemic Compilaint Sse: Frigpoifwd prs. inbemic ned

=y ' MAAERER

PEC M

PBC Secial Meda: socalsbe com/oample
PEC AT St Madia’ socialsts comiample?
PBC Contact_URL sxampls Hdicomtact_us bl
PBC Atuse URL: axampla tidvepart_abusa himi
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Criminal Investigation and

DNS Abuse Mitigation
(Requestor = x, DN =y)

Authentic

Requestor
.rrxu?

Return Error

Authorized
for this
Purpose?

Gated
Registrant

Abuse Comtact (PBC) 10 wme-aooo

PBAC Validaticn Status: Dpesationally Valkdated
PEC Last Vislidatnd Tinasta mg: &

PBC Name: EXAMPLE ABUSE DESK

PEC Crganization: EWAMPLE ORG

PBC Stragt Address” 123 Strest Road

FBC Ciy AnyTown

PBC Siate/Prownce: CA

PBC Postal Code: 12345

PEC Coundry: AR

PBC Phose « Ext: 1 123555124

PBC AR Phone + Ext: +1. SE66RG1234

PBC Erall Address: abwse@example td
FBC AR Emad Addiess sbusetkaginn el

PBC Fax + Ext: +1 1238561204

FBC SM5 +1 17355551212

PHC W @exsmpleabusedask

PBC Socal Media: sociaisie comvedampe
PBC A Socal Media: socalsile comfexample
PEC Contact_URL sxampis t¥contact_us himl
FBC Abuse URL exampls Hd'mpond_sbuse heml

Data
equested?

y

for DN “y”

Return Requested
Public Data + Abuse PBC

i In aderton to the Mnimum Pubic Data for
| Registrant Sontactils Kig-gas.

Approved
for Gated
Data?

Begistrant Sirest Address: 153 Strest Boad
Aegrstrant City: Ay Town

Registrant. SatesProvince: CA

Regsirant Postal Code: 12345

Registrant PRone+ Ext +1.1238881234
Fegistrant A Phone + Ext +1_ 5558661234

Regstant A EfEl Asiess sxample-II@EE et
Registrant Fax + Bt +1 1235551244

Regisiant SME +1 17355551212

R M Geampk

Return Requested
Public Data + Abuse PBC
+ Gated Data
for DN “y”

Registrant S0cial Media sociiste o L
Reagsirant A1 Social Media. o iasled comesampe

Pegrsaant Gonfl LRI gxameee fitontact_us nmi
bl fimi
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