Call for Volunteers
Registration Directory Service (RDS) Specific Review

This call seeks individuals interested in serving as a Volunteer Review Team Member on the
RDS Review Team. The composition of the Review Team ideally will be balanced for diversity
and skill.

Candidates are asked to fill in, save and submit their application forms to reviews@icann.org by
December 7 2016, 23:59 UTC.

The entire contents of this template, as well as any other supporting documents will be
published on the wiki page. Accordingly, please be mindful of any personal information
submitted, and please inform us if any of this information should be redacted from the public
posting.

How to complete your application

1. This application form is divided in 4 main sections:
* Applicant Information
» Expertise
» Skills
» Motivation for serving on the Review Team
2. All sections of each form need to be filled in by the applicant. If given criteria (e.g.
expertise) does not apply to the applicant, (s)he will leave the box empty.
3. Once the applicant has completed the form, (s)he will save it on his
computer/tablet/smartphone.
4. The applicant will create a new email message addressed to reviews@icann.org, attach
the form which (s)he previously saved and submit their application for consideration.
5. The applicant shall submit his application before December 7 2016, 23:59 UTC.



mailto:reviews@icann.org
https://community.icann.org/pages/viewpage.action?pageId=63145857
mailto:reviews@icann.org

Applicant Information

Last Name: [Belyavskiy ]
First Name: [Dmitry ]
Gender: OFemale ®Male

Country: [Russia ]

Geographic Region associated with the domicile of volunteer:
O Africa OAsia/Australia/Pacific Islands © Europe

O Latin America/Caribbean Islands ONorth America

Confirm the Advisory Committee/Supporting Organization with which you wish to seek a
nomination from to the RDS Review Team:

®OALAC O ASO O Other
OGAC O ccNSO
O GNSO

Previous ICANN Experience

Active participant in the Cyrillic LGR Panel. Co-author of the confusion tables for
Armenian, Georgian, Greek, Coptic and Latin scripts (2015 - ongoing).

Participated in the 49th ICANN Meeting in Singapore.

In cooperation with the Internet Support Foundation (http://fondpi.ru/), an ICANN
partner, and EURALO member, carried out research into the Certificate Transparency
and authored a report describing the technology itself and its prospects for Russia
(2014).

In cooperation with the Internet Support Foundation (http://fondpi.ru/), an ICANN
partner and EURALO member, carried out research into the DOI technology, provided
a demo installation and report describing the technology itself and its prospects for
Russia (2015).




Prior member of the 15t WHOIS Review Team or was an active contributor to its work
OYes ®No
Prior member of the Expert Working Group on Registration Directory Services

OYes ®ONo

Education

1992-1998 Moscow State Institute of Electronics and Mathematics, Russia

Professional Certifications

1998 MA in Engineering and Mathematics

Language

English: O Native Speaker  ® Fluent O Conversant O Basic Knowledge



Please assess and explain how your knowledge, experience & expertise addresses the criteria
listed below. Leave the box blank if not applicable to you.

» Familiarity with Operation of the Domain Name System (DNS)

Familiarity with WHOIS registrant data collection, compliance, directory services
(RDDS) management

Familiarity with Translation and Transliteration of WHOIS Contact Information
Familiarity with ICANN Procedure for Handling WHOIS Conflicts with Privacy Law
Familiarity with malware and abuse vectors and mitigations, including cybercrime
Familiarity with WHOIS Data Retention Waiver Process

| developed the Virtual Registrar software, a SaaS solution for companies keen to enter into
the domains registration business. The project was implemented in 2011 and is developed
and supported by 2 people and includes provision of WHOIS Data.

| am familiar with problems of Translation and Transliteration of WHOIS Contact Information,
thanks to a 4 year-long record of work in registrar companies and 6 years of experience in
TCI Ltd., the .RU/.P® Registry.

| actively contributed to development of applications under the ICANN’s new gTLD Program
for new gTLD domains .AETW and .TATAR with the technical (including Whois) and
security-related sections thereof (2012)

| actively contribute to various conferences (CENTR Technical, Security, R&D, IETF, RIPE,
ENOG) with my reflections on security-related applied research. | also sit on the ENOG
Program Committee and authored over 100 papers on various aspects of cybersecurity.

| developed the “Blacklist aggregator” project to collect domain abuse-related data from
various sources. The data is collected, partitioned on a per-TLD basis and sent to Registries
for anti-abuse purposes (2015).

| have strong cryptography skills. | acively participate in activities of the Russian Technical
Committee for standardization «Cryptography and Security Mechanisms» (TC 26),
http://tc26.ru/en/ (2012 — present time). | developed documents describing the usage of
GOST ciphersuites in DTLS (work in progress) and co-authored RFC 7836 “Guidelines on the
Cryptographic Algorithms to Accompany the Usage of Standards GOST R 34.10-2012 and
GOST R 34.11-2012” (2016).

| am well familiar with DNS, including DNS Privacy solutions.




SIS

Please assess and explain how your knowledge, experience & personality meets the desired
attributes listed below. Leave the case blank if not applicable to you.

¢ Understanding of the Multistakeholder community

o Team spirit, adaptability, consensus-seeking attitude

o Willingness to learn

o Readiness to contribute

o Capacity to reason objectively, putting aside personal opinions or preconceptions
o Analytical skills

More than 15 years of successful team work, including 10 years of distributed team work. | am a cooperative and
consensus-seeking person. | am ready to study the documents and provide necessary comments. | have a strong
willingness to learn and a proven capability to adopt new technologies.

| have strong analytical skills and understanding of the Multistakeholder community.

| actively participate in the standardization process in Russia and contribute to IETF working groups’ operation with a
particular focus on security.

Other significant skills:

» System and Database Architecture

* In-depth expertise in the area of cryptography (PKI, TLS, OpenSSL), security and privacy
* Special skills: domain registration system-related matters

* Programming (C, C++, Perl, SQL) for UNIX/Linux/Windows

As a cryptography expert, | actively participate in the Open Source community providing support and development of
cryptography software.

Major achievements:

« Participated in provision of support of the GOST algorithms in openssl 1.0

» Added CryptoAPI-based support of the GOST algorithms in the xmilsec library.

» Added openssl-based support of the GOST algorithms to the xmlsec library.

« Studied a Certificate Transparency solution and developed a respective report
(http://fondpi.nethouse.ru/static/000/000/074/838/doc/e4/91/e5574bf7042256d0a52d1ef1faad2e6d6e07.docx, in
Russian).

» Added support of the GOST 2012 cryptographic algorithms to the openssil library 1.1.0 (https://git.openssl.org/gitweb/?
p=openssl.git;a=commitdiff;h=e44380a990a3edf1cd0c190c6459c8c026d53646).

* Development of a demo solution similar to the Keyless SSL
(https://blog.cloudflare.com/keyless-ssl-the-nitty-gritty-technical-details/) to avoid placing private key on the all frontend
servers in case of cloud-based hosting to improve PKI availability for cloud-based hosting.

» Co-author of RFC 7836 “Guidelines on the Cryptographic Algorithms to Accompany the Usage of Standards GOST R
34.10-2012 and GOST R 34.11-2012”

+ Described applicability of the KCI attack to the GOST ciphersuites (internal discussion) and a provided a
backward-compatible workaround.

« Active contributor to the work related to usage of EAl email addresses in X.509 certificates, provided an
implementation of the RFC draft https://tools.ietf.org/html/draft-ietf-lamps-eai-addresses-03, (2016 — ongoing).

» Maintainer of the GOST openssl engine (https://github.com/gost-engine/engine).




Motivation for Serving on Review Team

Please provide your interest in serving on the Review Team and what you will bring to the team
if selected.

If selected, | will bring my in-depth understanding of security and privacy, extensive
expertise in tackling internationalization problems (including IDN and EAIl), and deep
understanding of Domain Registration Systems.

| am well cognizant of problems related to using non-ASCII data in WHOIS data fields.

I have 10-plus years of experience in the clients support area and understand
end-user's expectations of the WHOIS service.

In full understanding of the scope of challenges facing such categories of
stakeholders as Registry, Registars and end users, | am ready for, and capable of,
addressing the security and privacy implications with a full account of nation-specific
legal regulations.

| am keen on exploring ICANN's best practices of team work in the multicultural and
multistakeholder enviornment




How did you hear about the RDS Call for Volunteers?

As part of our ongoing effort to better position our outreach and messaging for future Review
Team announcements, we would value your feedback on how did you hear about the RDS
Call for Volunteers. While this is optional, we kindly invite you to select below which
communication channel notified you about the RDS Call for Volunteers, please select as
many that apply.

Communication Channels

[1 ICANN Community Constituent Groups (see https://www.icann.org/community#groups/)

[] ICANN.org

[] ICANN Facebook
1 ICANN LinkedIn

[] ICANN Twitter

[1 ICANN Wiki

[] ICANN Newsletters
] ICANN Conference
[]

Other: http://www.domainpulse.com/2016/12/07/icann-volunteers-registration-directory-service-whois-review/

Thank you for your Application to join the RDS Review Team.


https://www.icann.org/community#groups
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