Call for Volunteers
Registration Directory Service (RDS) Specific Review

This call seeks individuals interested in serving as a Volunteer Review Team Member on the
RDS Review Team. The composition of the Review Team ideally will be balanced for diversity
and skill.

Candidates are asked to fill in, save and submit their application forms to reviews@icann.org by
December 7 2016, 23:59 UTC.

The entire contents of this template, as well as any other supporting documents will be
published on the wiki page. Accordingly, please be mindful of any personal information
submitted, and please inform us if any of this information should be redacted from the public
posting.

How to complete your application

1. This application form is divided in 4 main sections:
* Applicant Information
» Expertise
» Skills
» Motivation for serving on the Review Team
2. All sections of each form need to be filled in by the applicant. If given criteria (e.g.
expertise) does not apply to the applicant, (s)he will leave the box empty.
3. Once the applicant has completed the form, (s)he will save it on his
computer/tablet/smartphone.
4. The applicant will create a new email message addressed to reviews@icann.org, attach
the form which (s)he previously saved and submit their application for consideration.
5. The applicant shall submit his application before December 7 2016, 23:59 UTC.



mailto:reviews@icann.org
https://community.icann.org/pages/viewpage.action?pageId=63145857
mailto:reviews@icann.org

Applicant Information

Last Name: [A” ]
First Name: [Hussain ]
Gender: OFemale ®Male

Country: [Pakistan ]

Geographic Region associated with the domicile of volunteer:
O Africa ®Asia/Australia/Pacific Islands O Europe

O Latin America/Caribbean Islands ONorth America

Confirm the Advisory Committee/Supporting Organization with which you wish to seek a
nomination from to the RDS Review Team:

OALAC O ASO ® Other
OGAC O ccNSO
O GNSO

Previous ICANN Experience

Officially, | don’t have direct ICANN experience. But | have met a number of ICANN
officials in various local and international conferences. In Jan 2016, | attended SANOG-27
(as fellow) and that was for the first time | met ICANN official in person. In Nov 2016, |
attended The Pakistan School on Internet Governance (pkSIG) annual meeting and there |
exchanged thoughts with ICANN and APNIC officials. We shared our input about internet
issues in Pakistan and almost all the input points were discussed, going through many role
plays and finally a recommendation for government body was prepared and | really
enjoyed all that. There | came to know about ‘hmmmmm’ consensus development mode
and APNIC also presented newly developed card game related to IP and DNS routing. |
have also completed learned Guide to Dispute Resolution, Intro to WHOIS and Intro to
Contractual Compliance courses from ICANN learn website.

I have no known conflicts of interest with respect to ICANN and my engagement with
companies, organizations or individuals. | understand the responsibilities of the
Registration Directory Service (RDS) Specific Review and the commitment that is required.




Prior member of the 15t WHOIS Review Team or was an active contributor to its work
OYes ®No
Prior member of the Expert Working Group on Registration Directory Services

OYes ®ONo

Education

Bachelors in Information & Communication Systems Engineering (BICSE) from NUST
School of Electrical Engineering and Computer Science, Islamabad, Pakistan

Professional Certifications

Name of Certification: Security and Privacy Awareness Training
Certification authority : FireEye, Inc., License AH3621291020150212190A
Dates Starting October 2016

Name of Certification:  Cloud And Visualization hand on Workshop
Certification authority : South Asian Network Operators Group (SANOG)

Name of Certification: CompTIA Security+
Certification authority : Cybrary-IT, License (Training)
Dates Starting March 2016

Name of Certification: Python for Security Professionals
Certification authority : Cybrary-IT, License (training)
Dates Starting August 2015

Name of Certification: Metasploit
Certification authority : Cyberary-IT, License (Training)
Dates Starting May 2015

Language

English: O Native Speaker  ® Fluent O Conversant O Basic Knowledge



Please assess and explain how your knowledge, experience & expertise addresses the criteria
listed below. Leave the box blank if not applicable to you.

» Familiarity with Operation of the Domain Name System (DNS)

Familiarity with WHOIS registrant data collection, compliance, directory services
(RDDS) management

Familiarity with Translation and Transliteration of WHOIS Contact Information
Familiarity with ICANN Procedure for Handling WHOIS Conflicts with Privacy Law
Familiarity with malware and abuse vectors and mitigations, including cybercrime
Familiarity with WHOIS Data Retention Waiver Process

* | have good technical and theoretical understanding of Domain name system (DNS)
* Theoretically, | am well familiarise with WHOIS registrant data collection, compliance,
directory services (RDDS) management

* Theoretically, | have good understanding of Translation and Transliteration of WHOIS
Contact Information

* Theoretically, | am well familiarise with ICANN Procedure for Handling WHOIS
Conflicts with Privacy Law

* Theoretically and Practically, | have good understanding of malware and abuse
vectors and mitigations, including cybercrime. And have close eye on ever changing
malware infection vectors and wide hands on experience of combating for malware
attack. Understanding of loopholes which malware exploits.

* Theoretically, | am well familiarise with WHOIS Data Retention Waiver Process




SIS

Please assess and explain how your knowledge, experience & personality meets the desired
attributes listed below. Leave the case blank if not applicable to you.

¢ Understanding of the Multistakeholder community

o Team spirit, adaptability, consensus-seeking attitude

o Willingness to learn

o Readiness to contribute

o Capacity to reason objectively, putting aside personal opinions or preconceptions
o Analytical skills

I am writing to you to apply for Volunteers for the Registration Directory Service (formerly WHOIS) Review
Team.

| attest that | am willing and able to commit the estimated average of 10 hours per week during the review
period. | wish to serve on the review team because | am a information security professional and during the
analysis of malicious domain and hunting down the evil software | found WHOIS database a Great help and
i want to work for improvement in it.I would not be representing any other party or person on the review
team. | have no financial interest, or senior management interest, in any registry, registrar, or other entity
that is a stakeholder, interested party, or contracted party as regards to ICANN.

I am currently employed at Ebryx (Private ) Limited as a Senior Malware Researcher. | have strong
technical background about the emerging cybersecurity threats and possess 5+ Year hands on experience
in computer networking technologies and including 4+ year experience of offshore consultant for research
malware detection technologies. Apart from technical skills | have helped Pakistan Information Security
Association (PISA) in connecting the cyber security professionals across the globe by organizing Cyber
Secure Pakistan conference 2013-15, contributing in MSG meeting of APrIGF for the planning of APrIGF
and discussion about Internet governance, organiser of the first internet Summit of Pakistan in 2016. These
experiences polished my Multistakeholder community engagement skills.

So my past engagement In cyber security and internet governance initiatives shows that | have solid interest
in protecting the right of global Internet users, securing the computer networks and Promoting the tools to
assist in network forensics. In the past, | have exhibited excellent team spirit attitude, quickly picking other
person’s point of view, accurately and to point answering to the queries and consensus-seeking attitude.

| have good problem solving ability. | am always open to new ideas and Willingness to learn unknown
worthy things. | attest here to readily contribute in review team. | also attest that During review process i
would putting aside personal opinions aside and will contribute reasonably in meeting the goal of review
team.

| think this combination of skills will enable me to effectively contribute in whole review process in
addressing range of issues that the review team is expected to deal with. Of course, the review team will
also involve learning new skills, and | am enthusiastic about the opportunity to learn.




Motivation for Serving on Review Team

Please provide your interest in serving on the Review Team and what you will bring to the team
if selected.

Being a security professional WHOIS database is not a new thing for me i have in
depth understanding of the laws which registrant and registrar has to follow. My day to
day task is to improve the anti-virus backend component of one of our client, Next
generation malware detection technology research, discovering novel infection vectors
and helping client in uncovering new malware families. So i can give good point of view
for WHOIS database improvement. As volunteer work with International community, |
am working as MSG member of APrIGF and NRIs (UNO) and contributing as remote
participants in monthly meetings.

In the past, | have been training Government official in Pakistan about Information
Security and Network Forensic, |, in person, participated in The South Asian Network
Operators' Group (SANOG) in its 27th Conference (Nepal) and Training on fellowship
from SANOG from Pakistan and met few ICANN officials there. Exchanging thought
and learning from them was Great exposure especially about multistakeholder model of
working.

| think this combination of technical and Internet governance skill will enable me to
provide worthy feedback to the range of issues and innovative suggestion to improve
WHOIS database information so that it address the next generation issue of WHOIS.
Of course, the review team will also involve learning new skills, and | am enthusiastic
about the opportunity to learn.




How did you hear about the RDS Call for Volunteers?

As part of our ongoing effort to better position our outreach and messaging for future Review
Team announcements, we would value your feedback on how did you hear about the RDS
Call for Volunteers. While this is optional, we kindly invite you to select below which
communication channel notified you about the RDS Call for Volunteers, please select as
many that apply.

Communication Channels

[1 ICANN Community Constituent Groups (see https://www.icann.org/community#groups/)

[E] ICANN.org

[] ICANN Facebook
1 ICANN LinkedIn

[] ICANN Twitter

[1 ICANN Wiki

[] ICANN Newsletters
] ICANN Conference
]

Other:

Thank you for your Application to join the RDS Review Team.


https://www.icann.org/community#groups
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