[Draft] Section I: Privacy and Proxy Services Accreditation Policy IRT Review Version 21

Scope and Definitions

A. ICANN adopts the following policies concerning the accreditation of Privacy and Proxy
Service providers in gTLDs.

B. Key terms in this Policy are defined as kollows‘:

vi.

vii.

viii.

“Affiliate” means a Person that, directly or indirectly, through one or more
intermediaries, controls, or is controlled by, or is under common control with,
the Person specified.!

“Customer” means the licensee or beneficial owner of a registered domain
name\."‘

Commented [AB1]: Comment from Steve Metalitz: A
general observation is that any definitional issues should
not be discussed in the abstract but in connection with the
implementing the substantive PDP recommendation to
which they apply

Commented [AB2]: Comment from Eric Rokobauer: |.B.ii
- From an operational perspective, using the word
“Customer” may not be ideal and in fact confusing for
registrar operations. Sticking with ‘Beneficial Owner’
seems more suitable and specific.

“Disclosure” means the reveal of a Person’s (i.e. the licensee or beneficial owner
of a registered domain name) identity/contact details to a third party Requester
without Publication in the WHOIS system.

“Electronic Communications” include emails, web forms, automated telephone
calls or SMS messages, and future automated technology not yet in existence.
Human-operated faxes and non-automated telephone calls are not Electronic
Communications.”

“Knowingly” refers to actual knowledge at the time the registration is submitted
to the Registrar. This knowledge would normally be obtained through a report
to the Registrar from ICANN or a third party.”

“Law Enforcement Authority” means law enforcement, consumer protection,
quasi-governmental or other similar authorities designated from time to time by
the national or territorial government of the jurisdiction in which the Privacy or
Proxy Service provider is established or maintains a physical office.¥
A “Persistent Delivery Failure” will have occurred when an electronic
communications system abandons or otherwise stops attempting to deliver an
electronic communication to a customer after a certain number of repeated or
duplicate delivery attempts within a lreasonable period of time‘."ii

“Person” is understood to include natural and legal persons, as well as
organizations and entities."

“Privacy Service” means a service by which a Registered Name is registered to
its beneficial user as the Registered Name Holder, but for which alternative,
reliable contact information is provided by the Privacy or Proxy Service provider
for display of the Registered Name Holder's contact information in the
Registration Data Service (WHOIS) or equivalent services.™

A “Proxy Service” " is a service through which a Registered Name Holder licenses
use of a Registered Name to the privacy or proxy Customer in order to provide
the privacy or proxy Customer use of the domain name, and the Registered
Name Holder's contact information is displayed in the Registration Data Service
(WHOIS) or equivalent services rather than the customer's contact information.*

Commented [AB3]: Comment from ICANN in Re: ER
comment: ICANN proposed using the word “customer” as a
succinct way to refer to entities that are using a privacy
and/or proxy service (the Final report used the words
“licensee,” “beneficial owner” and “beneficial user.”
“Beneficial owner” doesn’t seem like the correct word
because they don’t technically “own” a domain name.
Should we use “licensee” or “beneficial user” or can the IRT

propose anything else?

Commented [AB4]: Comment from Steve Metalitz: Isn’t

the definition of customer missing a few words : “the
licensee or beneficial owner of a registered domain name
registered using a privacy service or proxy service”?

Commented [AB5]: Note to IRT: Staff believes we should
further elaborate on what “is established or maintains a
physical office” means, either here or in the LEA framework.

Commented [AB6R5]: Comment from Steve Metalitz: |
agree with those who have said that the “establish or
maintain a physical office” criterion is suitable for discussion
by the LEA framework group (consistent with the general
observation above). Though | would ask — since this
language is taken verbatim from the RAA, have problems
arisen in that context in the past 4 years that suggest it
needs to be addressed here at all?

Commented [AB7]: Comment from Nick Shorey: You've
already tagged it in the draft document, but I'd also like to
further explore the text in 1.B.vi on the definition of law
enforcement agency - maybe in the LEA subgroup as

suggested.

Commented [AB8]: Note to IRT: Can we further define
“Reasonable Period of Time”?

Commented [AB9R8]: Comment from Steve Metalitz: As
| recall there was discussion in the PDP WG about whether
“reasonable period of time” could be further defined, but in
any case, this should be discussed when we get to
obligations on relay/forwarding.

Commented [AB10]: Note to IRT: For consistency, staff
proposes to define the word “Customer” as noted above,
and use that word to mean the licensee/beneficial user of a
domain, as these words and phrases are used

interchangeably throughout the Final Report.



http://1.b.vi/

Xi.

Xii.

xiii.

Xiv.

XV.

XVi.

XVii

xviii. “Reveal” describes two distinct actions: Disclosure land ‘Publicationl.xv““

XiX.

XX.

“Publication” means the Reveal of a Person’s (i.e. the licensee or beneficial
owner of a registered domain name) identity/contact details in the WHOIS
system

“Registered Name” refers to a domain name within the domain of a gTLD,
whether consisting of two (2) or more (e.g., john.smith.name) levels, about
which a gTLD Registry Operator (or an Affiliate or subcontractor thereof
engaged in providing Registry Services) maintains data in a Registry Database,
arranges for such maintenance, or derives revenue from such maintenance. A
name in a Registry Database may be a Registered Name even though it does not
appear in a zone file (e.g., a registered but inactive name).X

“Registered Name Holder” means the holder of a Registered Name.
“Registrar” means a person or entity that contracts with Registered Name
Holders and with a Registry Operator and collects registration data about the
Registered Name Holders and submits registration information for entry in the
Registry Database.®"

“Relay” means to forward a request to, or otherwise notify, the Privacy or Proxy
Service Customer that a Requester is attempting to contact the Customer.®”
“Requester” means an individual or entity (or its authorized representatives)
that requests from a Privacy or Proxy Service provider a Relay or Reveal of the
identity or contact details of a Customer.™

.“Reseller” means a |Person or entity hhat participates in a Registrar’s distribution

channel for domain name registrations (a) pursuant to an agreement,
arrangement or understanding with the Registrar or (b) with the Registrar’s
actual knowledge, provides some or all registrar services, including collecting
registration data about Registered Name Holders, submitting that data to the
Registrar, or facilitating the entry of the registration agreement between the
Registrar and the Registered Name Holder\.""iI

References to “WHOIS” are to the current globally accessible gTLD Registration
Directory Service as well as any successors or replacements thereto.™

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", and "MAY" in this document are
to be interpreted as described in RFC 2119, which is available

at http://www.ietf.org/rfc/rfc2119.txt.>

C. Reglstrars Acceptance of Privacy and Proxy Service Registrations

Registrars [SHALL! NOT knowingly accept gTLD registrations from Privacy or Proxy
Service providers who are not accredited by ICANN.®

Registrars_and/or Resellers SHALLprohibit-theirResellersare prohibited from
from knowingly accepting registrations from any Proxy and Privacy Service
providers who are not accredited by ICANN. This prohibition shal-SHALL be
included in the Registrar and/or’s Reseller Agreements including Terms and
Conditions and/or Acceptable Use Policies.

Commented [AB11]: Note to IRT: As noted in the

endnote, this term is not defined in the Final Report, but
staff is proposing to add this as there will be requirements
for Resellers. This is the definition that is included in the
RAA, but “Person or entity” is redundant because we define
“Person” in this agreement.

Do you think we should keep this consistent with the RAA
definition or delete “or entity” here?

Commented [AB12]: Comment from Eric Rokobauer:
1.B.xvii - Keeping it aligned with the RAA definition
would be best so recommend to not alter.

Commented [AB13]: Comment from Steve Metalitz:

Agree that “or entity” could be deleted but since not
everyone references back to the definitions, is there any
downside to keeping it?

Commented [AB14]: Note to IRT: Because the word
“and” could be interpreted as meaning that “reveal” always
means both “Disclosure” and “Publication” ICANN proposes
to expand on this to clarify that in some cases “Reveal”
means both “Disclosure” and “Publication,” but in other

cases “Reveal” could mean only one of those terms.

Commented [AB15]: Comment from Eric Rokobauer:

1.B.xviii - In response to staff's comments, recommend
adding “or” with “and” to help illustrate that “Reveal” at
times could represent only one term at a time.

Commented [AB16]: Comment from Steve Metalitz:

Agree, perhaps the phrase “and/or” would be useful here.

Commented [AB17]: ICANN proposes to add “and/or
Resellers” so that this reads “Registrars and/or Resellers
SHALL NOT..”

Commented [AB18]: ICANN proposes this text, edited
from first distribution, to ensure that this restriction is

clearly passed down to Resellers.
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\If a Registrar becomes aware that one or more registrations made through the
registrar involves an unaccredited Privacy or Proxy Service provider, the
Registrar bHALLl:

(a) Promptly notify \ICANNb
(b) Promptly distribute notice to the unaccredited Privacy or Proxy Service
provider, alerting the provider that:
1. The provider appears to be offering an unaccredited
Privacy and/or Proxy Service; and
2. The provider has been reported to ICANN for offering
an unaccredited Privacy and/or Proxy Service; and
3. The provider’s ability to register or renew names
through the registrar has been suspended until such
time as the provider has obtained the required
accreditation by ICANN.
(c) The Registrar SHALL suspend the registration(s) by the unaccredited
Privacy or Proxy Service provider within fifteen (15) days, until such time
as the Privacy and/or Proxy Service provider is accredited.\

iv. [Proxﬁ Service providers registering names on behalf of third parties shall
incur no obligations as the Registered Name Holder, as outlined in Section 3.7.7
of the 2013 Registrar Accreditation Agreement, for their Customers’ activities,
so long as the Privacy and/or Proxy Service provider is in compliance with all
Policy and contractual requirements of this accreditation programl.“‘“‘

D. Non-Accredited Entities

Non-accredited entities that offer Privacy and/or Proxy Services or otherwise
register domain names and license use of the name(s) to a third party(ies) is the
Registered Name Holder of record and is responsible for providing its own full
contact information and for providing and updating accurate technical and
administrative contact information adequately to facilitate timely resolution of
any problems that arise in connection with the Registered Name. "

A Registered Name Holder licensing use of a Registered Name according to this
provision shall accept liability for harm caused by wrongful use of the Registered
Name, unless it discloses the current contact information provided by the
licensee and the identity of the licensee within seven (7) days to a Person

providing the Registered Name Holder reasonable evidence of actionable harm.
XXV

E. No Limitations on Availability of Services

This Policy does not distinguish between Proxy Service Customers who are
engaged in commercial or non-commercial activity. All applicable rules and
regulations apply equally to all Registered Name Holders\.m'

Accredited Privacy and Proxy Service providers may adopt and implement
policies that restrict who can utilize their services. This right is subject to Privacy

Commented [AB19]: Question to IRT: What was the
intention of the PDP in the following scenario: Registrar
and/or Reseller becomes aware of registrations from an
unaccredited privacy or proxy service?

This was not explicit in the Final Recommendations. This
process is being proposed by staff for discussion.

Commented [AB20]: Note to IRT: Staff is proposing this

process for discussion purposes. We could consider this
generally at this stage, and revisit this process in further
detail when we get to the accreditation process discussions,
at which time this can be revisited to ensure the proposed
process works and is accounted for within the accreditation
process.

Commented [AB21R20]: Comment from Steve Metalitz:

As noted, this is a good starting point for discussion on what
registrar should do when becoming aware of non-accredited

services.

Commented [AB22R20]: Question for IRT: Was the
WG's intent here to motivate PP service users to use only
accredited services (so that they would be penalized if they
use an unaccredited service)?

Commented [AB23]: Comment from Eric Rokobauer:
Also, about I.C.iii.a. — | didn’t see an endnote
referencing the source in the Final Report. Can you
share that?

Commented [AB24R23]: Note from ICANN—Per the

note above, this was not from the Final Report—this is
being proposed by staff for discussion—staff asks the IRT
what the PDP WG intended to happen when a Rr become|

pressing for now.

Commented [AB25]: Comment from Theo Geurts: At
first glance, section C3 seems to carry some
operational issues and creates some room
for potential abuse. But nothing

Commented [AB26]: Question for IRT: Is this what the
PDP WG intended? ICANN seeks your feedback.

Should this be changed in any way?

Commented [AB27]: Comment from Eric Rokobauer:

I.C.iv - Only “Proxy Service” is described here. Is this
correct? Why is “Privacy Service” not applied here as
well? And should it be “Accredited” service?

Commented [AB28]: Comment from Steve Metalitz: The
second sentence of Paragraph E (i) does not track the
Report and could create confusion as drafted. | suggest the
following revision of E.1:




and Proxy Service providers’ compliance with this Policy and all other relevant
requirements. >

i “Affiliate” is defined on p. 7 of the Final Report, and refers back to the 2013 RAA definition.

i This term was not defined in the Final Recommendations. The Final Report refers, in various places, to the
“beneficial owner,” “beneficial user” and “licensee” of a domain name. Staff is proposing to use this term, and
proposing a definition for this term, for consistency across the policy and the accreditation agreement.

i “Disclosure” is defined in the Final Report on p.8.

v “Electronic Communications” was not fully defined in the Final Report; footnote 24, p.13 noted that “emails and
web forms would be considered “electronic communications” whereas human-operated faxes would not. The WG
recommends that implementation of the concept of ‘electronic communications’ be sufficiently flexible to
accommodate future technological developments.” This definition is being proposed by staff for discussion—it is
intended to reflect the intent of the Final Report and to provide flexibility to accommodate future technological
developments.

v “Knowingly” is defined in footnote 11, page 7 of the Final Report.

Vi “Law Enforcement Authority” is defined on page 8 of the Final Report.

Vil “persistent Delivery Failure” is defined on page 14 of the Final Report.

vii “person” is defined on page 8 of the Final Report.

* “privacy Service” is defined on p. 6 of the Final Report.

* “Proxy Service” is defined on p. 6-7 of the Final Report.

X “pyblication” is defined on p.7 of the Final Report.

Xi The definition of “Registered Name” is discussed generally in the Final Report in footnote 51 (pp. 52-52). This
footnote refers to the RAA definition; staff proposes to use the RAA definition verbatim.

Xi “Registered Name Holder” is not explicitly defined in the Final Report, but is shown capitalized around
references to other terms that are defined in the RAA. On that basis, staff is interpreting the use of this as an
apparent defined term in the Final Report as an intent to use the RAA definition, which is being proposed here.

X “Registrar” was not defined in the Final Report. Staff is proposing to add this for completeness and is proposing
to use the definition of this term that appears in the 2013 RAA.

* “Relay” is defined in the Final Report on p.8.

xi “Requester” is defined in the Final Report on p.8.

i This term is not defined in the Final Report. Staff is proposing to incorporate this definition, from the 2013 RAA,
because we anticipate that Resellers will also be impacted by these requirements including, at a minimum, the
restrictions on Registrars’ knowing acceptance of registrations from unaccredited Privacy and Proxy Service
providers.

il This description of the WG’s understanding of the word “Reveal” appears in the Final Report in footnote 13, p.7.
XX This elaboration on the meaning of the word “WHOIS” appears on p. 9, footnote 15 of the Final Report.
*These terms are not defined in the Final Report. Staff is proposing to add this provision for clarity throughout the
Policy.

*i The Final Report says, on p.5, “Registrars are not to knowingly accept registrations from privacy or proxy service
providers who are not accredited through the process developed by ICANN.” Staff is proposing to use the phrase
“SHALL NOT” to make clear that this is an absolute requirement.

xii There is no explicit recommendation regarding resellers in the Final Report. This requirement is in the 2013
RAA’s interim Specification on Privacy and Proxy Registrations and this seemed to be implied during the PDP
discussions. Staff is proposing this provision to the IRT for discussion.

xii The Final Report, at p.52, states that “For nonaccredited entities registering names on behalf of third parties,
the WG notes that the obligations for Registered Name Holders as outlined in section 3.7.7 of the 2013 RAA would
apply.” The Report goes on, in footnote 53, to say that “Section 3.7.7.3 of the 2013 RAA reads as follows: ‘Any
Registered Name Holder that intends to license use of a domain name to a third party is nonetheless the
Registered Name Holder of record and is responsible for providing its own full contact information and for



providing and updating accurate technical and administrative contact information adequate to facilitate timely
resolution of any problems that arise in connection with the Registered Name.””

*V This is from the Final Report, p. 52, last paragraph, and footnote 53.

*V This builds upon the language from the Final Report, above, referring to obligations of Registered Name Holders
outlined in Section 3.7.7 of the RAA. This specific provision is from Section 3.7.7.3.

I The Final Report, at p. 59, states that “In view of the fact that the current situation is one where there are no
restrictions on uses to which domain names registered using these services may be put, the WG does not believe
that the accreditation standards for P/P services should require service providers to differentiate between
registrants who wish to use these services to engage in commercial activities or online financial transactions and
registrants who do not.”

i The Final Report, at p. 59, states that “The WG’s conclusion that such a prohibition should not be incorporated
into accreditation standards at this time is not meant to discourage accredited providers from adopting and
implementing such policies if they so choose (provided that other relevant criteria, such as publication of terms of
service and grounds for termination of the service, are fulfilled).”



