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Chief Information Security Officer with extensive experience in information security and
business continuity management as well as security related technologies

KEY ACCOMPLISHMENTS

EXPERIENCE

Dedicated security professional with more than 13 years experience in designing
security related services and managing security teams in corporate environments.
Resourceful and creative problem solver with expertise in operational security and
information security incident management. Invited speaker at numerous events
related to Information Security Management and Internet Infrastructure.

Established DENIC’s security organization and improved the level of maturity to
the highest level. Implemented various technical and organizational controls to
meet normative requirements. Demonstrated the high level of maturity in a
succeessful certification process concerning DENIC’s ISMS in 2014.

Enforced policies and security concepts to increase the security of the DNS
infrastructure of .de and the domain name registry system. Developed procedures
for security incident and emergency response processes.

DENIC ¢G, Frankfurt/ Main, Germany, Chief Information Security Officer, 2011-present

Responsible for company-wide implementation and strategic development of
DENIC’s integrated and certified management system in accordance with the
requirements of the following standards: ISO/IEC 27001 ISMS, ISO/IEC 27005
Risk Management and ISO 22301 BCMS.

Responsible for development of security concepts and implementation of controls
concerning DENIC’s critical services, such as DNS for .de and the registry system.

Responsible for the development and controlling of key performance indicators
derived from DENIC’s vision and strategy, using COBIT 5 for Information
Security.

Implementing and enforcing policies, (security) concepts and procedures to
protect DENIC’s critical assets.

Performing frequent business impact analyses, risk analyses and threat modeling
workshops. Defining and controlling risk mitigiation strategies.

Responsible for planning and conducting internal and external security audits to
ensure compliance.

Representing DENIC in (inter-)national group committees and cooperating in
various working groups regarding Critical Infrastructure Protection (CIP).
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Steria Mummert Consulting, Hamburg, Germany, Senior Security Consultant, 2007-2011

= Drew and evaluated security concepts based on different standards e.g. (BSI IT-
Grundschutzkataloge, ISO/IEC 27001 ISMS)

= Responsible for planning and conducting internal and external security audits to
ensure compliance

= Defintion of protection requirements and conducting of risk assessments and
mitigation strategies

= Evaluated and implemented security-relevant technologies
= Developed and conducted security awareness trainings
= Organized vulnerability assessments and penetration tests

= Business case responsibility and project management expirience

AREVA Nuclear Power, Offenbach, Germany. Strategsic Product Management, Product Manaeget, 2006-2007
» Developed an extranet portal for nuclear power plant operators

= Defined functional and non-functional requirements

Freelance Consultant, 2003-2006
= Evaluated and implemented security-relevant technologies
= Developed and conducted security awareness trainings

= Organized vulnerability assessments and penetration tests

EDUCATION

Technische Hochschule Kéln — University of Applied Sciences, Cologne, Germany
= M.Sc., Business Informatics (2014)

Frankfurt University of Applied Sciences, Frankfurt, Germany
= Diploma, Computer Science

PROFESSIONAL DEVELOPMENT - CERTIFICATIONS
= ISO 22301 Lead Auditor; British Standards Institution (2012)

» Certified in Risk and Information Systems Control (CRISC); ISACA (2011)
» Certified Information Security Manager (CISM); ISACA (2010)

» COBIT Practitioner (CP); ISACA (2010)

= ISO/IEC 27001 Lead Auditor; British Standards Institution (2010)

» Certified Information Systems Auditor (CISA); ISACA (2009)

» Certified Information Systems Security Professional (CISSP); (ISC)2 (2008)
= ISO 27001-Auditor based on Basis von I'T-Grundschutz; BSI (2007)
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PROFESSIONAL AFFILIATION

Chair, ISACA Germany Chapter e.V. - Working Group Information Security

Chair, UP KRITIS - Critical Infrastructure Protection (CIP) - Working Group
Internet Infrastructure (BAK IIS)

Chair, UP KRITIS - Critical Infrastructure Protection (CIP) - Working Group
Audits and Standards (TAK AS)

Member, Bitkom - Working Group Security Management
Member, CENTR - Security and Technical Working Group

Member, DIN’s Standards Committee on IT and Applications (NIA) - Working
Group NA 043-01-27-01 AK

Member, German Informatics Society (Gesellschaft fiir Informatik e.V. (GI))
Member, Internet Society German Chapter e.V. ISOC.DE e.V.)
Member, OWASP Germany Chapter e.V





