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HIGH LEVEL QUESTION: Have the safeguards been fully implemented? [focus on GAC
Safeguards Beijing and beyond; Calvin/Carlos to focus on technical safequards; David’s
teams to focus on RPM implementation].
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SUB-QUESTIONS:

1. Have the GAC safeguards applicable to all new gTLDs been fully implemented?

a. WHOIS verification and checks and of same (directed to Registry operators)

Mitigating abusive activity (directed to Registry Operators)
Security checks
Documentation (inaccurate WHOIS and security threats)
Making and Handling Complaints
Consequences

~ooao o

2. Have the safeguards applicable to gTLDs that raise consumer protection concerns,
contain sensitive strings, or contain strings in regulated markets been fully
implemented? Note: GAC directed responsibility for these safeguards to Registry
Operators.

a. Compliance with applicable laws (Registry Operators include in acceptable
use policy that Registrants comply w/all applicable laws; Registry Operators
require Registrars to notify Registrants of this requirement at time of
registration)

b. Implement reasonable/appropriate security measures for collection of
sensitive financial/health information

c. Establish relationship with relevant regulatory/industry bodies to mitigate
risks of illegal activity

d. Require Registrants to have a single point of contact for complaint reporting
and contact info for relevant regulatory bodies

3. Have the safeguards applicable to highly regulated gTLDs been fully implanted?
a. Verify/validate credentials
i. In case of doubt, consult with relevant authorities
ii. conduct periodic post---registration checks to ensure registrants’
validity

4. Safeguards for gTLDs with inherent gov’t functions (.army .navy; .airforce)?

5. Safeguards for gTLDs that may have increased risk of cyber bullying/harassment?
a. Develop clear policies to minimize risks of cyber bullying/harassment
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6. Have the safeguards applicable to restricted registration policies been fully
implemented? [perhaps also a Competition issue?]

a.

Ensure registration restrictions appropriate for risks associated with
particular gTLDs

Ensure registration restrictions are transparent

Ensure registration restrictions do not result in either an undue preference or
an undue disadvantage to registrars and registrants

FINDINGS: Generally speaking, many GAC safeguards applicable to new gTLDs have been
implemented via contract provisions in the standard Registry and Registrar Agreements
required for all new gTLDs. However, certain aspects of GAC advice were not
implemented as advised and certain important safeguards have not been implemented at
all. Whether the safeguards as implemented have been effective, or have been
effectively enforced are separate questions.

1. Only certain safeguards applicable to all new gTLDs have been fully implemented as
advised.

a.

WHOIS verification and checks and of same/ Modified implementation:
ICANN (not the Registry Operators) to undertake the checks at least twice
annually. Will report inaccurate WHOIS records to Registrars for follow-up
and feedback on the outcome to the ICANN Compliance.

Mitigating abusive activity/ Modified Implementation: via Public Interest
Commitments in Specification 11, 93a (PICs in Spec.11). Responsibility
delegated from Registry Operators to the Registrars via Registry-Registrar
Agreement document and downstream contracts with registrants.

Security checks/ Not implemented as intended: Spec 11, 9§ 3b requires
security checks. However, GAC advice included enforcement mechanism
calling for Registry Operator to notify Registrar if detected threats pose an
actual risk of harm and provides for suspension domain name until matter is
resolved if Registrar fails to act. The modified implementation undermines
93a as well because although the abusive activity is prohibited; the
corresponding steps stop at detection, with no duty to notify or take further
action. Note: Discussions on how to implement the Spec. 11 security
checks framework are currently underway.
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d. Documentation (inaccurate WHOIS and security threats)/ Partial

implementation: for maintaining reports of security threats, implemented
via PICs in Spec 11, 913; for inaccurate WHOIS information, see WHOIS
Accuracy Reporting System (ARS). GAC advised Registry Operators to
maintain statistical reports of inaccurate WHOIS records. ARS is an ICANN
project taken in part to respond to this GAC safeguard requiring
documentation of WHOIS inaccuracies. This implementation shifted
responsibility from Registry Operators to ICANN. Further, the ICANN ARS has
only dealt with accuracy of syntax and operability (i.e., is the contact
information in the correct format and is it an operating email, address or
phone number). There is not a commitment to progressing to the identity
validation phase (i.e., is the individual listed responsible for the domain?).
The identity validation phase is crucial to confirming the accuracy of the
WHOIS record. Hence, this implementation lacks a key component of the
intended safeguard.

Making and Handling Complaints/ Implemented via Section 2.8 and
Specification 6, Section 4.1 of the standard Registry Agreement.

Consequences/Implemented for domains used in breach of applicable laws:
Spec. 11, 93a standard Registry Agreement; for false WHOIS: 3.7.7.2 of
standard 2013 Registrar Accreditation Agreement. Both provisions include
suspension as a possible consequence. However, query whether the PIC
provision as written provides “real and immediate” consequences especially
in light of complex and lengthy PICDRP.

Sources: Beijing Communique; GAC Advice Effectiveness Review; January 9, 204
Registry Agreement (standard Registry Agreement), WHOIS Accuracy Reporting
System https://whois.icann.org/en/whoisars

[consider adding other Communiques; GAC/Board correspondence (incl July 3, 2013
and other scorecards); and stakeholder correspondence]

2. Safeguards applicable to gTLDs that raise consumer protection concerns, contain
sensitive strings, or contain strings in regulated markets have generally not been
fully implemented. Note: GAC directed responsibility for these safeguards to
Registry Operators.

a.

Compliance with applicable laws (Registry Operators include in acceptable
use policy that Registrants comply w/all applicable laws; Registry Operators
require Registrars to notify Registrants of this requirement at time of
registration)/Partially implemented via Spec 11, 9]3a.

Implement reasonable/appropriate security measures for collection of
sensitive financial/health information/Not implemented

Establish relationship with relevant regulatory/industry bodies to mitigate
risks of illegal activity/Not implemented


https://whois.icann.org/en/whoisars
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d. Require Registrants to have a single point of contact for complaint reporting
and contact info for relevant regulatory bodies/Not Implemented

Sources: Beijing Communique; GAC Advice Effectiveness Review; January 9, 2014
Registry Agreement (standard Registry Agreement), [consider adding other
Communiques; GAC/Board correspondence (incl Oct. 29, 2013 and other
scorecards); and stakeholder correspondence]

3. Safeguards applicable to highly regulated gTLDs have not been implemented as
advised.
a. Board did not implement GAC advice: Verify/validate credentials
i. In case of doubt, consult with relevant authorities
ii. conduct periodic post-registration checks to ensure registrants’
validity
b. NGPC modifies GAC advice about requirement of “verification” and
“validation” of licenses, credential, etc. to a requiring a “representation”
from registrant that they have the necessary authorizations, charters,
licenses, etc. (1 6). Registry Operators are only required to consult with
authorities re: licensing or the like, if a complaint is received. (9 7).
Registrants self-report any “material changes” re: their credentials. (1 8).

Sources: Beijing Communique; Los Angeles Communique; London Communique;
GAC Advice Effectiveness Review; January 9, 2014 Registry Agreement (standard
Registry Agreement), ICANN Implementation Framework for GAC Category 1
Implementation Advice https://www.icann.org/en/system/files/files/resolutions-
new-gtld-annex-2-05feb14-en.pdf

[consider adding other Communiques; GAC/Board correspondence (incl Oct. 29,
2013 and other scorecards); and stakeholder correspondence]

4. Safeguards for gTLDs with inherent gov’t functions (.army .navy; .airforce)
a. TBD

5. Safeguards for gTLDs that may have increased risk of cyber bullying/harassment/
Implemented: Registry Operator will develop and publish registration policies to
minimize the risk of cyber bullying and/or harassment for specified strings.

Sources: Beijing Communique; GAC Advice Effectiveness Review; January 9, 2014
Registry Agreement (standard Registry Agreement), ICANN Implementation Framework
for GAC Category 1 Implementation Advice
https://www.icann.org/en/system/files/files/resolutions-new-gtld-annex-2-05feb14-
en.pdf


https://www.icann.org/en/system/files/files/resolutions-new-gtld-annex-2-05feb14-en.pdf
https://www.icann.org/en/system/files/files/resolutions-new-gtld-annex-2-05feb14-en.pdf
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6. Safeguards applicable to restricted registration policies. [perhaps also a Competition
issue?] Partially implemented.
a. Ensure registration restrictions appropriate for risks associated with
particular gTLDs
Ensure registration restrictions are transparent
Ensure registration restrictions do not result in either an undue preference or
an undue disadvantage to registrars and registrants

Sources: Beijing Communique; GAC Advice Effectiveness Review; January 9, 2014
Registry Agreement (standard Registry Agreement), ICANN Implementation
Framework for GAC Category 1 Implementation Advice
https://www.icann.org/en/system/files/files/resolutions-new-gtld-annex-2-05feb14-
en.pdf; consider adding other Communiques and correspondence

CAUSES:

1. GAC joined by certain other constituencies within the multistakeholder community
pressed for meaningful implementation of the GAC Safeguards.

2. Safeguards also generated some controversy and disagreements about whether and
to what extent they could/should be implemented. See NGPC correspondence re:
rationale for changes.

3. Certain stakeholder groups have raised concerns about practical ability to implement
GAC advice and increased costs resulting from implementation of certain safeguards
and may suggest revisiting already implemented safeguards while other stakeholder
groups have raised concerns that the safeguards have not been sufficiently
implemented and/or enforced.

PRIORITY TO ADDRESS: High priority and should be addressed prior to subsequent rounds
so that applicants are aware of what they will need to comply with in advance of submitting
an application for a new gTLD.

RECOMMENDATIONS:
1. Consider whether there has been sufficient implementation of safeguards.

a. For safeguards that have not been implemented, consider whether they
should be implemented based upon consumer expectations [see Nielsen
data]; also weigh against cost/benefits of implementing advice and practical
challenges of implementation

i. Board/Staff recommendation
ii. Likely requires research data


https://www.icann.org/en/system/files/files/resolutions-new-gtld-annex-2-05feb14-en.pdf
https://www.icann.org/en/system/files/files/resolutions-new-gtld-annex-2-05feb14-en.pdf
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2. Consider restrictions on who can purchase gTLDs to ensure that user expectations
are met regarding: a. relationship of content of gTLD to name of gTLD and b. implied
messages of trust conveyed by names of gTLDs (particularly in sensitive or regulated
industries as advised by GAC)

a. Board/Staff recommendation
b. Would require changes in standard contracts and could increase compliance
costs

REVIEW:

1. Consider collecting data comparing trustworthiness of new gTLDs with restrictions
on registration to new gTLDs with few or no restrictions.

2. Consider how to weigh cost/benefits of safeguard implementation (for example for
verification/validation could look to those new gTLDs that have voluntarily included
verification/validation requirements)

3. Repeat selected parts of Nielsen study and look for increase in perceived
trustworthiness of new gTLDs

4. Review in two years to assess and recommend changes if an increase in trust is not
observed.



