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Overview of the Session
• Overview of human 

rights online 
• Challenges where 

rule of law intersects 
with human rights 

• SMEX IG programs & 
advocacy



Same Rights Online as Offline?



Same Rights Online & Off

Related Links
• https://www.accessnow.org/un-passes-resolution-condemning-internet-shutdowns/



Where do digital rights  
come from?



Related Links
• http://bit.ly/2b2xyZb

http://bit.ly/2b2xyZb


Related Links
• https://www.youtube.com/watch?v=ajoscWuwJ-k

https://www.youtube.com/watch?v=ajoscWuwJ-k


Prevention of 
Electronic 

Crimes Bill in 
Pakistan

Related Links
• bolobhi.org/archive-prevention-

electronic-crimes-bill-2015/

http://bolobhi.org/archive-prevention-electronic-crimes-bill-2015/


Related Links
• https://m.youtube.com/watch?

v=qe1F8-Nx8Lw

https://m.youtube.com/watch?v=qe1F8-Nx8Lw


Related Links
• https://www.accessnow.org/keepiton/

https://www.accessnow.org/keepiton/


Difficulties of Enforcing Human 
Rights Online



Difficulties of Enforcing Human Rights Online

1. Reconciling rule of law with international human rights regimes/
norms 

2. Assertions and conflicts of sovereignty and jurisdiction 

3. Corporate integration of human rights and transparency 

4. Securitization



Reconciling ROL with human rights

Arab Digital 
Rights Datasets

Related Links
• http://smex.silk.co
• 7iber.com/2013/11/infographic-legislative-limits-on-freedom-of-expression-in-jordan/#.V6wdMJN96-E
• www.slideshare.net/SMEXbeirut/legal-framework-of-online-media-a-perspective-for-online-journalists-online-

activists-and-other-netizens-in-arab-countries
• www.smex.org/working-drafts-series-intro/
• https://www.eff.org/deeplinks/2016/04/crime-speech
• www.internetlegislationatlas.org

http://www.smex.org/working-drafts-series-intro/
https://www.eff.org/deeplinks/2016/04/crime-speech
http://smex.silk.co
http://www.internetlegislationatlas.org
http://7iber.com/2013/11/infographic-legislative-limits-on-freedom-of-expression-in-jordan/#.V6wdMJN96-E
http://www.slideshare.net/SMEXbeirut/legal-framework-of-online-media-a-perspective-for-online-journalists-online-activists-and-other-netizens-in-arab-countries
http://7iber.com/2013/11/infographic-legislative-limits-on-freedom-of-expression-in-jordan/#.V6wdMJN96-E
http://www.slideshare.net/SMEXbeirut/legal-framework-of-online-media-a-perspective-for-online-journalists-online-activists-and-other-netizens-in-arab-countries
http://www.smex.org/working-drafts-series-intro/
https://www.eff.org/deeplinks/2016/04/crime-speech
http://www.internetlegislationatlas.org


Asserting Sovereignty & Jurisdiction
Safe Harbor Provisions for 
Data Privacy & Protection

Related Links
• https://www.youtube.com/watch?v=zC1uiaVqHzU
• https://www.theguardian.com/technology/2015/oct/06/safe-harbour-

european-court-declare-invalid-data-protection
• https://mlat.info/faq

https://www.youtube.com/watch?v=zC1uiaVqHzU
https://www.theguardian.com/technology/2015/oct/06/safe-harbour-european-court-declare-invalid-data-protection
https://mlat.info/faq
https://www.youtube.com/watch?v=zC1uiaVqHzU
https://www.theguardian.com/technology/2015/oct/06/safe-harbour-european-court-declare-invalid-data-protection
https://mlat.info/faq


Corporate HR Policy & Transparency
Ranking Digital Rights

SMEX Analysis of 
Twitter 

Transparency 
Report

Facebook 
Govt 

Requests

Related Links
• https://www.accessnow.org/transparency-

reporting-index
• www.rankingdigitalrights.org
• https://rankingdigitalrights.org/index2015/

companies/etisalat/
• www.onlinecensorship.org
• https://govtrequests.facebook.com/
• www.smex.org/twitter-transparency-arab-govts/

https://rankingdigitalrights.org/index2015/companies/etisalat/
http://www.rankingdigitalrights.org
https://www.accessnow.org/transparency-reporting-index/
http://www.smex.org/twitter-transparency-arab-govts/
https://govtrequests.facebook.com/
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Securitization Related Links:
http://bit.ly/2be593y



Securitization: Countering Violent Extremism

https://www.flickr.com/photos/smexbeirut/albums/72157667246013901


Conclusions & Recommendations
1. More research and comparative analysis, including by those who are 

most affected by treats to human rights online 

2. New definitions/approaches to sovereignty/jurisdictional questions on 
the Internet 

3. More interoperability of data on human rights and internet governance 

4. More strategic advocacy and coalitions, especially that incorporate 
multistakeholderism 

5. Reframing of securitized issues 



Social Media Exchange (SMEX)
www.smex.org

Established in 2008, Social Media Exchange (SMEX) is a registered 
Lebanese NGO that works to advance self-regulating information 
societies in the Middle East and North Africa (MENA).  

Based in Beirut, we design and implement highly contextualized media 
development and digital rights programs and events that leverage 
online learning, applied research, social networks, policy advocacy, 
and open technology for sustainable social change in the Arab region.

http://www.smex.org


SMEX Theory of Change
We improve media and information literacy among agents of change.  

We protect the digital enabling environment in which those agents 
advocate in the Arab region. 

By doing these two things, we aim to: 

• Identify new levers of advocacy for an open, self-regulating Internet, 
and 

• Boost the level of civic awareness and engagement needed to create 
sustainable shifts toward policies and practices that uphold social 
and economic justice, government accountability, and human rights.



SMEX Projects & Programs
• Blog coverage 

• Reactive Campaigning, Proactive Agenda-
Setting 

• “Policy to Play” — Pre-Arab IGF 2014, 2015 

• School of Internet Governance 

• Research on Surveillance in Lebanon 

• Program for Digital Economy & Digital Rights 

• Expanding the Digital Rights Legislative 
Dataset 

• Hosting Research and Advocacy Fellows

Related Links:
www.smex.org/smex-projects/

http://www.smex.org/smex-projects/


Additional Links
• http://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf 

• https://necessaryandproportionate.org/ 

• https://en.wikipedia.org/wiki/International_Covenant_on_Economic,_Social_and_Cultural_Rights 

• http://gulfnews.com/news/uae/society/understanding-uae-s-cybercrime-law-and-penalties-1.1564565 

• http://www.internetjurisdiction.net/ 

• http://www.smex.org/twitter-transparency-arab-govts/ 

• http://www.smex.org/working-drafts-series-intro/ 

• https://www.apc.org/en/pubs/digital-rights-advocacy-arab-world-and-universal-p 

• http://www.smex.org/lebanon-its-time-to-turn-your-international-position-on-privacy-into-action-at-the-national-level/ 

• https://www.accessnow.org/access-now-welcomes-statement-shutdowns-global-network-initiative-industry-dialogue/ 

• https://www.accessnow.org/access-nows-digital-rights-agenda-32nd-session-u-n-human-rights-council/

http://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf
https://necessaryandproportionate.org/
https://en.wikipedia.org/wiki/International_Covenant_on_Economic,_Social_and_Cultural_Rights
http://gulfnews.com/news/uae/society/understanding-uae-s-cybercrime-law-and-penalties-1.1564565
http://www.internetjurisdiction.net/
http://www.smex.org/twitter-transparency-arab-govts/
http://www.smex.org/working-drafts-series-intro/
https://www.apc.org/en/pubs/digital-rights-advocacy-arab-world-and-universal-p
http://www.smex.org/lebanon-its-time-to-turn-your-international-position-on-privacy-into-action-at-the-national-level/
https://www.accessnow.org/access-now-welcomes-statement-shutdowns-global-network-initiative-industry-dialogue/
https://www.accessnow.org/access-nows-digital-rights-agenda-32nd-session-u-n-human-rights-council/


Thank You
Jessica Dheere
Co-founder & co-director 
jessica@smex.org 
@jessdheere 

Mohamad Najem
Co-founder & co-director 
mohamad@smex.org 
@monajem

info@smex.org 
@smex 
facebook.com/SMEX

mailto:jessica@smex.org?subject=
mailto:info@smex.org
http://facebook.com/SMEX

