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cyberar‘abs@

Digital Security for the Arab World =

Who Do You Trust?
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cyberarabs@

Digital Security for the Arab World =

Antivirus/Anti-Malware Tools

» Avira Antivirus (WWW.avira.com/en/free-anti%g-
windows) AVIRA

S
» Avast (Www. avasﬁméi%

[

» VirusTotal (www.virustotai.com)

Malwarebytes
» MalwareBytes (www.malwarebytes.com/mwb-download)
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Digital Security for the Arab World =

Password Managers

k\ Password Safe LastPass ee|

KeeP
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Digital Security for the Arab World =

Secure Data Storage Options

» VeraCrypt (https://veracrypt.cocw.com)

VeraCrypt

» Microsoft Bitlocker (https://windows.mQ% ft.com)

» Eset (www.eset. @er

2
» MacKeeper (www.mackee;ﬁ\g?:om)

» AxCrypt (www.axantum.com i
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Digital Security for the Arab World =

Data Backup Tools

» Cobian Backup
(www.cobiansoft.com/cobianbackup.htm)

FAGULA

» Bacula Open Source Backup (www.bucue =~

» Recuva File Rec~-~»y Tool (www.piriforr \/recuva)

» MEGA (www.me )

» Google Drive (www.google.co%drive)

amazon
webservices

» Amazon Simple Storage
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Digital Security for the Arab World =

Secure Deletion Tools

» CCleaner (www.piriform.com janer)

» Eraser (https://eraser.f e)
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Digital Security for the Arab World =

Safe Browsing Tools

» Tor Browser B

» HTTPS Everyw

» AdBlock | ABP

1

» Do Not Track Me Ex
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DoNotTrackMe
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Safe Browsing Tools

» DuckDuckGo Br¢

DuckDuckGo

>

/
StartPage Search Iztar_t
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Digital Security for the Arab World =

Safe Chatting Tools

> .peerio
» Pidgin + OTR (Off The Fé(“’i"
» Jitsi Me

» oTR.t@ALM.LO
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Digital Security for the Arab World =

Mobile Phone Tools for 10S

P%l\g/r!aﬁ gr%ate Messenger f
N

» Minikeepa s==

.:ﬁ:&@;ﬁ::ﬁ:u
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» Find My iPh
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» Tor VPN Brov
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Digital Security for the Arab World =

Mobile Phone Tools for Android

VD%I\QIF!ES gr%ate Messenger fo roid

> APG++@Q

» Psiphon for An

B by
Ganiaae
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» Orbot for And
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Sananas
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» Panic Button for Arfb% y
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Digital Security for the Arab World =

Mobile Phone Tools for Android

%\ydl rgi§§evice Manager

» Orfo

» Camer:

CameraV

» ObscuraC
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Digital Security for the Arab World =

Mobile Phone Tools for all Devices

» Avira Antivirus Sec@@y
AVIRA

» Avast! Mobile Secukity

avasi!

» ChatSec

o
e

s

» Private Internet A S

» Circle of a"

circleofé
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Digital Security for the Arab World =

Email Encryption Tools

» Thunderbird + GnuPG + Enigm© %GHUPG
g

(www.enigmail.net & www.gnupg-or

> Mailvelope + Online W« Mailvelope
(www.mailvelope.com)

» Microsoft Outlook + GPG inGPG\\‘WIN
(www.gpg4win.org)

» GPGTools for Mac
(https://gpgtools

» GPG4USB
(https://gpg4usb. h USb_
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Digital Security for the Arab World

cyberarabs@

"
ThanKk You!
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facebook.com/cyberarabs

cyber-arabs.com
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