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TLDs and Domain Names

Fahd A. Batayneh | pkSIG 2015 | October7,2015



Topics of Discussion

Top Level Domains (TLDs)
ccTLDs

gTLDs

New gTLDs

DNS Root Servers
Registry/Registrar/Registrant

Dispute Resolution

Business Opportunities in the Domain Name Industry




What is the DNS?

Y,

KNOW WHAT DNS

@, IS ALREADY?
YOU MIGHT LEARN SOMETHING

http://www.youtube.com/watch?v=72snZctFFtA



http://www.youtube.com/watch?v=72snZctFFtA
http://www.youtube.com/watch?v=72snZctFFtA
http://www.youtube.com/watch?v=72snZctFFtA

Top Level Domains (TLDs)

Exists at the highest level of the DNS hierarchy
s the entry installed into the root-zone

Consists of various groups:
ccTLDs (.pk, .kw, .jo, .eg, .tn)
eTLDs

Sponsored (.asia, .cat)

Unsponsored (.com, .net, .org)

New (.apps, .shop, ad s, 4Su5)
IDN TLDs (w55, D)k, (a5




What is a Domain Name?

What IS a

“domain name”

What is a domain name? As you know, to go to someone's web site you
type an address into your web browser or click a link that takes you

http://www.youtube.com/watch?v=2ZUQ2Szu-JI



http://www.youtube.com/watch?v=2ZUQ2Szu-JI
http://www.youtube.com/watch?v=2ZUQ2Szu-JI
http://www.youtube.com/watch?v=2ZUQ2Szu-JI&index=12&list=PLQziMT9GXafU3_w6OorfFVz88xcmOyX-i

Parts of a Domain Name?

Protocol Top Level Domain

! !

http://icann.org/

I

Domain Name




Country Code TLDs (ccTLD)
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Source at http://dreamstime.com/



http://dreamstime.com/

Where do ccTLDs get Their Code From?

The ISO-3166 provides 2-letter codes and 3-letter codes of countries or a
grouping of countries
249 assigned 2-letter codes

According to the UN, the world has 196 countries

More at https://www.iso.org/obp/ui/#tsearch



https://www.iso.org/obp/ui/#search

History of TLD

Potential
future rounds

8 gTLDs pre-date 2 previous rounds of Policy Policy Policy
ICANN'’s creation new gTLDs Development Implementation Implementation
Process (Design) (Deploy, Support)
.com (2000) (2004) Introduction of Development of Evaluation,
.edu .aero .asia new gTLDs: the New gTLD Delegation and
.80V .biz .cat Principles, Applicant Launch of new
.int .COOp .jobs Recommendations Guidebook gTLDs
.mil .info .mobi and
.net .museum  .post Implementation
.org .name tel Guidelines
.arpa .pro XXX

travel




The 2012 New gTLDs Program

Considered the 3™ round of New TLDs

More than 5 years of community collaboration to come out with the “TLD
Applicant Guidebook”

A one-time application fee of USD 185,000, and an annual fee of USD
25,000

Allowed the application of non-Latin names

1,930 applications received for 1,420 unique strings

116 non-Latin strings




...cont. (The 2012 New gTLDs Program)

Arigors application and evaluation process

To ensure that TLDs remain operational and that registrants do not loose

their domain names due to the instability of a TLD

The New gTLD microsite at http://newgtlds.icann.org/

More  statistics on  the program can be found at

http://newgtlds.icann.org/en/program-status/statistics



http://newgtlds.icann.org/
http://newgtlds.icann.org/en/program-status/statistics

Understanding New gTLDs



http://www.youtube.com/watch?v=iuFT0LH2-jI
http://www.youtube.com/watch?v=iuFT0LH2-jI

New gTLDs Application Breakdown by Region

1 980 total number of applications received

North America Europe

South America 1 ; 8 08
frica )
Asia Pacific




Where do Things Stand At?

1930 applications

1300+
TLDs
by 2017

potential
delegated

/750 new gTLDs
delegated (as of 18
September 2015)

More than 50% of
the IDN gTLDs have
been delegated

(103 applications)

Application
Window

Application
Evaluation

Dispute
Resolution

Contention
Resolution

Contracting

PDT

Delegation

Completed Remaining
Calendar Years
2012 2013 2014 2015 2016 2017
A 4
100%
100%
99% 1%
88% 12%

59% 41%

50% 50%

A
First new gTLD Delegation: 23 October 2013




The New Landscape



http://www.youtube.com/watch?v=1kFcxf8KAjg
http://www.youtube.com/watch?v=1kFcxf8KAjg

How does the Name Space Look Nowadays?

ROOT

.Org -mil
com -9 . B0V
. in
.info~-edu

.jobs

Net name
.pro .post
.aero

XXX

mobi -museum
.travel .biz

tel .coop
.cat  arpa

v

New gTLDs IDN ccTLDs
.City .acronym ) 4 A A BISLILYT JH\
.8IDNs .brand .generic <) lal e .
.community  .region . i pd
N . Bt e .

| 16




Publish the root zone file to other DNS servers and clients on the Internet

The root zone file describes where the authoritative servers for the DNS

TLDs are located

The root name server operators publish the root zone file as received from

the IANA




Root Server Operators

10.

11.

12.

13.

A - VeriSign Global Registry Services

B - University of Southern California - Information Sciences Institute
C - Cogent Communications

D - University of Maryland

E - NASA Ames Research Center

F - Internet Systems Consortium, Inc.

G- U.S. DOD Network Information Center

H-U.S. Army Research Lab 13 root-servers
| - Autonomica/NORDUnet
12 Operators
J - VeriSign Global Registry Services
K-RIPENCC
L - ICANN

M - WIDE Project




Root Servers Around the World (~480 instances)

s ¢

14 3

93 6

15
52 23

= 2 17

13 1

Leaflet | Map data ® OpenStreetldap contributors

Source at http://root-servers.org/



http://root-servers.org/

Registry/Registrar/Registrant

Registry — The entity that operates a TLD
Registrar — A middle-agent that sells domain names to registrants on

behalf of a TLD Registry
ICANN Accredited Registrar vs. Resellers
ccTLDsvs. gTLDs

Registrant — Entity registering a domain name




The DNS Industry Ecosystem

THE DOMAIN NAME INDUSTRY

GOV & INTERGOV ORGs ,",’j",‘jm“m
I6F é

INTERNET COORDINATION LAYER —————a | jnomee Covomenee fomm e
m roles -::::ompdm Inteenat Natwork Oparators Group
and standasds that maintain the Imemet's
ol iaseopersbity for e publc good INTERNET IT AND NETWORK e 1AB
TELECOMMUNICATION ~ PRODUCTS AND SERVICES oot Archtocturo Boara
PROVIDERS b org
WEB-BASED APPLICATIONS,
ICT SECTOR SERVICES AND CONTENT soc
ovolution of the Intomer. ~
Anoignod Namos and Numboro
icann.org
REGISTRY ; INTERNET SERVICE
SERVICE PROVIDERS REGISTRY PROVIDERS
DOMAIN NAME INDUSTRY OPERATORS

Organizabons, businosses and indniduala
involved n the provizion. support and salo

of domain namoo.
REGISTRY SERVICE PROVIDERS REGISTRY OPERATORS REGISTRARS RESELLERS
Regutry Sorvice Prowidors manage tho Fagatry Oporatomn aro responsiblo for Aogiotrars manage the FAozellors aro appomiod by
tachrical opecations in suppont of the management, administration, and provisoning of doman names Regatrars 10 increaase their
Regitry Opstators. promotion of a Top-Leavel Domain, undee a Top-Level Domain distribution network
This graphic & 2 Iving documant, daskried 1 grovids 2 hiph lovel viow of 0 relsforahp batwesn the di¥lorant partkes of $he Domai Name bty It ks for Satrathv porposes m 7013 | Conatwe Commons Attribceion-Shanshike 10
anfly avd I no! infendied 10 be & delnltive puide. Some of the names of e GoCUments ay vary. PRaase peovide feececk of www. Y




Dispute Resolution

Cases could arise where a registrant registers a domain name that could
infringe the naming rights of others. This is also called “Cybersquatting”
When ICANN was formed in 1998, one of the first things it worked on was

the “Uniform Domain Name Dispute Resolution Process (UDRP)”
5 accredited providers for gTLDs to date

ccTLDs can customize this to fit their needs and local laws

An expensive and sometimes long process

All'5 providers listed at http://bit.ly/1j6Rehz



http://bit.ly/1j6Rehz

New gTLDs and Dispute Resolution

With the introduction of 100s of New gTLDs, cybersquatting is on the high
Several protection and DRP mechanisms devised

Trademark Clearinghouse (TMCH)

Uniform Rapid Suspension (URS)

Post Delegation Dispute Resolution Procedure (PDDRP)
UDRP would not be the best path for clear cut cases that need urgent

attention

TMCH is good for initial protection, while URS comes in for a faster and

cheaper path for resolving disputes




Trademark Clearinghouse (TMCH)

http://www.youtube.com/watch?v=ZXP2dieeZes



http://www.youtube.com/watch?v=ZXP2dieeZes
http://www.youtube.com/watch?v=ZXP2dieeZes
http://www.youtube.com/watch?v=ZXP2dieeZes

Business Opportunities in the DNS Industry

Registry Services
4 ccTLDs in the region have state-of-the-art registries. Many others are
moving to a shared system
Having a Registry/Registrar model is the way forward

New gTLDs
Providing more options in the TLD space away from the traditional
.com/.net/.org and the ccTLDs, and providing multilingual TLDs

Accredited Registrars

More than 1000 registrars

More at http://www.icann.org/en/resources/registrars/accreditation



http://www.icann.org/en/resources/registrars/accreditation

... continue (Business Opportunities)

Dispute Resolution Services
Five providers in total the last of which joined in 2013
Online Intellectual Property Protection Services
Domain names are digital assets online
Domain Name Aftermarket

insurance.com sold for USD 35.6 million in 2010
360.com sold for USD 17 million in 2015

Development of Domain Name Tools and Software




Domain Name Ecosystem in Pakistan

ccTLD is.pk, and is run by PKNIC

IDN ccTLD applied foris g&usSh, in Urdu by the MoITT

1 ICANN Accredited Registrar

5 root-server instances (2 in Karachi| 2 in Islamabad | 1 in Lahore)
Membership from MoITT and PTA in the GAC

ISOC Islamabad Chapteris an ALS

Many Pakistani stakeholders attend ICANN meetings; mainly through the

ICANN fellowship program




Questions?!

Fahd Batayneh
T Manager, Stakeholder Engagement, Middle East

_(/ E: fahd.batayneh@icann.org
W: http://icann.org/

twitter.com/icann .

+ lus.to/icann
twitter.com/fahdbatayneh &P /
facebook.com/icannorg @ weibo.com/ICANNorg

linkedin.com/company/icann ®® flickr.com/photos/icann

youtube.com/user/icannnews slideshare.net/icannpresentations

Q | 28


flickr.com/photos/icann
flickr.com/photos/icann
facebook.com/icannorg
facebook.com/icannorg
youtube.com/user/ICANNnews
youtube.com/user/ICANNnews
linkedin.com/company/icann
linkedin.com/company/icann
twitter.com/icann
twitter.com/icann
gplus.to/icann
gplus.to/icann
weibo.com/ICANNorg
weibo.com/ICANNorg
slideshare.net/icannpresentations
slideshare.net/icannpresentations
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Internationalized Domain Names (IDNSs)

http://,Loa | JGs

Arabic IDNs

://www.youtube.com/watch?v=wnauGpYh96¢c

NNNNN


http://www.youtube.com/watch?v=wnauGpYh96c
http://www.youtube.com/watch?v=wnauGpYh96c
http://www.youtube.com/watch?v=wnauGpYh96c

Overview of Presentation

® IDNs at Top Level

IDN TLD Program LGR
Specification
o Label Generation Ruleset (LGR) and Tool (P1)
> LORToolset IDN Var. Impl. IDN ccTLD
o IDN Variant Implementation (P7) Fast Track
IDN ccTLD Fast Track Process Y ——
Implementation Language Guide?nr)e.s
Tables

® IDNs at Second Level for gTLDs
IDN Implementation Guidelines Communications Plan

Execution
Reference LGR

® Community Outreach and Involvement




ASCIl Domain Name Label

\www.‘cafe’.‘com |

I I I
Third Level Second Level  Top Level
Domain Domain Domain (TLD)

Top Level Domains (TLDs) Domain Stakeholders
® Country Code TLDs (ccTLDs) ® ICANN

® .sg,.cn,.kh,.la,.mm,.th, .ca, ... ® Registry

® Two letter [a..z] codes, reserved for countries and ® Registrar

territories by ISO 3166 standard

® Generic TLDs (gTLDs) © Reseller

® .com,.org,.net, .edu, ...-organizations © Reg|strant

® End-User

® New gTLDs - 1930 applicationsin 2012

6 »— | 32

ICANN




ASCIl Domain Name Label

\www.‘cafe’.‘com |

I I |
Third Level Second Level  Top Level
Domain Domain Domain (TLD)
\ ] | J
I [
Forming ASCII Labels Forming ASCII Labels
Use LDH Use only Letters
o Letters [a-Z] o |etters|a-Z]
* Digits [0-9] Label length =63

* Hyphen (LDH)
Label length =63

Other constraints (e.g. on hyphen)




Internationalized Domain Name (IDN) Labels

Alatg-lne areem
\ J \ I ben
f Y Al
IDN Second  IDN Top huwy;
Level Level A [F
Domain Domain a;odeS
| v s ot
Syntax of IDN Labels Syntax of IDN Labels Ceomo
Valid U-Label: Unicode code  Valid U-Label, further constrained
points as constrained by by the “letter” principle for TLDs
IDNA2008 Valid A-Label

Valid A-Label - “xn--"
followed by punycode of U-

Label of length 59




Timeline of ICANN’s Progress on IDN TLDs

ICANN produces
IDN Implementation
Guidelines v.1.

35 IDN generic Top-Level Domains
created in the root zone through
the New gTLD Program.

Look for more IDN
TLDs to be created in
the root zone.

FUTURE

ICANN initiates the development of Label
Generation Ruleset (LGR) for the root zone. The
LGR is a mechanism for creating and maintaining

rules to determine valid IDN labels and their
variants, if any, in different scripts.




IDN Country Code Top-Level Domains
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IDN TLD Program
> |dentify Issues >> Define Problem >> Dseéleur?()i:e >

~ Integrated Issues Projects:

Arabic Report P1 LGR XML
Specification
P2.1 LGR Process
for the Root Zone

P6 User
Greek Experience Study
=it for TLD Variants

Chinese

Cyrillic

Devanagari

Community agreed to define a Label Generation Rules (LGR)

Reports and documentation of all completed projects available at:
https://www.icann.org/resources/pages/reports-2013-04-03-en



https://www.icann.org/resources/pages/reports-2013-04-03-en

Label Generation Rules for the Root Zone

® For the Root Zone, single “table” containing data for all scripts
® Asitis ashared resource, must be conservative
® Must be stable and secure

® Must be based on inclusion based analysis

® Foreach script or writing system:
® Which code points are valid for use?

® Are any of these code points variants of each other?

® Are the any additional constraints on the labels?
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LGR for the Root Zone

Unicode

IDNA2008 — by IETF




LGR for the Root Zone

Unicode

IDNA2008

Maximal Starting Repertoire — by Integration Panel of ICANN




LGR for the Root Zone

LGR Proposal - by Generation Panel of Script Community

\

Unicode

IDNA2008

/

Maximal Starting Repertoire (MSR)
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Label Generation Rules (LGR)

o Lo e | e | ]| e |2
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SlY|L|e|=2]2]= | |
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A e Yo 3 il
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LGR Specification

® LGR machine-readable specifications at
https://datatracker.ietf.org/doc/draft-davies-idntables

® Example: excerpt from MSR-2 XML file

<range first-cp="0780" last-cp="07B0" tag="sc:Thaa" ref="3"/>
<char cp="07B1" tag="sc:Thaa" ref="5"/>

<char cp="08A0" tag="sc:Arab" ref="12"/>

<range first-cp="08A2" last-cp="08AC" tag="sc:Arab" ref="12"/>
<range first-cp="08E4" last-cp="08EF" tag="sc:Arab" ref="12"/>
<range first-cp="08F4" last-cp="08FE" tag="sc:Arab" ref="12"/>
<range first-cp="0901" last-cp="0903" tag="sc:Deva" ref="0"/>
<char cp="0904" tag="sc:Deva" ref="6"/>

<range first-cp="0905" last-cp="0939" tag="sc:Deva" ref="0"/>
<range first-cp="093A" last-cp="093B" tag="sc:Deva" ref="11"/>
<char cp="093C" tag="sc:Deva" ref="0"/>

<range first-cp="093E" last-cp="094D" tag="sc:Deva" ref="0"/>
<char cp="094F" tag="sc:Deva" ref="11"/>

<range first-cp="0956" last-cp="0957" tag="sc:Deva" ref="11"/>
<char cp="0972" tag="sc:Deva" ref="9"/>

<range first-cp="0973" last-cp="0977" tag="sc:Deva" ref="11"/>
<range first-cp="0979" last-cp="097A" tag="sc:Deva" ref="10"/>
<range first-cp="097B" last-cp="097C" tag="sc:Deva" ref="8"/>
<range first-cp="097E" last-cp="097F" tag="sc:Deva" ref="8"/>
<range first-cp="0981" last-cp="0983" tag="sc:Beng" ref="0"/>



https://datatracker.ietf.org/doc/draft-davies-idntables

LGR Specification and Toolset

® LGR machine-readable specifications at:
https://datatracker.ietf.org/doc/draft-davies-idntables

LAGERWG at I[ETF

Domain or label to test

it

® Opensource LGR Toolset tentative timeline:

Create LGR - available L}\.LMJLDJl

Use LGR -12/15
Code Point Rules
Variant Rules * LGR Tool

Manage LGRs - 3/16
Machine-readable

Label Generation Ruleset -'-I LDJT m

System returns a list of
variants based on the rules

@ | K

WLE Rules



https://datatracker.ietf.org/doc/draft-davies-idntables

Status of LGR Development

Label Generation Rules (LGR)

Generation
o L Besaits
i + Generation Faneils
Finalizing= =
® Other:
Seated . l Ethiopic
. . . l Georgian
Active . l l l l Greek
l l l l l Hebrew
. . Sinhala
Thaana

A A A ¢ A 2 A ¢ A

axmaIStaing Reertire IVIS) |




XML representation of Arabic script LGR

- https://www.icann.org/en/system/files/files/proposed-arabic-lgr-

22auglb-en.xml

- Example of Arabic Script:

Code point definition:

<char cp="0647" tag="sc:Arab" ref="0 100">
<var cp="0629" type="blocked" />
<var cp="06BE" type="blocked" />
<var cp="06C0" type="blocked" />
<var cp="06C1" type="allocatable" />
<var cp="06C2" type="blocked" />
<var cp="06C3" type="blocked" />
<var cp="06D5" type="blocked" />
</char>

WLE rule:

<rule name="no-mix-alef-maksura-farsi-yeh">
<choice>
<rule>
<char cp="0649" />
<any count="0+" />
<char cp="06CC" />
</rule>
<rule>
<char cp="06CC" />
<any count="0+" />
<char cp="0649" />
</rule>
</choice>
</rule>



https://www.icann.org/en/system/files/files/proposed-arabic-lgr-22aug15-en.xml
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Example of Variant Code Points

Conventional Arabic Western (African)
Orthography Orthography

3
3
J

=

<




Example of Variant Code Points

Isolated Applicable

Form Principle No.

0649 N N
- & = e 1
T ¢« @<« @& e 1
0600 e
0678 IR
06cD [P = 3
“ o - 2 (06CC), 5
(064A)
0626 T R e R




Example of Whole Label Evaluation Rules

N e |
occur within a label

dand S
dand =
s and &
>and o
>and o

> and &
sand?

¢ and ¢
< and &
3 and «
Gand &




Summary of the Arabic LGR Proposal

Number of code points: 128.

Variants:

Total number of variants: 192 (this is more than the
code points as the variants are directional)
Number of variants for type 'allocatable': 26.
Number of variants for type 'blocked': 166.

WLE Rules:
Number of rules defined: 17.




LGR at work !

For the IDN ccTLD of Iran: &/_»!
Code point sequence: 0627 06CC 0631 0627 0646

Variants Generated : 400

allocatable=4 (including 1 original)
blocked=396




Questions?!

Sarmad Hussain
T Senior Manager, IDN Program

_(/ E: sarmad.hussain@icann.org
W: http://icann.org/

gplus.to/icann

@ weibo.com/ICANNorg

linkedin.com/company/icann ®® flickr.com/photos/icann

youtube.com/user/icannnews slideshare.net/icannpresentations
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