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1  SAC007, Domain Name Hijacking Report,  

http://www.icann.org/announcements/hijacking-report-12jul05.pdf 
2  SAC011, Problems caused by non-renewal of a domain name associated with a DNS name server, 

http://www.icann.org/committees/security/renewal-nameserver-07jul06.pdf 
3  SAC010, Renewal Considerations for Domain Name Registrants, http://www.icann.org/committees/security/renewal-advisory-

29jun06.pdf 
4  SAC028, Advisory on Registrar Impersonation Phishing Attacks (26 May 2008), 

http://www.icann.org/committees/security/sac028.pdf 
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5 Comcast )�+,70:�$en.wikipedia.org/wiki/Comcast
6 Comcast.net Domain Hijacked at Network Solutions, http://www.domainnamenews.com/featured/comcastnet-domain-hijacked-at-

network-solutions/1619 
7 How was Comcast.net hacked?, http://blogs.zdnet.com/security/?p=1224 
8 Comcast.net name hijacked, http://www.internetidentity.com/2008/June-2008.html 
9  Comcast account access issue – clarification, 

 http://blog.networksolutions.com/2008/comcast-account-access-issue-clarification/ 

10 Comcast Hijackers Say They Warned the Company First, http://blog.wired.com/27bstroke6/2008/05/comcast- 
hijacke.html 
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11 Potty-mouthed hackers steal comcast.net keys, go for a spin, 

http://www.theregister.co.uk/2008/05/29/comcast_domain_hijacked/ 
12 FIServ, http://en.wikipedia.org/wiki/Fiserv 
13 DNS attack hijacks payment website, http://www.techworld.com/security/news/index.cfm?newsid=107959 

14 Network Solutions phishing attack preceded CheckFree domain takeover, 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9122722

15 http://www.internetidentity.com/2008/Nov-Dec-2008-FIN.html#cf   
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____________________ 
 
16  Digging Deeper into the CheckFree attack, 

http://voices.washingtonpost.com/securityfix/2008/12/digging_deeper_into_the_checkf.html 
17 ICANN Response to Recent Security Threats, http://www.icann.org/en/announcements/announcement-03jul08-en.htm 

18 Turkish criminal hackers hijack ICANN sites, http://news.cnet.com/8301-10789_3-9980713-57.html 
19 Photobucket, http://en.wikipedia.org/wiki/Photobucket 

20 Photobucket's DNS records hijacked by Turkish hacking group, http://blogs.zdnet.com/security/?p=1285 
21 Popular porn site attacked by prudes, http://www.securecomputing.net.au/News/102818,popular-porn-site-hacked-by-prudes.aspx
22 Turkish Hackers Take Out Top Porn Site, 

http://www.darkreading.com/security/perimeter/showArticle.jhtml;jsessionid=FV31FLACFRJQYQSNDLPSKH0CJUNN2JVN?ar
ticleID=208803672&subSection=Security 
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23 SAC023, Is the WHOIS Service a Source for email Addresses for Spammers? 
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25 SAC007: Domain Name Hijacking Report (12 July 2005) http://www.icann.org/announcements/hijacking-report-12jul05.pdf 
26 SAC011: Problems caused by the non-renewal of a domain name associated with a DNS Name Server (7 July 2006) 

http://www.icann.org/en/committees/security/renewal-nameserver-07jul06.pdf 
27 SAC010: Renewal Considerations for Domain Name Registrants (29 June 2006) 
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��rvw+,V²gLÊ¹º¾P+[Xr)Óh���J�-./0�¦�;â�óp

�&I {add, drop, change} Z+[¦�;��)Û&WQ,ê6: Å©¯q�6ZIh�
;JRp�&gh�mWQX��O)Jdeh~/��4Bs©ªmÆp@�Zh#$h

BCPXI7©4;mÆ�^4MÁ)sshÛÜp%zZ�\Q,Frgb`CQP+[

�;JRpê6: Å©¯q�6^-./0�12¦�)Y&?¾h123456g��
;ê6: Å©¯q�6^ÕX+JRa`,oàgkKP+[ 

 

³¼)rdeh-./0�12^<=+,�GH�q�>?Ih³¼g58�6�iàZ

k,r3�+,/0:©��:h�Þ4: ^4~ê46�J��;Ç;�Å�Ë4�É
0 �¯�6)*¾e��WQ,�GH�q�>?r�°j)iàZk,`7Z+[-.
/0�12¦�)�ö,#$hBCPXI7©4;mÆ�^·éÄ)Á),X`h-./

0�12)ÀÁ®É^»fx+IJIh58�6�iàp�;Ç;�Å�Ë4�É0)l

fWQef,3456r��;_ih�m�J�©ª3456^b`pMeIpKPÅ

´[FQC;>?;fMsBIhIJ)J,lfgmÆZ+[�;Ç;>?)sfeIh

¡¢;�GH�q�>?^��+,FrZ¦§;¨¾f©»)�fe���gmÆ)p,
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r3�¾XD86:©g123456)³m&ÄFrgZ7P+[t;�¯�É0ZIh
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-./0 �áâ0:�J� DNS </8=�¯^Ö÷>? 

F;�¯�É0ZIh ºhV¶;D86:©)Jdeh¤òp3456;í³r¾eh

`0©/03@Ì©0-  7¯/q�A<=r³m�\Åe��WQ,FrgLf>?
)sfe|}¾P+[t)hD86:©)J,��gmÆZkKh2008 !;/0�^0
:)sfe; SSAC ;à»Ø)�7²K«ª;*�rpdX��O)Jdeh¶P¾f
PXIiàZk,rV¶WQX>?)sfe|}¾P+[·�)h�Þ4:  �Å�Ë4
�É0 �¯�6;�GH�q�]<)¸ãcgi&¾ef,>?�J�h/�£��J
�ÔÕÂ¥gIJ�áâ0:^<=+,X`)��¾ef,>?)sfe¤¹¾P+[ê

�;`Å:/0 3456PXI3456 Ï0-¤;f>Qr¾e��WQef,»�Z
kdeYhFQC;>?Ih-./0 �áâ0:;%&PXI(&;�6¯^4±+,
<=>?Ê;âÀ(y�J�âÀå×^(sIJ)rdeh-./012�áâ0:;�

GH�q�^A�WÅ,Z¾«R[D86:©)IhFQC;>?^��+,Fr)J

Kh¦§;¨¾f©»)�fe£�;)�PXI���gl WQ,B¥RB¤¹+,F

rg½ØWQP+[ 

 

IJ@D86:©0:AIh-./0�;<=)�feiàpn�^NX¾efP+[F

;�¯�É0ZIh@aA-./012;Í'�J�ç?)��+,D86:©0: -D8
6:© �4¯"~4)�ö,n�^]_¾h@bA�W!�J�&'øù;.0qd06
�J�æçÅ~�6^]_+,X`)hIJglÝmÆBslÝ+`7V¶;��ó>?

)sfeÈ�)|}¾P+[D86:©Ih§¹PXI?¿; FAQ@JMk,��A2
�;Ç;>?^wSehV)iàp-./0 Å~"�/¤^<è+,IJ)*¾eh�
;JRp>?^½Ø+,FrgZ7P+[Xr)ÓhD86:©IhF;DE4:)sf

eIJ)wº¾hIJgF;DE4:^C>Z7,JR)¾ehF;DE4:^íN+,

JR)¾h-./0�E4:"��`)*+,·Yi¸p«¬r+S,�6¯^ÿ±+,

X`)oàrè\Q,>?^lf+,JR½Ø+,FrgZ7P+[ 

 

SSAC ZIh-./012<=;àb^ÕX+3456��g*&WQ,mÆ�gP+P
+£Pde�KhØé³¼;/���·Ì�J�+,¾Xlf^�-)�¾�\ÅXJK

YûüópY;)p,r¤)P+[F;>?;.år¾eh UTM@/�«¬¦�A�G
H�q� ^Ï/6;'MgÏ9CQP+[ UTM rIh"�/�â�4¤h6q�*
0hâ�¤6*0�J��;Ç;�GH�q�  3456^Ï0-¤¾X�GH�q� �
6q�Z+[UTM I¤M1E¾sskKhØéãc@SMBA��.0:;©»ZIh�
í;�GH�q�£Æ^��+,�GH�q� �6q�^³m�\Åe·Û�¾X�6
q�JKY'M^~`efP+[SSAC ZIhSMB Aö;-./012)�feIh¡
¢ó�GH�q�  3456;��ghUTM ;l2g÷+JRpCD^('R,r¤)
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-./0 E4:"��`Ê;�¯�6;<= 

F;�¯�É0Z|}+,>?IhD86:©PXID86:©;`0©/0@WebAH
4B4 /0~4"946h3¤Å ^6¯�J�á6~À4  Ë�Ô33456^wSX
IJ;-./0��áâ0:Ê;ú\�¯�6^Ö{+,X`;Y;Z+[ 

 

12;ài[¸¯^;:©0B¯�É0Èj�J�-./0�;4Èp��)·Û�WQ

X12Þ^¤IhLM;»�hD86:©0:g>?wK;ë5'³¼ZkKhùcf)

�feÝÞPXI��g�\QpfFr^ài+,X`)I·Û�WQefPÅ´["�

��0�*0)�+,LMh28h29 6�:��:@SrizbihConfickerA�J� Fast-Flux �
ãä��:�4¯*0;Ð7BCh-./0 �áâ0:g��ß¬;iàp�¶46Zk
Khþ�Y�RkKõö,FrI}CBZ+[12*)D86:©0:)Jde$¡WQ

X�W!øù^ài¾h�W!øùgæçWQ,X�)ài+,Fr)JKhef�J�

-./0;%&^4±+,FrgZ7P+[D86:©)IhÔÕ.4¤)J,12ài

;��^¤¥+,Frg½ØWQP+[-./012IhD86:©;$¡¾X�¯q�

ê4�É0ÔÕ.4¤)8`&PQX</q4�0¯!)D86:©0:g�¯�6¾h

ÔÕ.4¤ �-D6^]_¾X*GZ�9+,JR)¾P+[¡¢;>?r¾ehí³;
/�£�ZIhÔÕ.4¤ZIpMhIJBC$¡W QXÔ3§¨)Ô3^BöefP

+[F;�8ZIhIJ)Ô3Z]_§¨^wº¾hIJg Web "�4�)F;§¨^
Cb+,FrZ�áâ0:;�¯q�ê4�É0PXI:©0B¯�É0;�mg�\Q

,JR)¾efP+[SSAC ZIhF;:;>?)JK12;���J�ö÷;��@1
2-./0�;12�J��9:;A)\;gïS,Fr^_ä¾efP+ghD86:

©)*¾ehIJ;mpC>/0~4��: ��H�q�/ò;Z[;X`)%&^4±
+,®É)wC¾eh�;JRpúZ[^®+,Fr^½Ø¾P+[/0~4��:;

�9�6q�;�GH�q�^]<+,X`)<=óp>?^÷+Fr)JKh@¶óp

3gA<¾h�;JRp>?^÷WpfD86:©r´µ¾eh�GH�q�BCõ�

J��8;�Dp¥)J,½Ø^:ö2+Mp,rfRZ¢ó.��:YkKP+[ 

 

q6�4- ê46;_i�6q�;EF[D86:©;Z>G;_i@�Ih�-p
H4B4��J�q6�4-^i&+,Y;Z+[D86:©Ihq6�4-;·éHh

·¸I�PXI_JW)sfe;]_^�C+,Fr^ÆÇZöCQe�C>hú\p~

�/0Ù�;gÊÀÄ)J,K�XK½xãä)*+,<=^�defpfmÆ�gkK

P+[í�):¯WQXê6:  �GH�q� Å©¯q�6ZIhq6�4- ê46;
+`e;_i�6q�)FQC;>?^�C+,Frg½ØWQefP+[ 
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28 APWG Phishing Activity Trends Report, 2nd Half 2008,  

http://www.antiphishing.org/reports/apwg_report_H2_2008.pdf 
29 Global Phishing Survey: Domain Name Use and Trends in 2H2008 

http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey2H2008.pdf 
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�6q�12[ÔÕÂ¥�J�/�£�Ih ºZIhIJg�áâ0:^¦�+,q¶

�0@PCAPXI IP �-D6^12Z7,JR)+,Fr)JKhEFWQXq6�4
- �6q�^��¾efP+[ 

 

LàL_i[ÔÕÂ¥h/�£�IY'(´h`0©/0@~4¤ÅD/A¹4��+�

8PZYgh�áâ0: ~�/0*)IJ;ä�øù^ài+,X`;  2 s`;àLr
¾e<4-â9�  :4¯0_i;`Å�É0^IJ)��¾efP+[:4¯0)Jd
ehq6�4-g�+EH4B4gºdef,FrH;øù)hEH4B4g(def,

Y;HrfRàLg¡¢WQP+[F;MàL_i)JdehãäO)J,-./0 �
áâ0:;IJgJKdý)pKP+[ãäOg�áâ0: ~�/0�J�q6�4-
^½xPXIC>¾X»�ZkdeYhWC):4¯0^C>¾pMeIpKPÅ´[þ

#ZIMàL_igLÊlfWQe�KhF;@AILM;IJ)Jde®WQefP

+[SSAC ZIhVeriSign g ICANN ;D86:� 3456®Å~�6@RSEPA^
wSeD86:�-D86:©MàL_i3456;�Ù^$Z¾XFr^_ä¾efP
+[F;�ÙZIhD86:©)J,Ò>óp`Å�É0  3456r¾ehEç?hÐ
#�J�/PXIN��¯76:;��) ºi& WQef,H4B4��J�q6�4
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Ù+,~4¤�â:;ðí?OZIhD86:��J�D86:©)MàL_ig¡¢

WQP+[ðM?OZIhD86:©0:gD86:©)àb¾X»�IF;3456g

��WQ,JR)¾P+[PXhD 86:©BCD86:�Ê;  EPP@Extensible 
Provisioning ProtocolAw¡)�feIh�0  ~/� q6�4-g�CWQP+[ SSAC 
ZIhkD86:©gF;�Ù^íN¾h�;lP)Jde�CQ,.��:)sfe¤

¹+,Fr^½Ø¾P+[FFZ|}¾XM àL_i)sfe¤¹+,Fr)¢)h

SSAC ZIhD86:©)*¾eh-.ÂÇ#ô�@A²@NISTA;ÔÕ_iQ/-©
/0p¥;�áâ0:_i@��J�Q/-©/0^¤¥)CQ,Fr^½Ø¾P+[31

 

·=D08 �6q�[í³;/�£�ZIh�áâ0:Ä¶*)êë^ä�+,íR;
��)*+,gS^~�¾efP+[FQC;£�ZIhFQC;��RBC©0Æ�)

3Ì��:^ðñ¾h~�/0Ù�^+,H4B4)��Ê;gS^b`eETnH¾P

+[��;/.48 G=Å�É0 y�^i&¾eH4B4^Tn+,£�YkKP+[
IJIh�áâ0:Ê;7g~�/0*)��;/.48^ðñ+,JRb`CQP+[

t)h/.48 G=Å�É0^$¡¾P+[àiÅ~�6ZhIJIhq6�4-^C
b+,9)/.48;G=Å�É0^��+,JRb`CQP+[D86:©)Ih-.
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30 VeriSign Registry-Registrar Two-Factor Authentication Service http://www.icann.org/en/registries/rsep/ 

31 http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf 
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/0�;<=�J� DNS &';%&Ö{;X`;�6:rZU�^´µ¾e¡¢;Tn
^:öCQ,IJ)*¾ehF;�GH�q�>?^`Å:/0  3456r¾e��+
,Frg½ØWQP+[ 

 

-./0��¯�6 �0:~4¤[-./012�áâ0:Ê;�¯�6)Jdeh�
V�áâ0:;5Z12WQef,+`e;-./0Ê;�¯�6ghH4B4�J�ã

äO)��)��WQP+[í�)i&WQef,12�áâ0: �¯�6 �0:~4
¤ Þ^¤Ihl8�)�ö,G=5��: Þ^¤W/")]�¾P+[F;:;/"^
kMrh¸@;Fr^¶mwK)+,FrgZ7P+[FQ^hLÊ;W/"^X)X/

"Yr´µ¾P¾«R[FFZIhIJPXIBCOI/"Y;ZxöZIpMhê�;

W/";ZYC>¾pMeIpKPÅ´[D86:©)IhJK£��;<=^b`,I

J)��;�¯�6  Þ^¤^��+,Frg½ØWQP+[Xr)Óh`Å:/0£Æ
^i&¾eh�W!�J� DNS &'øù;æçh-./0Ð#;kTPXI�m^�R
FrgZ7,�W!^IJg�0:~4¤Z7,JR)¾P+[ 

 

_Êhíå;�W![-./012D�4-)�fe\]p�W!øù^X(+,Fr

Ih³¼).��:^YXC¾P+[í³;³¼ZIhoàpk[;�W!^³¼åZí

å;êëPXIn\)+,FrBCY.��:^�efP+[FQ)JKh/03/Æ4

gÇcÎPXIÇcÎ;IJ;-./0�;¼èÃ^>?¾XKh</8=�¯^Ùm,

�6¯g°�WQP+[SSAC ZIh/03/Æ4)J,-./0�;%&^ÖÙXfD
86:©0:)FQC;>?^½Ø¾P+[FQC;>?IhD86:©0:;[�Z�

W!øù^¦�+,D86:©)rde£�^YXC¾P+[Xr)ÓhD86:©Ih

Ë!WQ,w¡>?@ÔÕ.4¤A)sfeh`Å:/0  3456£Ær¾eíå;�
W!øù^]_�J�àb+,FrgZ7P+[D86:©0:�J�D86:©Ihí

å;�W!^i&¾ehE]T�HWQXÃÄÞ^¤^Í'+,FrgZ7P+[Xr)

ÓhD86:©0:;�W!;m)-./0Ð#^�m+,³¼2h@A&;�W!;m

) DNS &';æç^�m+,³¼gkKP+@�;ÌB)YÞ^¤I¹º¾P+ghF
FZI|}%óZ;mjE¾P+A[D86:©IhFQC;>?^/0~©¯q�Ìp

]_PXI_Ê:¡OwºÅ~�6p¥;>?r³m�\Å,Fr)JKhD86:©0
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,FrgZ7P+[Xr)Óh7g12*)IhD86:©;æç]_3456ZIhI

Jg-./0)��¾eàbWQ,�W!_)íå;�W!^$¡¾XB¥RB]_+,

FrIZ7PÅ´[DNS &';æç�¯76:*)wº+,�W!^ðñWÅXKhí
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3PXIÔÕ.4¤)J,´S^àb+,FrYZ7PÅ´[PXhæçwºIhù;ó

PXIU`>Æóp-./0Ð#^Ö÷í�rpKP+[Xr)Óh�W!)É¶WQX

ÇcÎg³¼^a\¾h³¼g�W!^F;ÇcÎBC�;�¾O)æç¾pBdX»�

)sfe¤¹¾P+[a\¾XÇcÎgnCB;úÕ^b)efX»�Ih-./0Ð#
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_Ê:¡Owº[D86:©IhIJr;w¡)#Îó)ÔÕ.4¤^i&¾efP+[

SAC028ERegistrar Impersonation Phishing Attacks@D86:©ef"���0�ãäAH
ZIh5Ý;Y;^ªÄí�ópw¡gfMsB÷WQefP+[ 

 
• -./0�ç?wº 
• -./0�p{]_ 
• 12�¯76:]_ 
• -./0�W!�J� DNS øùÊ;æç  
• WHOIS ^4~;c\']_wº 
• -./0�;°ÄÜQPXIG=0�¤wº 
• @?A3456�J�£Æ;Å~Þ4�É0h¤D 
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,mÆ�gkKP+[ 
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