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1  SAC007, Domain Name Hijacking Report,  

http://www.icann.org/announcements/hijacking-report-12jul05.pdf 
2  SAC011, Problems caused by non-renewal of a domain name associated with a DNS name server, 

http://www.icann.org/committees/security/renewal-nameserver-07jul06.pdf 
3  SAC010, Renewal Considerations for Domain Name Registrants, http://www.icann.org/committees/security/renewal-advisory-

29jun06.pdf 
4  SAC028, Advisory on Registrar Impersonation Phishing Attacks (26 May 2008), 

http://www.icann.org/committees/security/sac028.pdf 
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5 Comcast )�+,70:�$en.wikipedia.org/wiki/Comcast
6 Comcast.net Domain Hijacked at Network Solutions, http://www.domainnamenews.com/featured/comcastnet-domain-hijacked-at-

network-solutions/1619 
7 How was Comcast.net hacked?, http://blogs.zdnet.com/security/?p=1224 
8 Comcast.net name hijacked, http://www.internetidentity.com/2008/June-2008.html 
9  Comcast account access issue – clarification, 

 http://blog.networksolutions.com/2008/comcast-account-access-issue-clarification/ 

10 Comcast Hijackers Say They Warned the Company First, http://blog.wired.com/27bstroke6/2008/05/comcast- 
hijacke.html 
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11 Potty-mouthed hackers steal comcast.net keys, go for a spin, 

http://www.theregister.co.uk/2008/05/29/comcast_domain_hijacked/ 
12 FIServ, http://en.wikipedia.org/wiki/Fiserv 
13 DNS attack hijacks payment website, http://www.techworld.com/security/news/index.cfm?newsid=107959 

14 Network Solutions phishing attack preceded CheckFree domain takeover, 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9122722

15 http://www.internetidentity.com/2008/Nov-Dec-2008-FIN.html#cf   
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____________________ 
 
16  Digging Deeper into the CheckFree attack, 

http://voices.washingtonpost.com/securityfix/2008/12/digging_deeper_into_the_checkf.html 
17 ICANN Response to Recent Security Threats, http://www.icann.org/en/announcements/announcement-03jul08-en.htm 

18 Turkish criminal hackers hijack ICANN sites, http://news.cnet.com/8301-10789_3-9980713-57.html 
19 Photobucket, http://en.wikipedia.org/wiki/Photobucket 

20 Photobucket's DNS records hijacked by Turkish hacking group, http://blogs.zdnet.com/security/?p=1285 
21 Popular porn site attacked by prudes, http://www.securecomputing.net.au/News/102818,popular-porn-site-hacked-by-prudes.aspx
22 Turkish Hackers Take Out Top Porn Site, 

http://www.darkreading.com/security/perimeter/showArticle.jhtml;jsessionid=FV31FLACFRJQYQSNDLPSKH0CJUNN2JVN?ar
ticleID=208803672&subSection=Security 

2009 ! 8 " 19 # 
8 / 28 y48 

 



 

DomainZ@2009 ! 4 "A 

DomainZ@Domainz.net.nzAI�H484©0-)�8^QMD86:©Zh MelbourneIT 
;Õ�8Z+[2009 ! 4 " 21 #h%�;£f��Og DomainZ ;q6�4-²�y
48)*¾e SQL@&��vwjTA/089¯�É0ãä^�fhCoca-ColahFantah
F-securehHSBChMicrosofthSony �J� Xerox p¥^ªÄp%j;£f_Ê;D86:
©0:;�áâ0:i}øù^~�¾P¾X[ãäOI .CO.NZ ý5)12WQX-.
/0; DNS &'D�4-^æç¾h.INFO -./0@turkguvenligi.infoAý5)12W
QX�4� 34Ï4^E/0:+,JR)¾P¾X[FQC;34Ï4Ih<�G0�
WQX-./0^ãäO)Jdeü6q�0�WQX­3^�r¾`,  Web 3/:):
;+,hú\p�40øù^ü6q�0 �¾efP¾X[í³;:©"��¯Ih

Microsoft p¥;Ì©0-�^ôó)¾X%å;k,  Web y48)�Æ/D¯:WQh
�;Ç;:©"��¯Ivwóp�ÿ;.��48^uÞ¾Xy48)�Æ/D¯:WQ

P¾X[ 

FQC;/0�^0:BC}CB)pdXFr 

ComcasthICANNhPhotobucket �J� RedTube Ê;ãä)gôGgLfFrIh12�
áâ0:Ê;ãäOghWebh"�/¤#$�J��;Ç;/0~4��:  �Å�Ë4
�É0)*¾e��p�A^(def,Fr^÷¾efP+[k,°�Zrs�;%&)

'M+,rhãäOI7¯6Å~/:^vè¾h�SPXI��prs�^(sôó^�

�¾P+[ 

 

FQC;/0�^0:BChSSAC ZI5Ý;º»^�P¾X[ 

 

í³;D86:©)sfe$ 

 
1. k,³¼;�/p-./0�E4:"��`;�0:~4¤^²�+,X`)@�¾
eE4:"��`Ê;�mWQX�¯�6^�{+,X`)AhãäOgC>+,o

àgk,Y;Ih1 s;H4B4�áâ0:rq6�4-xöZ+[ 
 

2. ãäOIh-./012�áâ0:;�0:~4¤^²�+,X`)h½xh"��
�0�PXI¶4�=¤  708���0�@A^íü��@SPOCA)Û&+,xö
Z+[ 
 

3. ãäOI-./0 �áâ0:12�J�¦�E4~¤^6G=0¾hWeb �Å�Ë
4�É0;rs�@SQL /089¯�É0p¥A^�¾P+[rsp�Å�Ë4�É
0 �4-;7¯6Å~/:)'M+,rhLÊ;-./0  �áâ0:;�áâ0:
i}øùgk÷WQ,»�gkKP+[ 
 

 
F;-GH.0:IJKLM;NO)NPQ,JRSTBCUVWQXY;Z+[ICANN@Internet Corporation for Assigned Names and 
NumbersAZIUV;\]W^]_+,X`ab^cdefP+ghICANN ;i&jTISTZkKhF;-GH.0:;STl;
mgno'\opqG6:rpKP+[STl)sfeIht; URL ^uvwMxWf[ 
<http://www.icann.org/committees/security/sac040.pdf>[ 

2009 ! 8 " 19 # 
9 / 28 y48 

 



 

4. D86:©gD86:©0:)�áâ0: �¯q�5q�^wº+,@�r¾eIÔ
Õ.4¤gÖPQe�Khí³;D86:©ZI�í;@�rpdefP+[@�;

�¯�É0ZIh¡¢;�W@�)sfe×SP+A[ 
 

5. ãäOIhDNS &'øù^æç¾h�GH�q�gIJWQX�áâ0:^wSe�
0:~4¤WQ,-./0)�feh¾å;:¡O)ÔÕ.4¤wº^�)pM+,

Fr)JKhôórpdXD86:©0:Ê;ÔÕ.4¤wº;×¡^Ì~�¯+,

FrgZ7P+@-./0Zü6q�0�WQef,D86:©0:�è;@APX

I¦�&;�W!ÔÕ.4¤ �-D6p¥A[ 
 

6. 12�áâ0:)ªPQ,+`e;-./0;�W!�J�  DNS &'øùÊ;�¯
�6�J��QC^æç+,ÃÄIhí�)h�í;H4B4 �áâ0:�J�q6
�4-^wSeZ�WQP+[ 
 

7. DNS øù;ú\pæç^È2B)î»¾X»�ZkdeYh%å;k,&'^y\+,
X`; DNS øù;;<��)I*­gBB,»�gkKP+[FQIhDNS g°��
Zk,rfR��)�è;� ZkKhï¹*­@TTLA;É)Y��¾efP+[ 

12<=PQ)*+,IJ;�:ú�    

í³;D86:©Ih58�6;�GH�q�]<rIJ;<=)�ZefP+[FQC

;D86:©IhWeb �Å�Ë4�É0h�4�  34Ï4�J�ü6q�0� 34Ï
4;�GH�q�]<)ê6: Å©¯q�6^Û&¾efP+[PXh�\¾f�¯q
�5q�)sfe�6q��J��áâ0:^Þ�~�0�¾efP+[D86:©;3

E4: 6~�"Ih%&PXI��)*+, ø)¡¢ó)*´¾efP+[¾B¾h
-./0123456;JR)£¤fcOZIhÔÕÂ¥2`0©/0 58�6;kC
¦,¯©6)�ö,;r��hí³;D86:©g§º;ãäê¯:¤)*¾ersZk

,Frg3}+,;IhöCQPÅ´[�;Ç;D86:©)sfeYhXr)·¨;D

86:©ZkdeYh�GH�q�©ª)�fe¤¥WQpBdXãä2jº;ãä)*

¾ersZk,Frg3}+,mÆ�gkKP+[ 

 

F;DE4:Z×SX/0�^0:@�J�hSAC012 Z6&WQX��;/0�^0:
�J��;î��)îï¾X��;/0�^0:ABChD86:©;��gFQPZ

Yh�¾ehFQBCYãäO)Z&WQõö,FrI}CBZ+[cO;¿á�J�L

��^¤)QÓhFQIøÎpFrZIkKPÅ´[D86:©IhFQPZYh�¾

ehFQBCYãäO;ôóZkKõö,Z¾«R[¬­°­;IJg`0©/0  Ï0
G0� E4~¤)*+,ãä;ÚéOrp,mÆ�gk,;r��)h-./0�D8
6:©0:IhD86:©;-./0¦�y48)*+,ãä;ÚéOrp,mÆ�gk
KP+[ 

 

 
F;-GH.0:IJKLM;NO)NPQ,JRSTBCUVWQXY;Z+[ICANN@Internet Corporation for Assigned Names and 
NumbersAZIUV;\]W^]_+,X`ab^cdefP+ghICANN ;i&jTISTZkKhF;-GH.0:;STl;
mgno'\opqG6:rpKP+[STl)sfeIht; URL ^uvwMxWf[ 
<http://www.icann.org/committees/security/sac040.pdf>[ 

2009 ! 8 " 19 # 
10 / 28 y48 

 



 

-./0��J� DNS &')*+,ãä;�6¯^­®¾hD86:©0:;ãäÊ;
®ð^:¯mÆp°j)4±+,123456^ðñ+,FrIhÖ²;rF(D86:

©0:;³¾Z+[¾B¾hD86:©I��+,<=>?)sfepå^q8¾pf;

gí�óZkKh12�GH�q�  3456^´µ+,>?gpfX`hIJIh�G
H�q�)�¾e+`e;D86:©g�ÃZk,rfR(dXÖ×^5¾h¶P¾Mp

fðñPXIo·¸pðñ^�RmÆ�gkKP+[ 

øp,~4¹�:©»�J�3456 Þ^¤^(sD86:© 

�Ý;Fr^ºt)Q7hSSAC ZIh¤òp-./0�123456)sfeà»¾h
-./0�12g 2 s;3456 Þ^¤^wSe¸f)ù(WQ,r3�¾P¾X[ 

 

ë¼;k,3456 Þ^¤; 1 sIh´µó4®½BC4®½;®½¾Z-./0�1
23456^��+,rfRY;Z+[3456;��I£j)Ò¬�WQh¿H4À0 
7©4;mÆ�g·éÄ)Á)CQ,FrgLfíî¾XÂKÃ¾mÆp@�Zh¸^;

:©0B¯�É0^£È��+,Frgª«WQ,JRÄÅWQP+[IJr;w¡IÔ

Õ.4¤ .��48^wSe3E4:WQ,;gí�óZhwº2hÆÇóÅ~�6@!
) 1 g WHOIS ;øùg\¾fFr^]_+,Å~�6p¥A)sfeÙå+,È�pÉ
÷@LM;»�ÊtópÉ÷Ag$¡WQP+[·Ë�q�0� �6q�^wSXÒ¬:
©Ì¤ùDYí�óZ+[í�)hÒ¬�Ië­;ÕCJKYËQef,rè\QP+[

Ìr´¥;»�hë­;ÕCIÒ¬�g¸¶wK)¬Í¾pfBh�:Z7pf»�hk

,fIhÒ¬�Å~�6Z:ÎZ7pf� )ÏÒ+,Bh/0�^0:^ùD+,»�

)hIJ)Jdeb`CP+[-./0 �áâ0:�J� DNS &'^%&BC<=+,
�GH�q�>?)IhSSL@Secure Socket LayerA<=WQX-./0 �áâ0: ~�
/0�J�-./0 E4:"��`¦�hDNS PXI�áâ0:)��ZöCQX�W
!øù;æç*;ÔÕ.4¤wºhÅ©/Ï�4 3456@SAC02323 Z×SCQX<=
PXÍ¾WQX WHOIS 3456Ah-./0Ð#<=@D86:© ~�¯hD86:©
;Ñ��J�²�;­Z;_i�4-]_AgªPQ,;gí�óZ+[24

 

2 s`;123456 Þ^¤Ih-./0�;®É^iK¾h-./0��J�`0©
/0 ÅDÒ06^58�6�iàpY;r_ä¾ef,Bh58�6PXIÌ©0-�
g%&PXI����;>àpôórpdef,Fr^_ä¾ef,IJ;�4Ó)�\

Åeh<=>?^��+,Y;Z+[IJI-./0�)*+,«¬^_ä¾hÑ�h&

'7©4h�W!PXI DNS &'øù;æçh-./0;(&;�6¯^·é�PXI
4±¾Xfr¶´Z�Kh�;JRpàÔ^ÕX+D86:©^�¾ð+X`)hO°p

 
F;-GH.0:IJKLM;NO)NPQ,JRSTBCUVWQXY;Z+[ICANN@Internet Corporation for Assigned Names and 
NumbersAZIUV;\]W^]_+,X`ab^cdefP+ghICANN ;i&jTISTZkKhF;-GH.0:;STl;
mgno'\opqG6:rpKP+[STl)sfeIht; URL ^uvwMxWf[ 
<http://www.icann.org/committees/security/sac040.pdf>[ 

____________________ 
 
23 SAC023, Is the WHOIS Service a Source for email Addresses for Spammers? 

http://www.icann.org/en/committees/security/sac023.pdf 
24 %&Ö{�J��GH�q�>?^lf¾hå³@58�6�iàpA�6q�hÅ~�6�J�^4~ê46^<
=¾ef,D86:©YkKP+[FQCIhD86:©;IJ)IåäWQpf;gí�óZ+[ 

2009 ! 8 " 19 # 
11 / 28 y48 

 



 

øù)âãMå×;¶)oàpøù^~�¾efP+[�;JRpD86:©Ih@Aó

7©4PXI»Ør¾)8y+,IJ;-./0�úç?^Ö{+,�GH�q�>?^

��¾h12D�4-;ú\pæç^wSeIJ;-./0�g</8=�¯WQ,Fr

^ÖÙhú\ph%å;k, DNS &'^ÖÙP+[FQC;D86:©;58�6 Þ
^¤ZIhê�;:©0B¯�É0^ÍÎ)4f7©4îï¢Z��+,FrgiKWQ

efP+[F;JRpD86:©Ih-./0�E4:"��`;<=)ÅD���^Z

öhë­;ùÚ@V)hIJm�;�áâ0:  6y�=�6:)J,ùÚA)Û´ZÅ
D���^ùcRIJ)3456^��¾P+[IJIhXr)Óh�GH�q�r¾

ehæç�¯76:^l�+,9)IJ;_¶¾X�W!BC;�tPXIcÒ)J,]

_�J�hD86:©BC; DNS &'�J��9:;3456;��¤~/� Þ�~
�0�^b`,»�gkKP+[ 

 

í�ó)h�Ý;>?IhÌ©0- 7¯/q�;<=^ª«+,JK¤òpq�Ë48;
í³Z+[Ì©0- 7¯/q�;<=>?IhÂô;%&@/0~4��: H4B4^
Âô/Ì©0-¼èOýþ; Web 3/:)Ü�&ÄX`;ÂôPXIÌ©0-;ú\i&
p¥AhÌ©0-¼èO^ôór¾X-./012@"���0�PXIÝÞãä)i&

WQ,ÌF�ShE�¿øÆH;-./0AhZ[PXI:©"��¯;ú\#&hÏ�

¯`4Æ4@Ç;��O)Jde12ßm;-./0gajZ&mÆ)pdX»�)IJ

;[�Z-./0^12¾JRr+,FrA�J�hÖàó12@+`e;:�Å Dê¤ 
-./0ZÂôPXI�½^12+,FrA^ªÄ�6¯;4±^û,Y;Z+[ 

-./0 �áâ0:�J� DNS </8=�¯)*+,<=^oàr+,*�  

 
-./0 �áâ0:PXI DNS &'øù;%å;k,æç)*+,ªbp<=>?Ih
í�)h-./0 E4:"��`PXIÌ©0- 7¯/q�)�+,áº)*¾e¸7p
âÀ^�fhÌ©0-^<=+,X`;>?�J�ùcfå×^(sãc)JMºCQe�

Khb`CQefP+[¾B¾hD86:©0:Ih<=+`7Ì©0-PXIºó�Á^
(sãc;mg-./0 �áâ0: </8=�¯PXI DNS &'øù;%å;k,æç
)*+,<=^oàr¾ef,rÖ×ãöeIpKPÅ´[`0©/0 ÅDÒ06)äå
¾ef,LM;³¼IhÌ©0-�)��ZöCQX-./0�^i&¾eIpKPÅ´[

�QZYp�hÇOg-./0�^12¾eh�;-./0�;5Z58�6^�RFrI

¯æZ+[F;JRp³¼IhWebh.4¤�J��;Ç;/0~4��: 3456)�
½^�K�eefX»�hFQC;3456gü6q�0�WQX IP@Internet ProtocolA
�-D6):;WQpfX`h1éPXI1�^Ú,Fr)p,Z¾«R[ 

 

F;DE4:ZIh-./0�;Ñ�PXI DNS &'øù;%å;k,æç)��+,
�6¯^èå)45WÅ,123456^ðñ+,Fr)JKhV¶;³¼gZ[^�,

Zk(RFr^ç¶¾h�;JRp³¼g�GH�q�>?ýþ;�èZD86:©^ð
ñ+,xyr¾emÆ�;k,Y;^V¶¾JRrÙmP¾X[mÆ�;k,xy;fM

sB^5Ý)÷¾P+$ 

 
F;-GH.0:IJKLM;NO)NPQ,JRSTBCUVWQXY;Z+[ICANN@Internet Corporation for Assigned Names and 
NumbersAZIUV;\]W^]_+,X`ab^cdefP+ghICANN ;i&jTISTZkKhF;-GH.0:;STl;
mgno'\opqG6:rpKP+[STl)sfeIht; URL ^uvwMxWf[ 
<http://www.icann.org/committees/security/sac040.pdf>[ 

2009 ! 8 " 19 # 
12 / 28 y48 

 



 

ºéWQX�6:$³¼)Jdeh-./0  �áâ0:�J� DNS </8=�¯)*
+,ªbp<=>?^��+,D86:©^wSX-./012;�6:g�¯úÆpÌ

¥£fr¸¶PXI(:WQef,»�gkKP+[ 

 

_ºj$V¶;IJI-./0  �áâ0:�J� DNS </8=�¯)*+,ªbp<
=>?)sfeùcfå×^(def,Y;;h�;JRp3456;¹º)¼ãfef

pf»�gkKP+[ 

 

øùú�$³¼ghC>mÆpÄCQXøù)âãfeh+`e;D86:©g��;<

=>?^��¾ef,rÖ×ãö,»�gkKP+[ 

 

ED86:©;3456 Ï0-¤g³¼)Û�¾pfH$³¼g-./0 �áâ0:�
J� DNS </8=�¯)*+,V¶;ªbp<=>?)sfeùcfå×^(def,
Y;;hV¶;D86:©gÏ0-¤¾ef,@r_äWQXA3456)sfeùcf

å×gpfBhùcfúÆp»�gkKP+@ªbp<=>?)Ì©0- 7¯/q�<
=g¡¢WQef,»�p¥A[ 

 

F;{ê)�feh¤¹+,®É;k,fMsB;¡¢ó��gkKP+$ 

 

Ì©0-;<=^b`ef,³¼;mgªbp12<=>?)��^(s;Bë 

 

ff)[LM;³¼IhÌ©0-xöZIpMh`0©/0 ÅDÒ06^Y<=+,ì
brh<=�6:;Ï©06^r,oàgkKP+[ªbp12<=>?IhLM;»

�hÌ©0- 7¯/q�<=^��+,Y;r¾e��WQefP+[ªbp12<=
>?Ih��CMI`Å:/0  3456PXIEopHk,fI�;L@r¾e��W
Q,â�123456Ê;Z¢3456r¾e��WQh%&PXI(&;ÖNZ&mÆ

�g�\Q,mÆ�^4±+,X`)�GH�q�>?)âÀ+,å×^(s³¼)h¶

P¾f�GH�q�£Æ^��¾P+[ 

 

Ì©0-)sfeáº;pf³¼Ih�6¯­®�J�ÀÁ¦�)�fe-./0�^¤
¥)CQ,oàgk,Bë 

 

 
F;-GH.0:IJKLM;NO)NPQ,JRSTBCUVWQXY;Z+[ICANN@Internet Corporation for Assigned Names and 
NumbersAZIUV;\]W^]_+,X`ab^cdefP+ghICANN ;i&jTISTZkKhF;-GH.0:;STl;
mgno'\opqG6:rpKP+[STl)sfeIht; URL ^uvwMxWf[ 
<http://www.icann.org/committees/security/sac040.pdf>[ 

2009 ! 8 " 19 # 
13 / 28 y48 

 



 

If[SSAC ;DE4:ZIh-./0�g</8=�¯WQX»�)h/0ó1�hd
e�J�­3;45^ª`hD86:©0:g%CD^Ú,Fr^|}¾e7P¾X[25 
PXhSSAC DE4:ZIh-./0�;úç?)��+,� �J�hDNS �4� 3
4Ï4)��ZöCQX-./0�;úç?)Jde678FWQ,� )sfeY|}

¾efP+[26 V)hSAC010 ZIhE-./0�gÌ~4á4PXIÏí�}^wS
e©»®É^(sÀÁZkKhÐÎóp~[^ïmð+Y;Zk,r_ä+,oàgk

,HFrh�J�hEÒîóPXIåûÅ>)12-./0�^ç?¾pfD86:©0

:Ih+`e;-./0�gnCB;®É^(de�Kh?¿D86:©0:gh�¡¾

X-./0�^hý9;D86:©0:)rdeèér3�WQ,@�Zi&+,mÆ�

gk,Fr^_ä+,oàgk,H27 r_`CQefP+[ 

 

-./0�^ÀÁr¾e²KîR³¼;�6¯¦�^ùÚ¾h-./0�Ê;âÀ�J�
ä¹)*+,«¬^4±+,X`)��mÆp<=>?rInBë 

 

Ç;/0~4��: 58�6 ��.0:@/�h���;ÔÕÂ¥p¥AZi&WQe
f,V¶;>?Ih123456;<=)Yè&ZkKhlï)Û&mÆp»�gkKP

+[V¶;>?)sfe¤¥+,9)hPXhV)D86:©0:;Z[;X`)hðí

x�^aà»+,FrgiàZ+[V)h¸¿áp³¼Zi&WQef,ÀÁh�ñ�J

��6¯¦�"D4��4¯^¥;JRp@�Z-./0�12)Û&+,Bë-./0

�12^ÀÁr¾e»p+�èInBë 

 

ý9; SSAC DE4:ZIh-./0�Ih�Q)Jde>ò@Â¥h/�PXIóô
£�h+ZPXIÍ+Z�cPXIãchêëPXIö÷p¥Ag_äWQXKh/0~

4��:�Z58�6g�\Q,ä�ÕZk,r|}WQefP+[FQIhãcg�; 
DBA@�cÐ+ØAr¾e12¾X�9hè�ëh,ÍOh,�vwõPXI�;Ç;ê
ë;�9r�S�9)+,FrgZ7P+[êë�J�³¼I�9@Ì©0-h3456 
À4¯hÂôA^ lNOZÀÁr¾eîde�Kh�QC^(&BC<=+,>?^R

SefP+@�8¶öhV�h,ÍÃp¥A[-./0�I³¼;Ì©0-h3456 
À4¯hÂôp¥r�SFrgLfX`hD86:©0:Ih�;JRp�½^12+,

xöZIpMh%&PXI(&^Ö÷JRp>?^RSe<=+,oàgkKP+[ 

 
F;-GH.0:IJKLM;NO)NPQ,JRSTBCUVWQXY;Z+[ICANN@Internet Corporation for Assigned Names and 
NumbersAZIUV;\]W^]_+,X`ab^cdefP+ghICANN ;i&jTISTZkKhF;-GH.0:;STl;
mgno'\opqG6:rpKP+[STl)sfeIht; URL ^uvwMxWf[ 
<http://www.icann.org/committees/security/sac040.pdf>[ 

____________________ 
 
25 SAC007: Domain Name Hijacking Report (12 July 2005) http://www.icann.org/announcements/hijacking-report-12jul05.pdf 
26 SAC011: Problems caused by the non-renewal of a domain name associated with a DNS Name Server (7 July 2006) 

http://www.icann.org/en/committees/security/renewal-nameserver-07jul06.pdf 
27 SAC010: Renewal Considerations for Domain Name Registrants (29 June 2006) 

http://www.icann.org/committees/security/renewal-advisory-29jun06.pdf 

2009 ! 8 " 19 # 
14 / 28 y48 

 



 

-./0�12)JKhD86:©0:gç?p/^ùcfõöhø6�;ÆÇ@:öC

QmÆpi&h12;\]Wp¥A^NX¾õö,ÄK)�feh-./0;�~4Ï¤

píå�g]<WQh-./0gD86:©0:)Ö�söCQP+[¾XgdehFQ

IhÀÁh�6¯�J���p¥h�;Ç;��:�4¯¦�xùr�Ã;Y;Z+[ 

 

-./0�IhH4B4 "D0-�4pä�ÕZYkKhDNS ^i&¾e:;WQh-
./0Aö)3456@Webh.4¤h¶4�=¤ ��:�4¯húûw¡p¥A^�
�+,ü6:;/0~4��:  �-D6gV¶WQP+[-./0;�&�;®ÉhV
)h�9:;;m&�g£Mh-./0)ªPQ,�9;åû¾Xr�K;:;g<iW

Q,FrIhÌr´¥;³¼)rdeÅKºQpfià�^('P+[ 

 

Xr)ÓhÀÁ�J��6¯¦�Å~�©�)�¾eh5Ý;FrgmÆZ+$ 

 
• ÀÁ;®É^V¶+,@è¿PXIo¿A 
• ®Ég«BWQ,@Ñ�hüýh(&A@�^�6:��Å+, 
• «¬gl WQ,@�^V¶+,@-./0�^ãäPXI%&)*¾ers)+
,Y;InBëA 

• �QþQ;«¬gYXC+mÆ�PXI�6¯^V¶+, 
• �6¯^ÿ±mÆp@�^V¶+, 
• �6¯^:¯mÆp�6¯�J��6:��PZÿ±+,�6:^V¶+, 
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��rvw+,V²gLÊ¹º¾P+[Xr)Óh���J�-./0�¦�;â�óp

�&I {add, drop, change} Z+[¦�;��)Û&WQ,ê6: Å©¯q�6ZIh�
;JRp�&gh�mWQX��O)Jdeh~/��4Bs©ªmÆp@�Zh#$h

BCPXI7©4;mÆ�^4MÁ)sshÛÜp%zZ�\Q,Frgb`CQP+[

�;JRpê6: Å©¯q�6^-./0�12¦�)Y&?¾h123456g��
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0 �¯�6)*¾e��WQ,�GH�q�>?r�°j)iàZk,`7Z+[-.
/0�12¦�)�ö,#$hBCPXI7©4;mÆ�^·éÄ)Á),X`h-./

0�12)ÀÁ®É^»fx+IJIh58�6�iàp�;Ç;�Å�Ë4�É0)l

fWQef,3456r��;_ih�m�J�©ª3456^b`pMeIpKPÅ

´[FQC;>?;fMsBIhIJ)J,lfgmÆZ+[�;Ç;>?)sfeIh

¡¢;�GH�q�>?^��+,FrZ¦§;¨¾f©»)�fe���gmÆ)p,
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F;�¯�É0ZIh ºhV¶;D86:©)Jdeh¤òp3456;í³r¾eh

`0©/0­3@Ì©0-  7¯/q�A<=r³m�\Åe��WQ,FrgLf>?
)sfe|}¾P+[t)hD86:©)J,��gmÆZkKh2008 !;/0�^0
:)sfe; SSAC ;à»Ø)�7²K«ª;*�rpdX��O)Jdeh¶P¾f
PXIiàZk,rV¶WQX>?)sfe|}¾P+[·�)h�Þ4:  �Å�Ë4
�É0 �¯�6;�GH�q�]<)¸ãcgi&¾ef,>?�J�h/�£��J
�ÔÕÂ¥gIJ�áâ0:^<=+,X`)��¾ef,>?)sfe¤¹¾P+[ê

�;`Å:/0 3456PXI3456 Ï0-¤;f>Qr¾e��WQef,»�Z
kdeYhFQC;>?Ih-./0 �áâ0:;%&PXI(&;�6¯^4±+,
<=>?Ê;âÀ(y�J�âÀå×^(sIJ)rdeh-./012�áâ0:;�

GH�q�^A�WÅ,Z¾«R[D86:©)IhFQC;>?^��+,Fr)J

Kh¦§;¨¾f©»)�fe£�;)�PXI���gl WQ,B¥RB¤¹+,F
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IJ@D86:©0:AIh-./0�;<=)�feiàpn�^NX¾efP+[F

;�¯�É0ZIh@aA-./012;Í'�J�ç?)��+,D86:©0: -D8
6:© �4¯"~4)�ö,n�^]_¾h@bA�W!�J�&'øù;.0qd06
�J�æçÅ~�6^]_+,X`)hIJglÝmÆBslÝ+`7V¶;��ó>?

)sfeÈ�)|}¾P+[D86:©Ih§¹PXI?¿; FAQ@JMk,��A2
�;Ç;>?^wSehV)iàp-./0 Å~"�/¤^<è+,IJ)*¾eh�
;JRp>?^½Ø+,FrgZ7P+[Xr)ÓhD86:©IhF;DE4:)sf

eIJ)wº¾hIJgF;DE4:^C>Z7,JR)¾ehF;DE4:^íN+,

JR)¾h-./0�E4:"��`)*+,·Yi¸p«¬r+S,�6¯^ÿ±+,
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0hâ�¤6*0�J��;Ç;�GH�q�  3456^Ï0-¤¾X�GH�q� �
6q�Z+[UTM I¤M1E¾sskKhØéãc@SMBA��.0:;©»ZIh�
í;�GH�q�£Æ^��+,�GH�q� �6q�^³m�\Åe·Û�¾X�6
q�JKY'M^~`efP+[SSAC ZIhSMB Aö;-./012)�feIh¡
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F;�¯�É0Z|}+,>?IhD86:©PXID86:©;`0©/0@WebAH
4B4 /0~4"946h3¤Å ^6¯�J�á6~À4  Ë�Ô33456^wSX
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12;ài[¸¯^;:©0B¯�É0Èj�J�-./0�;4Èp��)·Û�WQ

X12Þ^¤IhLM;»�hD86:©0:g>?wK;ë5'³¼ZkKhùcf)

�feÝÞPXI��g�\QpfFr^ài+,X`)I·Û�WQefPÅ´["�
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Khþ�Y�RkKõö,FrI}CBZ+[12*)D86:©0:)Jde$¡WQ
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-./0;%&^4±+,FrgZ7P+[D86:©)IhÔÕ.4¤)J,12ài

;��^¤¥+,Frg½ØWQP+[-./012IhD86:©;$¡¾X�¯q�

ê4�É0ÔÕ.4¤)8`&PQX</q4�0¯!)D86:©0:g�¯�6¾h

ÔÕ.4¤ �-D6^]_¾X*GZ�9+,JR)¾P+[¡¢;>?r¾ehí³;
/�£�ZIhÔÕ.4¤ZIpMhIJBC$¡W QXÔ3§¨)Ô3^BöefP

+[F;�8ZIhIJ)Ô3Z]_§¨^wº¾hIJg Web "�4�)F;§¨^
Cb+,FrZ�áâ0:;�¯q�ê4�É0PXI:©0B¯�É0;�mg�\Q

,JR)¾efP+[SSAC ZIhF;:;>?)JK12;���J�ö÷;��@1
2-./0�;12�J��9:;A)\;gïS,Fr^_ä¾efP+ghD86:

©)*¾ehIJ;mpC>/0~4��: ��H�q�/ò;Z[;X`)%&^4±
+,®É)wC¾eh�;JRpúZ[^­®+,Fr^½Ø¾P+[/0~4��:;

�9�6q�;�GH�q�^]<+,X`)<=óp>?^÷+Fr)JKh@¶óp

­3gA<¾h�;JRp>?^÷WpfD86:©r´µ¾eh�GH�q�BCõ�

J��8;�Dp¥)J,½Ø^:ö2+Mp,rfRZ¢ó.��:YkKP+[ 

 

q6�4- ê46;_i�6q�;EF[D86:©;­Z>G;_i@�Ih�-p
H4B4��J�q6�4-^i&+,Y;Z+[D86:©Ihq6�4-;·éHh

·¸I�PXI_JW)sfe;]_^�C+,Fr^ÆÇZöCQe�C>hú\p~

�/0Ù�;gÊÀÄ)J,K�XK½xãä)*+,<=^�defpfmÆ�gkK

P+[í�):¯WQXê6:  �GH�q� Å©¯q�6ZIhq6�4- ê46;
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28 APWG Phishing Activity Trends Report, 2nd Half 2008,  

http://www.antiphishing.org/reports/apwg_report_H2_2008.pdf 
29 Global Phishing Survey: Domain Name Use and Trends in 2H2008 

http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey2H2008.pdf 
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�6q�12[ÔÕÂ¥�J�/�£�Ih ºZIhIJg�áâ0:^¦�+,q¶

�0@PCAPXI IP �-D6^12Z7,JR)+,Fr)JKhEFWQXq6�4
- �6q�^��¾efP+[ 

 

LàL_i[ÔÕÂ¥h/�£�IY'(´h`0©/0@~4¤ÅD/A¹4��+�

8PZYgh�áâ0: ~�/0*)IJ;ä�øù^ài+,X`;  2 s`;àLr
¾e<4-â9�  :4¯0_i;`Å�É0^IJ)��¾efP+[:4¯0)Jd
ehq6�4-g�+EH4B4gºdef,FrH;øù)hEH4B4g(def,

Y;HrfRàLg¡¢WQP+[F;MàL_i)JdehãäO)J,-./0 �
áâ0:;IJgJKdý)pKP+[ãäOg�áâ0: ~�/0�J�q6�4-
^½xPXIC>¾X»�ZkdeYhWC):4¯0^C>¾pMeIpKPÅ´[þ

#ZIMàL_igLÊlfWQe�KhF;@AILM;IJ)Jde­®WQefP
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#�J�/PXIN��¯76:;��) ºi& WQef,H4B4��J�q6�4
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WQP+[ðM?OZIhD86:©0:gD86:©)àb¾X»�IF;3456g

��WQ,JR)¾P+[PXhD 86:©BCD86:�Ê;  EPP@Extensible 
Provisioning ProtocolAw¡)�feIh�0  ~/� q6�4-g�CWQP+[ SSAC 
ZIhkD86:©gF;�Ù^íN¾h�;lP)Jde�CQ,.��:)sfe¤

¹+,Fr^½Ø¾P+[FFZ|}¾XM àL_i)sfe¤¹+,Fr)¢)h

SSAC ZIhD86:©)*¾eh-.ÂÇ#ô�@A²@NISTA;ÔÕ_iQ/-©
/0p¥;�áâ0:_i@��J�Q/-©/0^¤¥)CQ,Fr^½Ø¾P+[31

 

·=D08 �6q�[í³;/�£�ZIh�áâ0:Ä¶*)êë^ä�+,íR;
��)*+,gS^~�¾efP+[FQC;£�ZIhFQC;��RBC©0Æ�)

3Ì��:^ðñ¾h~�/0Ù�^+,H4B4)��Ê;gS^b`eETnH¾P

+[��;/.48 G=Å�É0 y�^i&¾eH4B4^Tn+,£�YkKP+[
IJIh�áâ0:Ê;7g~�/0*)��;/.48^ðñ+,JRb`CQP+[
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30 VeriSign Registry-Registrar Two-Factor Authentication Service http://www.icann.org/en/registries/rsep/ 

31 http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf 
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/0�;<=�J� DNS &';%&Ö{;X`;�6:rZU�^´µ¾e¡¢;Tn
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-./0��¯�6 �0:~4¤[-./012�áâ0:Ê;�¯�6)Jdeh�
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FrgZ7,�W!^IJg�0:~4¤Z7,JR)¾P+[ 

 

_Êhíå;�W![-./012D�4-)�fe\]p�W!øù^X(+,Fr

Ih³¼).��:^YXC¾P+[í³;³¼ZIhoàpk[;�W!^³¼åZí
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) DNS &';æç^�m+,³¼gkKP+@�;ÌB)YÞ^¤I¹º¾P+ghF
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ÇcÎg³¼^a\¾h³¼g�W!^F;ÇcÎBC�;�¾O)æç¾pBdX»�
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