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! > 350.000 domain names 
" 85% identity validated 

# proving documents (trade marks, CoC registrations, etc.) 
# national citizenship DB 
# Trust, strength add confidence for domain name owners 

" 20+ second level domain names 
# com.tr, gov.tr, info.tr, etc. 

" Second level domain names for special 
requirements 
# av.tr, dr.tr, pol.tr 
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! Fully automated, paperless office 
! Registry-Registrar Model since 2008 

" 10 active registrars 
" 3 inactive 
" 4 coming soon 

2014-11-18 A. Özgit / DNSSEC Deployment Under .tr 4 



2014-11-18 A. Özgit / DNSSEC Deployment Under .tr 5 



Purchase / Extensions 

com.tr - net.tr $20 $29 $37 $45 

biz.tr - info.tr - tv.tr - org.tr - web.tr - 
gen.tr - av.tr - dr.tr - bbs.tr 

$12 $18 $22 $27 

namesurname.com.tr - 
namesurname.net.tr 

$10 $15 $19 $22 

k12.tr - name.tr - tel.tr - bel.tr $4 $7 $9 $11 

gov.tr - edu.tr - pol.tr - tsk.tr 
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! One of the very first examples of MSHM 
(Multi-stake Holder Model) 

! Internet Council – 1998 (30 seats) 
! DNS Working Group – 2000 (11 seats) 
! Legislation, Jurisdiction and Execution 

functions are separated from the very 
beginning 

! Being held back since 2008 ! 
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! Signing is not enough unless resolvers are 
dnssec aware 
" Validator 

! DNSSEC-aware resolvers (validators) are 
less than %15 

! Half of them are google public dns servers 
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http://stats.labs.apnic.net/dnssec 
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! Zones under TLDs (e.g. com.tr) being 
signed does not mean it’s done 
" We need individual names being signed (e.g., 

google.com facebook.com microsoft.com and 
many many more are not signed yet) 

" We need more and more 
# DNSSEC-aware resolvers 
# Client-side validation 
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! .tr not signed yet 
! DNSSEC hands on workshop with ICANN 

and NSRC in May 2014 
" 30 attendees 

! Testbed almost ready (not announced) 
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! Testbed 
! .tr zone signing  
! Adding DS record to IANA database (root 

servers) 
! Signing some second level zones (com.tr, 

dnssec.tr) 
! Signing names under nic.tr (ns1.nic.tr, 

www.nic.tr etc.) 
! Accepting/registering DS records from domain 

owners (e.g., garanti.com.tr) 
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! Big players should be involved 
" Finance 
" Telecom operators 
" Internet Service Providers 
" Registrars 
" Government (gov.tr)  

! More and more DNSSEC-aware resolvers 
! Increasing public interest 

" Users should demand for 
# DNSSEC-aware resolvers 
# DNSSEC-aware applications 

2014-11-18 19 A. Özgit / DNSSEC Deployment Under .tr 



!  DNS-based Authentication of Named Entities (DANE) 
!  Trusting a large number of CAs might be a problem 

because any breached CA could issue a certificate for 
any domain name. 

!  DANE enables the administrator of a domain name to 
certify the keys used in that domain's TLS servers by 
storing them in the Domain Name System (DNS). 

!  DANE needs DNS records to be signed with DNSSEC. 
!  DANE allows a domain owner to specify which CA is 

allowed to issue certificates for a particular resource, 
which solves the problem of any CA being able to issue 
certificates for any domain. 
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☺ 
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