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Context (Arabic IDN)

= This assessment is being performed on IDNA from
an Arabic user point of view. Therefore, any
referencing to IDNA during this presentation, it's for
Arabic IDNA.

= The main purpose is to assess end user
experience. In other word, we look to IDNA from
user point of view.
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The Methodology

Brain

Storming What it can be part of IDNA report.

Literature

: Look at previous efforts and reports.
Review

gg?i?mﬁion What we can exam in a given period of time.
Test Case

Modeling Build a test case model.

Test Case

Creation Generate test cases based on the model

Tools

Gredtion Develop a system to manipulates test cases.

Apply the test cases and collect results.
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Methodo

logy: Brain storming
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Methodology: Scope definition

P

What can be part of IDNA report is HUGE +1000 things!
We have selected about ~2% to be assessed.

Our role in selection is: most popular, and used
products.

Androi
d4.3
Androi
d4.3
Browsers

Office
Suites
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Methodology: Scope definition
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Search
Engines

Web
Hosting

* Cross platforms: iOS, Android, BlackBerry
** CMS is Content Management System

Wordpre
ss
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Methodology: Test Case Model

" The test case model used to generate the test
cases. It consist of five components.

B e h aV| or » How a tester should behave.

I N pUt - The IDN string being tested.

T r t « What is the environment, product and which
a g e part of the product.

* Yes/No questions being asked about what on
concern.

* A ble, N bl N
Results st
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Methodology: Test case generation

= We Generate about ~ 190 test case so far.
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Methodology: Control system

= Developed a test case control web application

AS Gl Olaglal (Sagacad) 3oL * =
Saudi Network Information Center a ’7

Test Cases
Test Case Inputs IDN user experience assessment project

Test Case Categories Home / Test Cases

Test Case Comment
User

Search
Change Password

Logout Search Show all

® Exact phrase O All words ) Any word

test Case id | inputid target category id |userid |statusa
first.gly. Ll il Fifth-sixth. 777 . xn----- Google search: Firefox (as Search .

133 - Ih d
btdbbpe8cpmecb3moa.daysge wll.Jlio browser):4/2014: search field Engines alhamed | new #d R
first.aly.2dl.sili Fifth-sixth. 777 .xn----- Google search: Firefox (as Search -

134 btdbbpe8cpmecb3moa. disge il Jlio browser):4/2014: search field Engines s | me S|l E X
first.gly. Ll il Fifth-sixth. 777 .xn---—- Google search: Firefox (as Search .

135 - Ih d
btdbbpe8cpmecb3moa.daysge wll.Jlio browser):4/2014: search field Engines alhamed | new #d R
. - - . Google search: Firefox (as
first.gly. 2l o Fifth-sixth. 777 . xn---——- _ ) . |Search -

136 btdbbpescpmechb3moa.as el browser.).4/2014. advance search page: Engines alhamed new Pellr glF=1b"q |

£ search field
. - - . Bing search: Firefox (as
first. gy 2ll. ol Fifth-sixth. 777 . xn---—- ) A . Search -
137 brdbbpescpmach3moa.as Ll browser.).4,/2014. advance search page: Engines alhamed new Peliy giF=1h"q
2 search field
first.gl;.cdb. sil . Fifth-sixth. 777 .xn----- Bing search: Firefox (as Search -

1= btdbbpe8cpmecb3moa. disge il Jlio browser):4/2014: search field Engines s | me S| Ex
first. gl ol eili Fifth-sixth. 777 .xn----- Bing search: Firefox (as Search :

139 btdbbpe8cpmechb3moa.asge wll.Jlio browser):4/2014: search field Engines alhamed | new #d R
first.gl;.cdb. sil . Fifth-sixth. 777 .xn----- Bing search: Firefox (as Search -

1 btdbbpe8cpmecb3moa. dusgewll. Jlio browser):4/2014: search field Engines s | me S| Ex

. R Bing search: Firefox (as
Sl sili.dgl.xn--mgbcz8a. - jusls Search :

141 b :4/2014: ad h H Ih d

sl XN - -y a8 b4b 3. ysgmall. i rowser):4, advance search page Engines alhamed new PFalir dic=1"4
search field
S il el wno—mahezRa - sl RinA searrh- Firefnw (ac Cearrh
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Methodology: test execution

b

ixh*i

= Perform the test cases and collect results.
* Answer the check questions.
* Upload screenshots of failed checks.

-=15a
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Results

= The assessment project is not finished yet. So far,
we accomplished %85 of it.

" The result built on %85 of the total assessment test
cases.

" The completed report can be found on our website:
http://nic.sa/en/cat/documentlibrary
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Results: Browsers result summary

= Browsers

Browser User Experience

100 B Acceptable
B Mot acceptable

B85

70

number of check points

b

40

Address Bar HTML Body
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Results: Emall clients result summary

= Email Clients
* Thisis not IDN Email testing. It is IDN in email messages.

Muerrirar af cireck padnis

200

150

100

50

IDN User Experience in Email Clients

B Acceptable
B nlot acceptable

HTML Body
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Results: Other applications/tools result summary

= Other applications/tools

*  Office suites, system admin tools, Search Engines, Mobile Apps, Content
Management System (CMS), Web Hosting management tool, Security.

Mursirar af civeck pasinis

200

150

100

50

Other Applications

B icceptable
B not acceptable

Target application
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Examples

" Chrome refuse to deal with IDN:

W
i

26 j. D IDN user experience asse: / f New Tab x .\"—\__- '3
> O l Q, first.aly. &l 6 Fifth-sixth.777.xn----- btdbbpe8cpmbch3Imoa. sl Ji.

A first.al,. el b Fifth-sixth.777.xn----- btdbbpe 8cpmEcb3moa.Lysedl. Jlis - Google Search

Google
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Examples

" Chrome refuse to deal with IDN:

800 ;;' [ IDN user experience asse: ; Blfirsv.e, 0t o8 Fifth-sixth x \

« - https:/ /www.google.com/search?q=first.a.l,.&I6. 6. Fifth-sixth.7 77 .xn-----btdbbpe8cpm6cb3moa.Lyall. JE&og=fir:

Go gle  firstel 238 5 Fifth-sixth 777 xn—bidbbpeBopmecb3moa s s Jis ] a |

Web Videos Images Shopping News More - Search tools

Your search - first.z. A0, A Fifth-sixth.777 Xn-e---
btdbbpe8cpm6cb3moa.iussad,Jia - did not match any documents.

Suggestions:

« Make sure all words are spelled correctly.
« Try different keywords.
» Try more general keywords.
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Examples

" Chrome refuse to deal with IDN:

0 0] '] IDN user experience asse: % '\uDkuwlmaum x) | about:blank % L\\_-,
< @ [} about:blank

¥ el

0 el i
Lol pleonnsppel, fifth-sinth 77709 ol 8, first
Copy
Search Coogle for 'first. g, 80 it fifth-sixth. 777 pul-pa0-
Print...

Inspect Element

Look Up in Dictionary
Speech »
Services >




Cilagleall aneiq ol L=l i

Communications and Information Technology Commission

Examples

" Chrome refuse to deal with IDN:

)00 s expeience it % [} ol i g X

C 1 dnd Jluglotlapber s U i

il 51 e

00 United — Edted *
http: //xn--igbBeL. xn--ngbh6fqa. xa--ngbhb3h. kn--agbczBa, xn---ymchzivbeln. xn——ymceaBbdbaf ) kn--agbhofd, xn--mgberphedidar/

T LIS e JCa gl K

C (395 ) uisnadl i Bt bl b Ol

xn--ighOel.xn--mgbh6fqa.xn--
mgbhb3h.xn--mgbcz8a.xn----
ymcbzivbcOn.xn ===~

7 ymcbcqBbab3fjxn--mgbhofb.xn——
mgberp4aSd4ar
Identity not verified

Permissions | Connection |

n The identity of this website has not been

verified.
= Server's certificate dces not match the
URL.

ifi In ion

ﬂ Yeur connection to xn--igbOel.xn--
mgbh&fga.xn--mgbhb3h.xn--
mgbcz8a.xn----ymcbzivbcon.xn----
ymecbeq8b4b3fj.xn--mgbhOfb.xn——
mgberpdaSdaar is encrypted with 128-bit
encryption.

The connecticn uses TLS 1.2,
The connection is encrypted and
authenticated using AES_128_GCM and

uses DHE_RSA as the key exchange
mechanism.

n Site information
You have never visited this site before
today.

t h mean?
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Examples

" Microsoft Word

i) 5. X ----ymcbeq8b4b3fj. e sedls xn--mgbcz8a. <, S5

&ﬂ.ﬂ Untitled 1 - Op Nritar
] O Off B-E-H= 0 BER Y B B0 @E-v HEEETQA @ [frd 7 & F |
pen ICe [ ‘Default |v} |T|mesNewRaman |v| ‘12 [=) F U E == ficezer A-w-8- "
E R SRR SRS SRRV RN RNV R RSN SRR

This is an IDN test for the following IDN string:

&bt Jsl.xn-—-mgbez8a. us L uols,xn-—-ymebeq8b4b3 f. gl s

and this is a regular domain name:

WWW.cnn.com

even if we add a protocol like http://

w http://edb._sb.Jglan—mgbez8a. Luslususls,xn-—-ymebeq@bab3 ). dpngewll. Jls
I
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Examples

e —————1
31@ Sita 4l e KN -

More > Seaich tools

= Google search

t 39 results (0.17 seconds

Tip: Search for English results only. You can speciy your search language in
Praferancas

Gocgle promotio
Try Google Webmaster Tools

WW Qoogle. _CDWWGD'ﬂaSlefs’

Do you own deta. 37 Get indexing and ranking data from Google

EITO I ) LR L T I I e Y L LR T
- Tranzlats this paga

IDN user experience assessment project. Home!, Login. User Name Password. Auto
login until | logout explicily. Save my user name. Logn. Forgat Password

Index of /4s - Parent Directory
Al o Jof v

OpenSSL/1.0 04ips mod bwimited/1 4 Sener at xn-mabh0ft xn--mgbemdasdiar
Port 80 Index of ). 000" index of U..8~0,0" U U0 php

" Google advance search

-0 Q Goegle - @] | D b/ oo google.comaalearchla 3= Bios_oq=Bias_eqs fas_nlos Bias_ni

h
Thon o you ot
by
i = = J— gle  sito:tDa%AT9D0%54%Da%B3%D8%B0%00%83%08%AF%D0%eA%!  [[HEHN
ragion any region v Finopage Web  Images  News  Moe~  Searchts
last update anytime =| mapp - ke (0.58
sie o Goman o Jla e Try Google Webmaster Toals

www gcogle COmfw:Dﬂlﬂ;ltrs.‘
terms appeanng anywhere inthe page = :.:.-p:u;: Do you own ks a7 Get indaxing and ranking data from Geogle
SafeSearch Show most relevant resutts - Teusares STC Ayl ey

S0 « Translate this page

s e A Ry 0y Sy o) i ke 5 ST A S 863
reacing level 0 resaing tevel displayea . Fopige — ) p
il - 3 u i Ly "
Is type any format Find page e = g gl gl ST ST o

&0l i = Translate this page
wagtighis ot aredty eence < g AP e o S5 o {54) i ST A i

ol i gl 9 e iy gt
S (% PREETSpTpeH




Cilagleall aneiq ol L=l i

Communications and Information Technology Commission

Examples

= System Admin Tools: SSH

® 00 /5 Alhamed — bash — 107x23

User-2:~ Alhamed$

User-2:~ Alhamed$

User-2:~ Alhamed$ ssh alhamed@ & L: ... L:.J,0 .xn—mgbczBa. «la—=Lli.xn ymcbocgBbab3fj.i, spaadl oJlza
The authenticity of host ' (::1)' can't be established.

RSA key fingerprint is 76:c7:22:73:30:ed:9@:cb:5c:a4:71:91:21:83:088:20.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '' (RSA) to the list of known hosts.

Password:

bash: & L:. 5Lt )0 cxn—mgbczBa. ola—=li.xn ymcbcgBb4b3fj.i, s yastl oJl2s: command not found
User-2:~ Alhamed$
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Conclusion

User acceptance for IDNA is less than 1%. (Excluding
address bar in some web browsers).

It's been more than 10 years since the publication of
IDNA RFCs, it’s less than 1%

IDNA # browsers address bars.

How long do we need for Internationalized Email (IDN
Email) to be fully deployed, are we going to wait 10+
years to get a 1% acceptance of IDN Email.

RFCs are not enough, we need accelerators. As it is
happening in other internet converting topics (e.g. IPv6)



