
Arabic language characters and  Internet 
domain names



Arabic language standard charset

● Digits are not included since they can 
NOT be used in LGR for root zones

● U+002D: The Hyphen ( - )



Arabic language 
standard charset



Arabic language standard charset
● Used in Arabic IDN Domain names

● مصر.الاتصالات-وزارة

● xn----ymcbaaajlc6dj7bxne2c.xxn--wgbh1c



Diacritics and Shadda 
● ــ ً U+064B ARABIC FATHATANــ

● ٌــ U+064C ARABIC DAMMATANــ

● U+064D ARABIC KASRATANـــٍـ

● ــ َ U+064E ARABIC FATHAــ

● ــ ُ U+064F ARABIC DAMMAــ

● U+0650 ARABIC KASRAـــِـ

● ــ ْ U+0652 ARABIC SUKUNــ

● ــ ّ U+0651 ARABIC SHADDAــ



Diacritics and Shadda (Cont'd)
● Diacritics:

● King :مَلِك

● Property :مُلك

● َك Angel :مَل

● Shadda:

● Photos :صُوَر

● ر To be photographed :صُوِّ

● ر To take a photo :صَوَّ



Diacritics and Shadda (Cont'd)

● It is recommended that they should NOT be 
permitted in zone files

● They can be supported, not supported, or 
ignored on the client side

● They should be removed before processing 
(Querying a DNS)



Kasheeda 
● Example:

● Andایكـان ایكان

● Andالعربیـة العربیة



Kasheeda (Cont'd)

● U+0640 ARABIC TATWEEL

● Not a letter

● Does not change how a letter/word is 
pronounced

● Only for graphical presentation



Kasheeda (Cont'd)

● Since it has no linguistic value, it should not be 
allowed in zone files.

● They can be supported, not supported,  or 
ignored on the client side

● They should be removed before processing 
(Querying a DNS)



Diacritics and Shadda (Cont'd)
● Understanding how Diacritics and Shadda are pronounced 

is crucial in Arabic language



Space Character
● The breaking space U+0020  (ASCII 32)

● The non-breaking space U+00A0 (ASCII 160)

● Not allowed to be used in domain names, even 
in non-IDN domains.

● We can use the hyphen instead



Non-standard letters in Arabic language

● Using the letter چinstead of ج, or pronounced as CHE

● Using the letter ڨinstead of  ج

● Using the letter ڤinstead of ف

● Using the letter گinstead of ج

● Using پ, pronounced as P

● Using ژ

● Using ڠ



Non-standard letters in Arabic language



Non-standard letters in Arabic language

● Vodafone ad (Egypt)



Non-standard letters in 
Arabic language

● From a construction 
company official web page 
(Egypt)



Non-standard letters in Arabic language

● A company in 
Ramallah 
facebook page



Non-standard letters in Arabic language

● From a Tunisian news blog



Zero-width non-joiner (ZWNJ)
● U+200C

● Non-printable

● When placed between two characters that would 
otherwise be connected into a ligature, a ZWNJ 
causes them to be printed in their final and initial 
forms, this is the effect of space character also.



Zero-width non-joiner (ZWNJ)
- Security issues arise if permitted in labels, what if used 
between letters that are not originally joined?



Zero-width non-joiner (ZWNJ)
● Each browser deals with ZWNJ differently:

– Chrome converts it to space

– MS Explorer removes it.

● It's use is not common in Arabic, but very popular in 
some other languages like Persian.

● Should not be permitted in labels, a hyphen should be 
used instead.



Character Folding
● Multiple characters that may look alike are folded into 

one character (shape)

● In some countries some characters may be used 
interchangeably due to their shape similarity. For 
example, using يand ىinterchangeably at the end of a 
word is not allowed in such countries while it is very 
common in others.

● ـة and ـھat the end of word

● ا and ,إ,أ,آ

● ٶ andو



Character Folding (Cont'd)

● It may change the meaning of a word:

● ”means “Aboveعلى is a noun, butعلي

● means peacefulسلمي is a noun, butسلمى

● Against some spelling rules:

● Writing the word العربیھ(Arabic language) is 
against the spelling rule, it should only be 
written as العربیة.



Character Folding (Cont'd)
● Pros:

● Some types of spelling mistakes will not be an issue, at least technically

● Will help avoid phishing

● Cons:

● Against spelling rules, against preserving Arabic language ethics

● Requires extra levels of processing on registry/registrar side

● DNS and WEB DEVELOPMENT/HOSTING have to be aware if folding 
exists for a domain

● With one folded domain, a registrant can run several different instances 
with single bought domain name which means a lost income for the 
registry/registrar. 

● Secure communication like HTTPS and will need special attention.



.masr approach regarding folding
1- Established a permitted code point repository.

– Excluded the Diacritics, Shadda, Tatweel, and non standard Arabic 
letters.

2- No numbers allowed at beginning of the label (RegEx)

3- No hyphens allowed at the end of beginning of a label

4- Established a folding rules:

– Folding يand ىat the end of a label.

– Folding Eastern (Indic) and Western Arabic numbers

– No folding between ـھand ـةat the end of label

– No folding between different Alef ّ إ) (ا أ ا



.masr approach regarding folding (Cont'd)



Folding in .emarat
- Folding all Alef (  ّ (أ ا إ ا

- Folding يand ى

- Folding هand ة

- At time of registration the registrant is given only the 
requested variation of a domain

- All other variations are blocked.

- The registrant is allowed activate any of the blocked 
variation, and the remaining will stay blocked.



Folding in .emarat (Cont'd)

- Example: in case of registering  امارات.اختبار��



Folding in .qatar

- The registrant is given only the requested variation of a 
domain

- All other variations are blocked.

- The registrant is allowed to later request up to five (5) 
variation or a domain, any remaining variations will be 
blocked.



 ً شكرا

شکریہ

با سپاس

تشكر

Thank You


