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GNSO working groups: 
 
•  Cross community working groups 
•  DNS security and stability 
•  Fake renewal notices 
•  Fast flux 
•  Inter registrar transfer policy 
•  Post-expiration domain-name recovery 
•  Registration abuse policies 
•  Vertical integration 



The problem… 
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The Result… 
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The	
  desired	
  ac,on	
  as	
  a	
  result	
  of	
  the	
  decep,ve	
  
no,fica,on	
  is:	
  

– Pay	
  an	
  unnecessary	
  fee	
  (fraud)	
  
– Get	
  a	
  registrant	
  to	
  switch	
  registrars	
  unnecessarily	
  
(“slamming”,	
  or	
  illegi,mate	
  market-­‐based	
  
switching)	
  

– Reveal	
  creden,als	
  or	
  provide	
  authoriza,on	
  codes	
  
to	
  facilitate	
  theN	
  of	
  the	
  domain	
  	
  



Registrar-survey results 
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•  There is a problem 
•  It’s fairly steady 
•  Registrars are only seeing one source 
•  Registrants may be seeing more sources 

(especially when it comes to phishing) 
•  There’s enough impact to cause concern 



Potential Next Steps 
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•  Options that the GNSO Council may wish 
to consider as potential next steps: 
– Add a section to the RAA (Registrar 

Accreditation Agreement) that addresses 
Business Practices 

– Add the issue  
•  to an Inter-Registrar Transfer Policy (IRTP) 

PDP 
•  to the upcoming PDP on the RAA 



Potential Next Steps (cont’d) 
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– Refer the issue to the At-Large Advisory 
Committee (ALAC) to encourage better 
education and awareness of this type of 
abuse amongst the end-user community 

– Raise this issue with the Federal Trace 
Commission (FTC) in the United States to 
see if the registrar is in compliance with 
relevant law 

–  Initiate a PDP (Policy Development Process) 
on Fake Renewal Notices 

– Do not proceed with any action at this time  



Recommendation 
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• The drafting team recommends that 
the GNSO Council put this report out 
for public comment in order to 
obtain community input on the 
findings and potential next steps  
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Questions 
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Thank You 


