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AT-­‐LARGE	
  ADVISORY	
  COMMITTEE	
  
ALAC	
  Statement	
  on	
  the	
  DRAFT	
  Statement	
  of	
  ICANN's	
  Role	
  and	
  Remit	
  in	
  Security,	
  Stability	
  

and	
  Resiliency	
  of	
  the	
  Internet's	
  Unique	
  Identifier	
  Systems	
  
	
  

Introduction	
  
By	
  the	
  Staff	
  of	
  ICANN	
  

 
 

Julie	
  Hammer,	
  ALAC	
  Liaison	
  to	
  the	
  SSAC,	
  composed	
  an	
  initial	
  draft	
  of	
  this	
  Statement	
  after	
  discussion	
  of	
  the	
  
topic	
  within	
  At-­‐Large	
  and	
  on	
  the	
  related	
  mailing	
  list.	
  

 
On	
  01	
  June	
  2012	
  this	
  Statement	
  was	
  posted	
  on	
  the	
  At-­‐Large	
  DRAFT	
  Statement	
  of	
  ICANN's	
  Role	
  and	
  Remit	
  in	
  
Security,	
  Stability	
  and	
  Resiliency	
  of	
  the	
  Internet's	
  Unique	
  Identifier	
  Systems	
  Workspace. 
 
On	
  that	
  same	
  say,	
  Olivier	
  Crépin-­‐Leblond,	
  Chair	
  of	
  the	
  ALAC,	
  requested	
  At-­‐Large	
  Staff	
   to	
  send	
  a	
  reminder	
  
for	
  comments	
  on	
  the	
  draft	
  Statement	
  to	
  all	
  At-­‐Large	
  members	
  via	
  the	
  ALAC-­‐Announce	
  Mailing	
  List.	
  	
  
	
  
The	
  Statement	
  received	
  several	
  comments	
  of	
  support	
  and	
  no	
  amendments.	
  
	
  
On	
  8	
  June	
  2012,	
  the	
  Chair	
  of	
  the	
  ALAC	
  requested	
  that	
  Staff	
  open	
  a	
  five-­‐day	
  ALAC	
  ratification	
  vote	
  on	
  the	
  
Statement.	
  	
  	
  

	
  
[End	
  of	
  Introduction]	
  

	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  

	
  
	
  

	
  
	
  
	
  
The	
  original	
  version	
  of	
  this	
  document	
  is	
  the	
  English	
  text	
  available	
  at	
  
http://www.atlarge.icann.org/correspondence.	
  Where	
  a	
  difference	
  of	
  interpretation	
  exists	
  or	
  is	
  perceived	
  to	
  
exist	
  between	
  a	
  non-­‐English	
  edition	
  of	
  this	
  document	
  and	
  the	
  original	
  text,	
  the	
  original	
  shall	
  prevail.	
  



Page	
  2	
  of	
  3	
  

	
  

ALAC	
  Statement	
  on	
  the	
  DRAFT	
  Statement	
  of	
  ICANN's	
  Role	
  and	
  
Remit	
  in	
  Security,	
  Stability	
  and	
  Resiliency	
  of	
  the	
  Internet's	
  

Unique	
  Identifier	
  Systems	
  
	
  

The	
  ALAC	
  applauds	
  the	
  initiative	
  of	
  the	
  ICANN	
  Security	
  Team	
  in	
  proactively	
  responding	
  to	
  the	
  draft	
  report	
  
of	
   the	
   Stability,	
   Security	
   and	
  Resiliency	
   of	
   the	
  DNS	
  Review	
  Team	
   (SSR-­‐RT)	
   by	
   developing	
   this	
   Statement.	
  	
  
The	
  Draft	
  Statement	
  of	
  ICANN’s	
  Role	
  and	
  Remit	
  in	
  Security,	
  Stability	
  and	
  Resiliency	
  of	
  the	
  Internet’s	
  Unique	
  
Identifier	
  Systems	
  (which	
  will	
  be	
  referred	
  to	
  in	
  this	
  document	
  as	
  the	
  Role	
  and	
  Remit	
  Statement)	
  commences	
  
at	
   Section	
   II	
   of	
   the	
   document	
   and	
   appropriately	
   draws	
   from	
   information	
   contained	
   in	
   both	
   the	
   SSR-­‐RT	
  
Report	
  and	
  the	
  draft	
  FY13	
  ICANN	
  Security,	
  Stability	
  and	
  Resiliency	
  Framework.	
  	
  	
  

While	
   this	
   document	
   is	
   currently	
   intended	
   to	
   address	
   the	
   SSR-­‐RT	
   Recommendations	
   1	
   and	
   3,	
  
Recommendation	
  5	
   is	
  very	
  closely	
  related	
  to	
  Recommendation	
  3	
  (see	
  below),	
  and	
  the	
  ALAC	
  recommends	
  
that	
  the	
  Role	
  and	
  Remit	
  Statement	
  would	
  usefully	
  be	
  expanded	
  to	
  also	
  address	
  Recommendation	
  5.	
  	
  	
  	
  This	
  
could	
  be	
  easily	
  done	
  by	
  adding	
  a	
  section	
   to	
   the	
  document	
  which	
  describes	
   the	
  roles,	
   responsibilities	
  and	
  
relationships	
  between:	
  	
  SSAC,	
  RSSAC,	
  TLG,	
  IETF,	
  and	
  the	
  ICANN	
  Security	
  Team.	
  

SSR-­‐RT	
  Report	
  Recommendations:	
  

RECOMMENDATION	
  1:	
  ICANN	
  should	
  publish	
  a	
  single,	
  clear	
  and	
  consistent	
  statement	
  of	
  its	
  
SSR	
   remit	
   and	
   limited	
   technical	
   mission.	
   ICANN	
   should	
   elicit	
   and	
   gain	
   public	
   feedback	
   in	
  
order	
  to	
  reach	
  a	
  consensus-­‐-­‐-­‐based	
  statement.	
  

RECOMMENDATION	
   3:	
   ICANN	
   should	
   document	
   and	
   clearly	
   define	
   the	
   nature	
   of	
   the	
   SSR	
  
relationships	
  it	
  has	
  within	
  the	
  ICANN	
  community	
  in	
  order	
  to	
  provide	
  a	
  single	
  focal	
  point	
  for	
  
understanding	
  the	
  interdependencies	
  between	
  organizations.	
  

RECOMMENDATION	
   5:	
   ICANN	
   should	
   publish	
   a	
   document	
   clearly	
   outlining	
   the	
   roles	
   and	
  
responsibilities	
  for	
  both	
  the	
  SSAC	
  and	
  RSSAC	
  in	
  order	
  to	
  clearly	
  delineate	
  the	
  activities	
  of	
  the	
  
two	
   groups.	
   ICANN	
   should	
   seek	
   consensus	
   for	
   this	
   across	
   both	
   groups,	
   recognizing	
   the	
  
history	
   and	
   circumstances	
   of	
   the	
   formation	
   of	
   each.	
   ICANN	
   should	
   consider	
   appropriate	
  
resourcing	
  for	
  both	
  groups,	
  consistent	
  with	
  the	
  demands	
  placed	
  upon	
  them.	
  1	
  

In	
  relation	
  to	
  Recommendation	
  1,	
  specific	
  guidance	
  has	
  been	
  sought	
  on:	
  

1.	
   What	
   does	
   it	
   mean,	
   “to	
   coordinate	
   at	
   the	
   overall	
   level	
   the	
   global	
   Internet's	
  
system	
  of	
  unique	
  identifiers?”	
  	
  

	
  
The	
  ALAC	
  considers	
  that	
  this	
  coordination	
  role	
  is	
  appropriately	
  described	
  in	
  the	
  third	
  paragraph	
  of	
  Section	
  II	
  
beginning	
  “To	
  coordinate	
  means	
  …”	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
1	
  Report	
  of	
  the	
  Security	
  Stability	
  and	
  Resiliency	
  of	
  the	
  DNS	
  Review	
  Team.	
  
http://www.icann.org/en/about/aoc-­‐review/ssr/documents.	
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2.	
  What	
  are	
  the	
  limits	
  of	
  that	
  coordination	
  role?	
  	
  
	
  
The	
   ALAC	
   considers	
   that	
   the	
   limits	
   of	
   this	
   coordination	
   role	
   are	
   appropriately	
   described	
   in	
   the	
   sixth	
  
paragraph	
  of	
  Section	
  II	
  beginning	
  “ICANN’s	
  Technical	
  Mission	
  includes…”	
  
	
  
3.	
  What	
  does	
  it	
  mean	
  to	
  ensure	
  the	
  Security	
  and	
  Stability	
  of	
  the	
  global	
  Internet's	
  

unique	
  identifier	
  systems?	
  	
  
	
  
The	
   ALAC	
   considers	
   that	
   the	
   definitions	
   of	
   Security,	
   Stability	
   and	
   Resiliency	
   in	
   the	
   second	
   paragraph	
   of	
  
Section	
  II	
  provide	
  appropriate	
  descriptions	
  of	
  this	
  meaning.	
  	
  In	
  addition,	
  some	
  very	
  useful	
  conceptual	
  work	
  
has	
  been	
  done	
  by	
  the	
  Joint	
  DNS	
  Security	
  and	
  Stability	
  Analysis	
  Working	
  Group	
  (DSSA-­‐WG)	
  to	
  answer	
  this	
  
question	
   from	
   a	
   functional	
   perspective.	
   	
   It	
   identifies	
   the	
   following	
   functions	
   as	
   elements	
   in	
   a	
   Security	
  
Management	
  Framework:	
  

• Risk	
  Assessment	
  
• Risk	
  Planning	
  
• Standards,	
  Tools	
  and	
  Techniques	
  
• Audit	
  and	
  Compliance	
  
• Education	
  and	
  Awareness	
  
• Front-­‐line	
  Response	
  

	
  

These	
  functions	
  all	
  need	
  to	
  be	
  undertaken	
  to	
  ‘ensure’	
  Security	
  and	
  Stability	
  and	
  a	
  more	
  detailed	
  description	
  
of	
  them	
  would	
  comprehensively	
  answer	
  the	
  question	
  posed.	
  

In	
  relation	
  to	
  Recommendation	
  3,	
  specific	
  guidance	
  has	
  been	
  sought	
  on:	
  

“ICANN’s	
  SSR	
  relationships	
  with	
  others	
  in	
  the	
  Internet	
  ecosystem,	
  including	
  groups	
  such	
  as	
  
the	
  root	
  server	
  operators,	
  RIRs,	
  Registrars,	
  standards	
  bodies,	
   law	
  enforcement,	
  CERTs,	
  and	
  
operational	
  Security	
  communities	
  such	
  as	
  the	
  Conficker	
  Working	
  Group,	
  MAAWG,	
  etc.”2	
  	
  
	
  

The	
  Security	
  Management	
  Framework	
  developed	
  by	
  the	
  DDSA-­‐WG	
  could	
  well	
  provide	
  the	
  means	
  by	
  which	
  
these	
  SSR	
   relationships	
  could	
  be	
  mapped	
  both	
   functionally	
  and	
  organizationally.	
   	
   That	
  work	
   is	
   still	
  under	
  
development	
  but	
   should	
  be	
  available	
   to	
  be	
  utilized	
  by	
  other	
  groups	
  within	
   ICANN	
   in	
   the	
  near	
   future.	
   	
   In	
  
particular,	
  it	
  may	
  be	
  of	
  value	
  in	
  supporting	
  the	
  future	
  work	
  of	
  the	
  Board	
  DNS	
  Risk	
  Management	
  Framework	
  
Working	
  Group.	
  	
  

	
  

	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
2	
  Report	
  of	
  the	
  Security	
  Stability	
  and	
  Resiliency	
  of	
  the	
  DNS	
  Review	
  Team.	
  
http://www.icann.org/en/about/aoc-­‐review/ssr/documents.	
  


