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----- (@ Alternative Naming System Overview
e Whatis it?
 Technical and commercial overview

How should we understand this from an
@ """ ® Internet Policy perspective?

e Impact of general Internet users

e Impact on core concept of Internet

* Impact on cybersecurity and abuses

* Impact on compliance
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What is Alternative Naming System?

* Anything that sit outside the ICANN-administered DNS system

AlternatiVe DNS root XA 8languages v

Article Talk Read Edit View history Tools v

From Wikipedia, the free encyclopedia

The Interet uses the Domain Name System (DNS) to associate numeric computer IP addresses with human-readable names. The top level of the
domain name hierarchy, the DNS root, contains the top-level domains that appear as the suffixes of all Internet domain names. The most widely used
(and first) DNS root is administered by the Internet Corporation for Assigned Names and Numbers (ICANN). In addition, several organizations operate
alternative DNS roots, often referred to as alt roots. These alternative domain name systems operate their own root name servers and commonly
administer their own specific name spaces consisting of custom top-level domains.

The Internet Architecture Board (IAB) has spoken out strongly against alternative roots in RFC 2826 2
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What are examples of Alternative Roote

* Handshake or other blockchain-based
domain names

* Russian National Domain Name System
- Protect Russia Internet sovereignty

* Yeti DNS Project

- testbed of everything runs on IPv6

* [Pv9 / .chn- [ The 2nd Global Internet

C/) csc

2
0 handshake

Decentralized
haming and
certificate
authority

An experimental peer-to-peer root
naming system.
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Most impactful Alternative Naming System

Web3 Domains / NFT Domain /
Blockchain Domain / Crypto-domain

Top-level Domains How are blockchain domains different from regular
- Handshake: 12,269,119 .
- Decentraweb: 111,120 domains?
Second-level Domains: Blockchain domains differ from regular, traditional domains in several important ways. As
- «eth: 2,978,049 mentioned above, blockchain domains are more open and secure due to the transparent
~6 SM "8_88: _135’521 and decentralized nature of blockchain technology.
" - .bitcoin: 139,335

+.blockchain: 245,698 On top of that, they offer more functionality for end users. It's possible to build programs
-.crypto: 1,006,625 on top of your domain and run them like apps, inspect the records of existing domains,
-.dao: 145177 and build software to interact with them.

- .nft: 751,979

- .wallet: 558,842 Whereas traditional domains are typically fairly one dimensional and serve a few narrow

*.X: 286,771 purposes, blockchain domains come with much more scope for interaction and tinkering.
-.zil: 299,557
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Evolution of the Web

“Web that understands itself”

or “Semantic Web”
Web 1.0 Web 2.0 | Web 3.0
i Concept: Tim Berners-Lee - 1999

Coined: John Markoff, NYTimes, 2004

“The Hypertext “The Social Web”
Web” 2004-now
1989-now

Tim Berners-Lee Dougherty 2004
“Decentralized web based on

|
|
|
!
Tim O’Reilly, Dale !
i
|
! Blockchain”

Gavin Wood, Co-founder of
Ethereum, 2014

Source: “World Wide Web and Its Journey from Web 1.0 to Web 4.0, (IJCSIT) International Journal of Computer Science and Information Technologies
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Coined by Ethereum co-founder Gavin Wood in 2014 - to fight the centralized
power and dominance of a handful of Web2 giants like Facebook, Amazon, or
Google by creating a decentralized version of the internet.

O=P=>&=- o

Ethereum Wallet Data and

decentralized,

Money autonomous
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Has Web3 Overtaken the Internete

Dapp daily user Dapp daily user
0% 1%

95% app failed, even then,

“zaadlCLE Dl Dapp’s still only 1% of total size

Successful App
5% total
99%

App users
100%

® Dapp daily user ® App users ® Dapp daily user ® App users
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NI (P, Father of the Internet
Q. St L e Inventor of WorldWideWeb

"

Sir Tim Bernard Lee

hings are
he web at the

Won’t use Blockchain ! !
“They’re too slow too expensive and too public”

|
<_/ ?.00‘ \
o P ass
A P ree
P rF o
Has, pemnches o
I ne
o [ i@
PL

g e

machine-processable navigable space



https://www.cnbc.com/2022/11/04/web-inventor-tim-berners-lee-wants-us-to-ignore-web3.html

How blockchain works?e

C/) csc

How Blockchain Works?

© ° =
S ......:.. ......:.. ; ? °
: S ; = L.
? E
A transaction is A block that represents Theblockissentto &
requested the transaction is created every node %

in the network ..°'

... .. »

J ? ......::.

?

Nodes;validate Nodes recieve a
the transaction reward for the
proof of work

. S

A block is added,
to the existing
Blockhain

The transaction
is complete

Source: https://www.geeksforgeeks.org/how-does-the-blockchain-work/
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Blockchain/web3/NFT Domain — Why does it existe

Send Receive

Your balance

$100.66 > Send Receive ‘

» $32.87 All time

Watchlist $20 Wt IR $2 O ° O O £

0 §20,678.07 *
8Tc Send all
Send all
»

Ethereum

0 ETH 9157831 0 &« > *
"2

XRP -~ -~
. XRP $0.34 *

Bitcoin Cash -
e BCH $121.07 * P~

Litecoin
O " s . e o AT

3HLgeY TuBkznzJd5d9ovelL TxqdxpbplL420h

Public Key
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How blockchain “domain” workse

C/) csc

2. Smart Contract

creation
(aka association domain
name and public key)

3. NFT
image
created

3.5. NFT stored

in crypto-wallet

4. Resolve through DNS-like system

ETH Address: 0x225...c3B5
BTC Address: 1.nJv..BHWB
Twitter: @lucemansnl

Discord: lucemans #2066

0x225...c3B5 = 1

July 9, 2024 | Proprietary and Confidential
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What is NFT (Non-Fungible Token)?

Non-Fungible = not replaceable by another identical item; not

mutually interchangeable.

July 9, 2024 | Proprietary and Confidential 14


https://www.google.com/search?sca_esv=5253a18b766cf5c0&q=replaceable&si=ACC90nwZrNcJVJVL0KSmGGq5Ka2YlyS8iiJw6T4VCgXLhMcm0b4gS9S4ppt9tVr9Sokv11oICVrLot-jKMRgUBXy1WrDeKiXB6TbRncbBfmX0e_d1iWTqZU%3D&expnd=1&sa=X&ved=2ahUKEwiNqb-pmZWHAxXWi68BHSYhDIwQyecJegQIOxAP
https://www.google.com/search?sca_esv=5253a18b766cf5c0&q=mutually&si=ACC90nx67Z8g0WkBmnrPB4IqtqGveMGa810_2-VEuoB7hhhyugMd7jccFdAhgHvAPUu5ea-JnDQg9og3JkDIUVrXIIrMKO_wqdLI519RrvL8MH-e0g83D6Y%3D&expnd=1&sa=X&ved=2ahUKEwiNqb-pmZWHAxXWi68BHSYhDIwQyecJegQIOxAQ
https://www.google.com/search?sca_esv=5253a18b766cf5c0&q=interchangeable&si=ACC90nxbGKaGCVspwxvAd4dU9Rvhb1Gj3nRuh5O0FBgBMj7CPRM3sO1K9cs6jX0J9IEOww_OTM7naE2DNOZefqtY7ZmKbcjel8lUzkJfweiMcQnnMKKthmV_CRgfAniI756nRvqBKp_t&expnd=1&sa=X&ved=2ahUKEwiNqb-pmZWHAxXWi68BHSYhDIwQyecJegQIOxAR

NFT Domain

g unstoppable
domains

. wallet

*.COIN

o.Zil

o.Crypto ETH m
*X

. bitcoin

« 888

».Nft

«dao

* blockchain

< /J CSC July 9, 2024 | Proprietary and Confidential 15
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“Real” infernet vs Web3

Works anywhere, any devise Work only if you have plugin, or

through a “linking” service in normal
domain name

Decentralised technology, but with a Decentralised in fundamental
concentrating trend technology, but actually very
concentrated in many aspects

Decentralised in policy - ICANN is not Centralised in policy

one central authority, but multi- (DAO - but what about ownership
stakeholder model concentration?)

‘ / ’ CSC July 9, 2024 | Proprietary and Confidential 16
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How should we understand this from an
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e Impact of general Internet users

e Impact on core concept of Internet

* Impact on cybersecurity and abuses

* Impact on compliance
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unstoppable
Consumer harm ﬂ domains

Tech

Web3 Domain Name Service Could Lose Its Web
Address Because Programmer Who Can Renew It Sits
in Jail

Eth.link expired on July 26 and will be up for grabs on Sept. 5, according to GoDaddy.

By Elizabeth Napolitano, Margaux Nijkerk ® Aug 27, 2022 at 6:30 am. Updated Aug 30, 2022 at 1:32 a.m.

That’s because the only person with the authority to renew the domain, (Jigs[IK€ i1 =1 gl =R Baglelgi (B el o]y

sentence for helping North Koreans use cryptocurrencies to circumvent sanctions and has been unable to renew the
ool Ridelul el Eelgl According to a notice domain registrar GoDaddy published on its website late Friday, eth.link

The DAO relied on the eth.link site to provide access to information about all ENS names
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Consumer protection

+ socialplatforms/

+ attorneyfind/

+  xn--glaic9ec/ (3amns)

+ johncoltrane/

+ dominosugar/

+ opeso/
+ ecojet/
+ liquidationsale/

C/) csc

9,001.00 HNS

16,299.00 HNS

99,999.00 HNS

69,420.00 HNS

40,000,000.00 HNS

3,500.00 HNS

25,000.00 HNS

1,000,000.00 HNS

1 HNS =0.36 USD
1 HNS =0.022 USD

)

14,400,000 USD
To
880,000 USD

July 9, 2024 | Proprietary and Confidential
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Gas fee — the hidden cost [

Gas Fee

Hi,

I'm trying to work out the total cost for purchasing a domain name. The domains are listed, but is there a guide for the gas
fee for purchasing a .wallet or .cryptc domain?

facebook Email or phone F N accq Thanks

4}2{}_, Dﬁ &Sham

< NO RENEWAL COSTS >

—|— Add a Comment

Web3 Domains and TLDs
Yours, forever.

@ [deleted] - 3y ago

Freename [3.;‘3 theonlymo - 3y 23

3.6K likes « 3.9K followers The last eth gas fee | paid was around $150 @ You have to pay a gas fee to claim the domain in your wallet and

gas fee to set the crypto addresses. Every time you transfer the domain between wallets or change the crypto
addresses you have to pay the gas fee. As others have said the fee should be drastically lower once they switch to
level 2. For now I'd suggest registering the domains you want before they are taken. You can held them in your
unstoppable account until you are ready to take possession in your wallet.

43¢ [JReply T, Share

Posts About Reels Photos Videos

$150 Woah! | think I'll wait! Thanks

w1 [IReply T, Share
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What if we remove Gas-fee@¢

- Unstoppable used to be using Ethereum, which

has really high gas fee
UNSTOPPABLE

- Move to Polygon - a low-cost layer-2 chain based % polygon d DOMAINS
on Ethereum

- Can it be free forever?

-  Would the consumer lose the domain if it doesn’t A N
survive? O HEL Lo Lz ' )
-  What's the ICANN policy in comparison? " . Goodbye gas fees -

Polygon (MATIC) Gas Fee Spikes 13.250% to 4,005
gwei as Daily Txns Hit Yearly Peak Above 6M

DATE: NOVEMBER 16, 2023 WRITTEN BY: SAM WISDOM RAPHAEL

000¢ Pblygon Labs lays off 60 employees, about 19% of its
staff, CEO says

Jacquelyn Melinek @jzcamelinek / 4:41 AM GMT+11 = February 2, 2024 C] comment
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One World, Crashing Infernet 6 unetoppable

@ » News » Technology . d G m al ns

. . - “Emercoin” created “.Coin” earlier
Unstoppable Domains Stops than Unstoppable
59“'% Coin D(’)mam.s After - Built on different blockchain
Realizing They’ve Existed for - Unstoppable terminated .COIN
Years based on principle of first come first
Emercoin has been offering .coin domains since 2014, so Unstoppable Domains is
cutting services to these NFTs and issuing refunds. serve
@ 5 sccioution No evil ICANN, no one can delete it?

“Naming collisions are dangerous for the
Unstoppable community and for Web3 as a
whole,” the firm wrote. “Multiple versions
of a [top-level domain] could cause chaos.
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https://decrypt.co/resources/what-is-web-3

Battle of the .wallet

* Gateway.io - created .wallet in July
31, 2020 under Handshake

* Unstoppable - create .wallet in PNW -
Summer (US) 2021 under their R o AR AR AL
Own Chain FEATURED DOMAIN ADS

- Unstoppable filed a lawsuit suing  R'SH “.link  sTore
Gateway to “engaged in a o » oo Lau
campaign of chaos”

Unstoppable Domains and .wallet
" By being the first to make commercial use of the WALLET mark, Unstoppable HandShake owner flle duellng IaWSL"tS

Domains has acquired the right to exclude others from using the WALLET mark, or E Andrew Allemann (©8 Comments September 23, 2022
any similar mark that is likely to cause confusion in the marketplace.

Fight escalates between Unstoppable Domains and Handshake.
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Warning from ICANN

@ One World, One Internet SEARCH O, LOGIN | SIGN UP
TCANN

GET STARTED NEWS AND MEDIA POLICY PUBLIC COMMENT RESOURCES COMMUNITY QUICKLINKS

ICANN Blogs
Something simple: unless Internet users install specific software on their digital devices, they will
pleid IR GRTECR a0l If they click on such a link, it will fail with an error message that the
domain cannot be found. In order for Internet users to connect with such names, they would have
o either install a specific browser, install a special plug-in to their favorite browser, or configure Y
heir system to use a specific DNS resolver that would bridge to the Handshake blockchain world. g ' Media Resources

Buyer Beware: Not All Names Are Created Equal

ith some ICANN-accredited registrars now selling NIS, DOA, or other similar domains alongside

standard domain names, the potential for confusion among unsuspecting customers seems high.

them? Update on the Next ICANM
Strategic Plan

A key reason is to obtain a brandable domain that is easy to pronounce and spell. We also make ICANN's World Summit on the

assumptions. For example, you might assume that any potential customer anywhere in the world Information Society 20-Year Review

could use the domain name you select to connect with you easily, either by clicking on a link or Outreach Efforts
typing the name into a browser.

ICANN Continuous Improvement
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Web3 "New’

* “Advance interoperability of Web3 domain registries and
better secure digital identities by preventing, for example,
cybersquatting.”

* Sandy Carter, senior vice president and channel chief of
Unstoppable Domains:

 coalition is “dedicated to creating the equivalent to how Web?2
domain names are organized by the Internet Corporation for
Assigned Names and Numbers (ICANN)”

* “Today, there is no such governing body for Web3 domains”,
she noted.

Press Release

Web3 Domain Alliance Launches to Protect
Users’ Digital Identities

Nov. 2, 2022

The newly formed member-led alliance will support the development of Web3 domains
and work to fight bad actors, cybersquatting and domain collisions in Web3.

C/) csc

initiative to re-create ICANN — Nov 2022

WIDA

WEB3 DOMAIN ALLIANCE

@ \7 Blockchain @ 24 wazirx @ i PNS.
mNS @ BitDegree @ § thresly Kica
~
CIAN @ WEB23
. NFTrade "a - unstoppabie EKNS
united g domains PounREss
D Puma Browser .
@ & wyre @ WAM Math Wallet © sologenic A Markmonitor
= fsn
. cas_ @ xcelpay @
& Metascan PBEL @ exsyneray @ Bonfida
MyD: : ol VAI.N:‘SJ —
A klever @ yDoge (C omniwallet — . EasyIP
N NEAR R Rarible Coreum @
@ Talent Protocol
INDACDIN S
v, NET = wirex EDN
5' DOMAINS “r- NET e c Doma|§s @
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Blockchain/NFT Domain going into ICANN world

Freename tries to bridge DNS and blockchain

/-ev’if\h_rp’\y :'-:C'..E"_. 26. 2024. 15:25:13

C). Domain Tech

Swiss blockchain naming startup Freename has released a
service it says it hopes will help make blockchain-based

«
* More and more “Web3 namin |
- . GoDaddy’s GlobalBlock supports blockchain names
D Omaln Companles It,s Ca"' Kevin Murphy, February 20, 2024, Domain Services
pl anned tO apply for NeW Freena GoDaddy’s Brand Safety Alliance has finally released the list
TLD (curren  of TLDs supported by its new GlobalBlock brand protection
g Handsl  service, and it’s notable for including a couple dozen
« . »  domain  extensi¢ o i o ; :
° ebUnited inks deal to “mirror” country’s TLD in the
Some have even “applied”  comememery Lmmed
Befo re neXt round like reaular zone filil Kevin Murphy, February 12, 2024, Domain Registries
Op ene d Blockchain domains startup WebUnited says it has signed up

C/) csc

its first registry client to a service that allows domain names

tobe “mir - Another crypto firm to apply for a new gTLD

Kevin Murphy, February 1 24, Domain Services

D3 Global, the new gTLD consultancy specializing in
cryptocurrency and blockchain clients, has signed up its
third public client.




CSC

D -

Lol

NFT Domain —
Impact on

Cybersecurity and
DNS abuses

T R 51 AT

July 9, 2024 | Proprietary and Confidential 29



Cyber-security — is blockchain really safee

C/) csc

2. Smart
Contract
creation

3. NFT
image
created

Yes!

4. Resolve through DNS-like system

ETH Address: 0x225...c385

BTC Address: 1JnJv...BHWB
Twitter: @lucemansnl
Discord: lucemans#2066

0x225...c3B5 i 8

3.5.NFT
stored in

crypto-wallet

This is where we do DNS
hijacking (Kaminsky Attack)
- Blockchain is probably
immune to it as itis
immutable
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Cyber-security — is blockchain really safee

* Huge cybersecurity concern over
blockchain technology

CCCCCC

1. Dlgltal asset can Stlll be StOlen by phishing attack on OpenSea users
hijacking where you store the
private key

/ Two hundred and fifty-four
tokens were stolen over roughly
three hours

2. Once itis done, it cannot be
reversed

nnnnnnnnnnnnnnnnn
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Web3 is good for phishing?

e e b . _ - Link to cryptocurrency for payment
Phishing Campaigns Abusing Web3 - Alot of hype but no one really understands it

Platforms Increases 482% in 2022 - Easy to hide identity
- Cannot reverse the money once you stole it

- IPFS hosting is hard to takedown - might be even

Home » Blog » Phishing Campaigns Abusing Web3 Platforms Increases 482% in 2022

The term “Web3" refers to a set of technologies intended to decentralize common Internet and computing activity. Proponents of
decentralization tout the ability to host content without the need for large technology companies. In gt~ ~=:sbhmddes o —eeboliobe
any content, avoiding technical problems like server management as well as legal problems or censoi 25%
features make the technologies attractive to threat actors seeking easy, robust hosting for malicious «
credential phishing campaigns that reached inboxes during the first three quarters of 2022, we fou
abuse of Web3 platforms for phishing during the first three quarters of 2022. In this report, we expla 20%
(il
platforms for phishing threat actors and analyze the growth and other trends in malicious Web3 usat
Why Web3 Is Good for Phishing Threat Actors
15%
10%
) I
w mm
Jan-22 Feb-22 Mar-22 Apr-22 May-22 Jun-22 Jul-22 Aug-22 Sep-22
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Web3 phishing example

File Message  Developer Help Q Tell me what you want to do
@0 -
R A B (woee I B B & B @«
Reply Reply Forward p\yo Qjunk~ Delete Archive | Assign Mark Categorize Follow | Report
Al Policy v Unread  ~ Up~ | Phishing
Respond Delete Tags G Cofense

5749344 Files #D0C101522

b L wmm o W8 it v taim i <® e e

O

7 Fax Received
You have received (2).pdf file shared with you Online

|4 DOC101522-1015202211575... |,

Reference: Scanned Files #D0OC101522 Copy
Document PDF
Received October 20,2022

0 to document]

New Fax

% Reply All

A fax-themed email linking to a fraudulent
page hosted on the Microsoft Customer Voice

service.
Source: https:

& Microsoft

Enclosed Documents For Your Review

Pages: 2

Date: Tuesday, 19 Oct 2022
Resolution: 350x300 DPI
Status : Delivered Successfully
File Format: PDF MHR(G6)

CLICK HERE TO PRINT | PREVIEW DOCUMENT

B® Microsoft

Confirm Your Identity

You've received a secure file
-2 0 56.1KB
To receive and download this PDF file, please

enter specific professional email credentials

that this document was sent to.

The fraudulent page linked in B

the email. It leads to a phishing Enter email @

page hosted on Skynet.

A® 2022 Microsoft Privacy & Cookies

The Skynet-hosted phishing page
linked by the campaign
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Web3 phishing is also non-existence

* Everything requires a REAL URL as
no one can really access Web3
content

* Done via “Gateway URL’ provider

 What does Web3 add-value to
internet security in practice?

C/) csc

Others
nftstorage.link 6%
7%

dweb.link
8%

fleek.co

= 44%
ipfs.io

8%

icO.app
9%

siasky.net
18%

Most popular services used to create “gateway” URL for the phishing attack.

Source: https://cofense.com/blog/phishing-campaigns-abusing-web3-platforms-increases-482-in-2022
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Crypto-related domain in tfraditional domain system

— g? rEddi'l' :_ © /CoinBase o

* More than 30,000 crypto-related
domains and subdomains were
‘_ c rfCoinBase - 3 mo. age ves ldentlfIEd as SllSplClOllS or at

N ) _ ) least worth investigating.
Potential Phishing Scare with Unstoppable Domains and Coinbase

— Need Advice! * 94 percent of the sampled

domains either had privacy-
protected, undisclosed, or

WAGRZNE poour  REseARcH  News redacted registrant email

Beware Of Fake Cryptocurrency Domain Names agcd'rlfsies, makm}% it hard to

I'l nersnip.

| tried clicking the link again, bu Q@@@ a ute owners p

Could this have compromised m Revealing and concerning statistics

consent? Any insights or advice ¢ - Jonathan Zhang, CEO at Whois XML API Ié“

Walnut, Calif. - May 20, 2021

I've run into a concerning situation and could use some auidance. | fell for a ohishina email that was advertisina an
G E’\] \j ntips: cybersecurilyvenlures.com Deware-ofl-fake-Cryptocurrency-domain-names,

offer from Unstoppable Domain:

Mow | am already an existing Un

When the phishing site prompte

option. This action opened my C

The whole internet is abuzz with cryptocurrencies. Even those who are not innately interested in investing
in them are joining the trend — including cybercriminals.

About $18 million USD was lost to cryptocurrency-related scams in the first quarter of 2021, including the
fake Elon Musk giveaway, which caused one person to lose more than a half-million dollars. On top of that,
most cryptocurrency-stealing malware can be bought for as low as one dollar on the dark web.

One of the elements crypto-related scammers and cybercriminals often need for executing campaigns is
domain names, as they can serve as vehicles to deliver malware-laden emails or lure in victims with the
promise of big rewards and earnings.
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0 kil

July 9, 2024 | Proprietary and Confidential 36



ICANN Principle to uphold One World One Internet

_@_ GET STARTED MNEWS AND MEDIA POLICY PUBLIC COMMENT RESOURCES COMMUNITY QUICKLINKS
° 1 h
Ve ry lmp O rtant teXt t at S etS Resources ICP-3: A Unique, Authoritative Root for the DNS

b About ICANN

out the commonly accepted
policy of the Internet

Board Activities and
Meetings

Accountability

-

Governance
» Groups

Business

* ICP-1 - set out the g
responsibility of [ANA

Contractual Compliance

Registrars

-

Reqgistry Operators

e [CP-2 - set out the criteria of

|dentifier Systems

new Regional Internet B ST
Registries (RIR) L

) CSC

IMPORTANT NOTICE. The following Internet Coordination Policy is being posted for the information of the
Internet community and is a statement of policy currently followed in administering the authoritative root of the
i : System.

Comments on this document are welcome and should be directed to comments@icann.org.

Abstract

goals is that it reliably provides the same answers to the same queries from any source on the public Internet,
thereby supporting predictable routing of Internet communications. Achievement of that design goal requires a

Although the Internet allows a high degree of decentralized activities, coordination of the assignment function
by a single authority is necessary where unigue parameter values are technically required. Because of the

Where central coordination is necessary, it should be performed by an organization dedicated to serving the

July 9, 2024 | Proprietary and Confidential
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ICP-3

In fact, some of the operators of these alternate roots state that stability is not an important attribute for the
DNS. This thesis, for reasons already stated, is at fundamental variance with ICANN policy as embodied in its
founding documents. Some of these operators and their supporters assert that their very presence in the
marketplace gives them preferential right to TLDs to be authorized in the future by ICANN. They work under
the philosophy that if they get there first with something that looks like a TLD and invite many registrants to
participate, then ICANN will be required by their very presence and force of numbers to recognize in
perpetuity these pseudo TLDs, inhibiting new TLDs with the same top-level name from being launched
through the community's processes.

No current policy would allow ICANN to grant such preferential rights. To do so would effectively yield ICANN's
mandate to introduce new TLDs in an orderly manner in the public interest to those who would simply grab all
the TLD names that seem to have any marketplace value, thus circumventing the community-based
processes that ICANN is required to follow. For ICANN to yield its mandate would be a violation of the public
trust under which ICANN was created and under which it must operate. Were it to grant such preferential
riahts. ICANN would abandon this public trust. rooted in the community. to those who onlv act for their own
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Cybersquatting and IP Abuse
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Intellectual Property Infringement

* Immutability
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* Not actually, most Web3 contents are saved in traditional hosting
infrastructure. But still, it is very hard to know
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ICANN compliance — DNS Abuse
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This Public Comment proceeding was initially scheduled to remain open from 29 May 20:
through 13 July 2023. The Public Comment proceeding was extended by one week in resj
requests for additional time to submit input. ICANN org received thirty-six (36) comment
proposed amendments to the base generic top-level domain (gTLD) Registry Agreement
and the 2013 Registrar Accreditation Agreement (RAA) from groups, organizations, and

individuals. ]I | I I
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Blockchain/web3/NFT Domain — Why does it existe

Send Receive

Your balance

$100.66 > Send Receive ‘

» $32.87 All time

Watchlist $20 Wt IR $2 O ° O O £

0 §20,678.07 *
8Tc Send all
Send all
»

Ethereum

0 ETH 9157831 0 &« > *
"2

XRP -~ -~
. XRP $0.34 *

Bitcoin Cash -
e BCH $121.07 * P~

Litecoin
O " s . e o AT

3HLgeY TuBkznzJd5d9ovelL TxqdxpbplL420h

Public Key

< / ’ CSC July 9, 2024 | Proprietary and Confidential 42



Nature of Blockchain and complication on compliance

* Blockchain domains are mainly used to
facilitate easier identification and access

to blockchain wallet
* Web3 domain is similar to the

B — | username/account name of a wallet

- - 20.00 oy : :

e - » Wallet is “kind of” a financial tools - not
R 2 » — regulated as yet in most countries
e z * Crypto assets can be hijacked

3HLgeYTuBkznzJ5d9ovelTxqJxpbpL420h

Public Key * Web3 domain could expand the role of

domain into banking/investment/finance
* [s ICANN ready for this? Does it matter?
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Internet Fragmentation

* [Pv9?

 Official blockchain DNS for
China or Russia?

C/) csc

China wants to patent a decentralized
blockchain DNS

E Andrew Allemann &9 Comments May 10, 2021

Chinese government entity files U.S. patent application for blockchain-based DNS.

[RALO)CILCTE]/A\NN]

The Chinese government wants a U.S. patent for a decentralized, blockchain-based DNS
that could compete with the existing domain name system overseen by ICANN.

The China Internet Network Information Center (CNNIC), the internet division under China’s
Ministry of Industry and Information Technology, filed a U.S. patent application (pdf) for

Blockchain multi-party shared-governance-based system for maintaining domain name
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Questions?e

Alban Kwan

M alban.kwan@cscglobal.com
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