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Housekeeping rules

★ Please type your questions in Q&A pod.

★ Text written in the chat will not be read aloud.

★ Chat sessions are archived. 

★ Moderator and remote participation manager will 
manage the queue.

★ This meeting is governed under ICANN’s Expected 
Standard of Behavior.  

http://www.icann.org/en/news/in-focus/accountability/expected-standards 

https://cdn.emojidex.com/emoji/seal/female_police_officer.png

http://www.icann.org/en/news/in-focus/accountability/expected-standards
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Welcome

Alejandra Reynoso (.gt)

Summary

★ ICANN 66 - Montréal
○ Plenary “DNS Abuse” ICANN 66
○ “DNS Abuse prevention system” 

by EURid (ccTLD news)

★ ICANN 67 - Cancún

★ ICANN 68 - Kuala Lumpur (virtual)
○ Emphasis COVID-19



   | 4

Agenda

★ Part 1 - [60 min] Impact of COVID-19
○ TLD-OPS business continuity and disaster recovery playbook
○ Running a ccTLD in crisis mode
○ ccNSO Internet Governance Liaison Committee (IGLC) 

contribution on capacity building

★ 15 min break

★ Part 2 - [75 min] DNS Abuse
○ What is DNS Abuse and why is it relevant to ccTLD 

managers?
○ COVID-19 issues from an ICANN perspective
○ Panel discussion
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Part 1 - Impact of COVID-19

TLD-OPS Business Continuity / Disaster Recovery Playbook.

Patricio Poblete (.cl)

Running a ccTLD in 
crisis mode: from 
the 2019 political 

upheaval to 
the 2020 pandemic.

Pierre Bonis (.fr)

Internet Governance 
Liaison Committee 
(IGLC) contribution 

on capacity building.

Jacques Latour (.ca) Régis Massé (.fr) Barbara Povše (.si)Alejandra Reynoso (.gt)



June 23, 2020
ICANN68, Remote

Jacques Latour, .ca (Chair)
Régis Massé, .fr (Vice Chair)

TLD-OPS 
DNS in times of COVID-19:

the ccTLD experience



TLD-OPS Standing Committee

Ahhh!!  Not another boring TLD-OPS update!
Remote! In the middle of the night!!!!

• What can I do:
A. Run away
B. Sleep
C. Daydream
D. Play solitaire

E. The best you can do stay awake!



TLD-OPS Standing Committee

DR/BCP - Drafting Team Status: Success

• Dirk Jumpertz, .EU, was unanimously approved as DR/BCP 
Drafting Team fearless leader and outstanding contributor 
to the DR/BCP plan :-)



TLD-OPS Standing Committee

DR/BCP Table Top eXercise (TTX) Workshop 
@ ICANN66 Montreal

• Simulate a registry compromise

• Test the DR/BCP Playbook against 
the scenario

• Update the DR/BCP Playbook 
against the gaps, observations and 
lessons learned

• ~30 different ccTLDs attended



TLD-OPS Standing Committee

Even working during the break ☺



TLD-OPS Standing Committee

Workshop Document Templates



TLD-OPS Standing Committee

Table Top Exercise (TTX)



TLD-OPS Standing Committee

Table Top Exercise (TTX)



TLD-OPS Standing Committee

Table Top Exercise (TTX)



TLD-OPS Standing Committee

DR/BCP Playing Cards – Big Success!



TLD-OPS Standing Committee

DR/BCP Playing Cards – Big Success!
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TLD-OPS Standing Committee

Ressources & Contacts

Jacques Latour
Standing Committee Chair

+1.613.291.1619
jacques.latour@cira.ca

Régis Massé
Standing Committee Vice Chair

+1.6.83.12.43.49
regis.masse@afnic.fr

http://ccnso.icann.org/resources/tld-ops-secure-communication.htm



Thank you!



   | 20

Part 1 - Impact of COVID-19

TLD-OPS Business Continuity / Disaster Recovery Playbook.

Jacques Latour (.ca) Régis Massé (.fr) Barbara Povše (.si)Alejandra Reynoso (.gt)
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Part 1 - Impact of COVID-19

★ Fri 06/Mar - Guatemala declares state of calamity. 

★ Wed 11/Mar Exercise: One page Business Continuity Plan. 

★ Fri 13/Mar - 1st COVID-19 case in Guatemala. 

★ Mon 16/Mar - Schools and universities closed. 

★ Tue 17/Mar - All operations are being done remotely. 

★ Documentation is being built:

○ Business Continuity Plan - 76 pages so far

■ Risk Assessment & Management of 18 risks

■ 11 BC Plans - Most likely to happen

■ 4 Protocols

○ Procedures - 51 pages so far
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Part 2 - Impact of COVID-19

★ Information Security Policies for the Registry based on 
ISO27001

★ Tue 17/Dec 19: Registry.si Team used TLD-OPS Playbook - 
and played a game

★ Thu 27/Feb 20 - 1st BCP: Epidemic

★ Fri 13/Mar - Slovenia declares state of calamity. 

★ Mon 16/Mar - Schools and universities closed. 

★ Mon 17/Mar - All operations are being done remotely. 

★ No major issues, 

still developing BCM and different BCPs 
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Part 1 - Impact of COVID-19
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Patricio Poblete (.cl)

Running a ccTLD in 
crisis mode: from 
the 2019 political 

upheaval to 
the 2020 pandemic.

Pierre Bonis (.fr)

Internet Governance 
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on capacity building.

Jacques Latour (.ca) Régis Massé (.fr) Barbara Povše (.si)Alejandra Reynoso (.gt)



Capacity building : 
Effects of the 

lockdown on ccTLDs ? 

ICANN68 | Pierre Bonis (IGLC Chair)



Which of the IG topics relevant to 
ccTLDs are being addressed?



A quick survey among 
IGLC members

Answers from AF, AP, EU and NA regions. extracts 





Why are we into capacity building activities? (some answers)

• It's our mission (in our bylaws). 

• It's expected from our stakeholders. 

• It's a way to promote the usage of domain names 

• to develop commercial services 

• allow the staff and the Registry itself to achieve its goals

• To ensure the smooth functioning of the domain name 

system.



To whom is it targeted?

• internal staff

• potential future registrants

• government

• registrars

• registrants





Expectations 
from 
stakeholders 
during the 
crisis 
(discussion, 
not in the 
survey)

• Cybersecurity advices and training

• Online presence (registering, website building…)

• How to fight abuse on the Internet? (especially 
COVID-19 related)…



The impact of the lock down

• Obviously, most of in praesentia events were 
cancelled but :

• Webinars enormous success

• Guides, publications from ccTLDs were searched and 
(sometimes) read.

• Support had to answer questions in a more “capacity 
building” approach, and less “technical support”, for those 
who run a support not only to the registrars but also to the 
registrants



Any lessons to learn?

• Greater audience online (huge load for the staff, but 
easier to attend for the audience).

• In times of fear and questions, ccTLDs are even more 
seen as a neutral and professional source of expertise 
(even from the press !)

• How can we build on that ? 



You have the 
floor!
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Break - Part 2 starts at 01:45 UTC

15 
minutes 

https://www.pepperlaw.com/resources/jpg/blog_post_photo_5231.jpg
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Part 2 - DNS Abuse

Nick Wenban-Smith (.uk)
Moderator of Panel

John Crain (ICANN Org.)
COVID-19 related issues

Barrack Otieno (AFTLD) Leonid Todorov (APTLD)

Ignacio Estrada (LACTLD)Peter Van Roste (CENTR)

Regional Organizations
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DNS Abuse: Introduction and 
relevance to ccTLDs

It seems obvious, but …

• What is illegal offline is illegal online

• There are specific examples of use of domain names which 
are universally agreed as “abusive”*

• Phishing
• Malware distribution
• Pharming 
• Botnets
• Spam (when as a vector for the above)

• *See Internet and Jurisdiction Operational Approaches, Norms, Criteria and Mechanisms
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DNS Abuse: Introduction and 
relevance to ccTLDs

What is more difficult is when it is alleged that a domain 
name has been used to commit a crime …

• In which jurisdiction?

• What type of crime?

• Child Sexual Abuse Material is illegal everywhere, so what 
is the justification for any ccTLD to tolerate having a 
domain name associated with such content? 

• So now it is ok for the registry to have policies in relation to 
content …
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DNS Abuse: Introduction and 
relevance to ccTLDs

There is no universal standard!

• Incitement to violence, terrorism

• Sales of counterfeit medicines – cures for Covid 19

• Infringement of intellectual property

• Political dissent

• Freedom of expression, criticism of a company or religion

• Propagation of “harmful” material: anti-vaccination
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DNS Abuse: Introduction and 
relevance to ccTLDs

Why is this important for ccTLDs?

• ccTLDs uniquely connect to their countries/ territories

• We pride ourselves on our diversity and independence

• Nobody tells us what to do …



   | 72

DNS Abuse: Introduction and 
relevance to ccTLDs

Why is this important for ccTLDs?

• We are expected to add value and to protect our 
communities

• (Especially in times of crisis)

• If we cannot perform some basic functions competently 
then that opens to the door to a number of undesirable 
outcomes …

• Legislation …
• Regulation …
• Direct intervention …
• Loss of role …
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COVID-19, What we see

John Crain
john.crain@icann.org
ICANN SSR
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Context

• Big events have associated bursts of 
domain name registration

• COVID-19 no different
– The extra related stress, worry and working 

from home makes it the perfect storm
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Context
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How does our identification approach work?

• Our approach for identification: 
– Pandemic-related keyword search within 

zone files (gTLDs + a few ccTLDs)

Seed of 
pandemic-rela

ted English 
terms

Boosting 
seed

Translati
on

Punycode 
conversion

Corpus of 
pandemic-relat

ed terms

covid
corona
pandemic

sars-cov
lockdown
chloroquine

sāzu
confinamento
cloroquina

xn--szu-1oa

Allowlist
s

coronation
videos

klorokveen
kuarantin
cuarentena
xn--5dbeer1e

Homoglyp
h

c0v1d
c0roma
pamdemlc
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How many domains have we identified?

• 662,111 domains were identified since 
January 2020
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What keywords do these domains contain?

• Most of the domains related to 3 keywords
– 4 keywords account for 73% of the domains
– Different keywords categories:

• Disease name (covid, ncov, sars, …)
• Pandemic countermeasures (mask, lockdown, quarantine,…)
• Collateral (zoom, webex, conference, …)

– Significant number of domains matches non-English terms

Language %Domains
English 94,21%
German 2,13%
French 1,26%
Spanish 0,71%
Dutch 0,68%
Turkish 0,59%
Italian 0,14%
Hindi 0,11%
Malay 0,08%
Japanese 0,04%
Portuguese 0,02%
Chinese 0,02%
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So far so good…

This is “data”, not “intelligence”

There will be benign domains, unrelated 
domains, defensive registrations, parked 
domains… along with anything malicious

What evidence can we find, do we trust it?



   | 80   | 80

API calls – VirusTotal
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API calls - AlienVaultOTX
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API calls - phishtank
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API calls – google safe browsing
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Reporting Data Flow
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COVID-19 Our output

Roughly an order of magnitude lost at 
each gate:

• Thousands of registrations per day
• Some reports on hundreds
• Sufficient evidence on tens
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Conclusion
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Conclusion

There is definitely bad stuff out there!

BUT; it is not anywhere near the levels that 
some figures would suggest
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Part 2 - DNS Abuse

Nick Wenban-Smith (.uk)
Moderator of Panel

John Crain (ICANN Org.)
COVID-19 related issues

Barrack Otieno (AFTLD) Leonid Todorov (APTLD)

Ignacio Estrada (LACTLD)Peter Van Roste (CENTR)

Regional Organizations



Thank you!

24 June 2020
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Housekeeping rules

★ Please type your questions/comments in chat:  
○ Please use brackets around your 

question/comment:  
■ <QUESTION> <QUESTION> 
■ <COMMENT> <COMMENT>

○ Text outside these brackets well be considered 
part of “chat” and will not be read aloud.

○ Chat sessions are archived. 

★ Moderator and remote participation manager will 
manage the queue.

★ This meeting is governed under ICANN’s Expected 
Standard of Behavior:  

http://www.icann.org/en/news/in-focus/accountability/expected-standards 

https://cdn.emojidex.com/emoji/seal/female_police_officer.png

http://www.icann.org/en/news/in-focus/accountability/expected-standards

