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A risk assessment methodology is a risk assessment process (as described in Chapter Three), 
together with a risk model, assessment approach, and analysis approach. Risk assessment 
methodologies are defined by organizations and are a component of the risk management strategy 
developed during the risk framing step of the risk management process. Organizations can use a 
single risk assessment methodology or can employ multiple risk assessment methodologies, with 
the selection of a specific methodology depending on: (i) the criticality and/or sensitivity of the 
organization’s core missions and business functions including the supporting mission/business 
processes and information systems; (ii) the maturity of the organization’s mission/business 
processes (by enterprise architecture segments); or (iii) the stage of information systems in the 
system development life cycle. By making explicit the risk model, the assessment approach, and 
the analysis approach used, and requiring as part of the assessment process, a rationale for the 
assessed values of risk factors, organizations can increase the reproducibility and repeatability of 
their risk assessments.16 

2.1.1   Risk Models  

Risk models define the key terms used in risk assessments including the risk factors to be assessed 
and the relationships among those factors. These definitions are important for organizations to 
document prior to conducting risk assessments because the assessments rely upon well-defined 
attributes of threats, vulnerabilities, and other risk factors to effectively determine risk. Figure 2 
illustrates an example of a risk model for adversarial threats including the key risk factors 
associated with the model and the relationship among the factors. Each of the risk factors is 
described in greater detail below and used in the risk assessment process in Chapter Three. 

 

 

 

 

 

 

 

 
 

 
 

FIGURE 2: RISK MODEL WITH KEY RISK FACTORS FOR ADVERSARIAL THREATS 

Threats 

A threat is any circumstance or event with the potential to adversely impact organizational 
operations and assets, individuals, other organizations, or the Nation through an information 

                                                 
16 Reproducibility refers to the ability of different experts to produce the same results from the same data. Repeatability 
refers to the ability to repeat the assessment in the future, in a manner that is consistent with and hence comparable to 
prior assessments—enabling the organization to identify trends. 
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more detailed models to assess risk to given missions or business functions. Organizational risk 
frames29 determine which risk models, assessment approaches, and analysis approaches to use 
under varying circumstances. Figure 3 illustrates the fundamental components in organizational 
risk frames (from the risk management process defined in NIST Special Publication 800-39) and 
the relationships among those components. 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
FIGURE 3: RELATIONSHIP AMONG RISK FRAMING COMPONENTS  

  

                                                 
29 NIST Special Publication 800-39 defines an organization’s risk frame as the set of assumptions, constraints, risk 
tolerances, priorities, and trade-offs that underpin the organization’s risk management strategy—establishing a solid 
foundation for managing risk and bounding its risk-based decisions.  
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2.2   APPLICATION OF RISK ASSESSMENTS 

As stated previously, risk assessments can be conducted at all three tiers in the risk management 
hierarchy—organization level, mission/business process level, and information system level. 
Figure 4 illustrates the risk management hierarchy defined in NIST Special Publication 800-39, 
which provides multiple risk perspectives from the strategic level to the tactical level. Traditional 
risk assessments generally focus at the Tier 3 tactical level (i.e., information system level) and as 
a result, tend to overlook other significant risk factors that may be more appropriately assessed at 
the Tier 1 or Tier 2 strategic levels. 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

FIGURE 4: RISK MANAGEMENT HIERARCHY 

Risk assessments support organizational risk response decisions at the different tiers of the risk 
management hierarchy. At Tier 1, risk assessments can affect, for example: (i) organization-wide 
information security programs,  policies, procedures, and guidance; (ii) the types of appropriate 
risk responses (i.e., risk acceptance, avoidance, mitigation, sharing, or transfer); (iii) investment 
decisions for information technologies/systems; (iv) procurements; (v) minimum organization-
wide security controls; (vi) conformance to enterprise/security architectures; and (vii) monitoring 
strategies and ongoing authorizations of information systems and common controls. At Tier 2, 
risk assessments can affect, for example: (i) enterprise architecture/security architecture design 
decisions; (ii) the selection of common controls; (iii) the selection of suppliers, services, and 
contractors to support core missions and business functions; (iv) the development of risk-aware 
mission/business processes; and (v) the interpretation of organizational security policies with 
respect to mission/business processes and operating environments. Finally, at Tier 3, risk 
assessments can affect, for example: (i) design decisions (including the selection, tailoring, and 
supplementation of security controls and the selection of information technology products for 
organizational information systems); (ii) implementation decisions (including whether specific 
information technology products or product configurations meet security control requirements); 
and (iii) operational decisions (including the requisite level of monitoring activity, the frequency 
of ongoing information system authorizations, and system maintenance decisions). 
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CHAPTER THREE 

THE PROCESS  
CONDUCTING RISK ASSESSMENTS WITHIN ORGANIZATIONS 

his chapter describes the process of assessing information security risk including: (i) a 
high-level overview of the risk assessment process; (ii) the activities necessary to prepare 
for risk assessments; (iii) the activities necessary to conduct effective risk assessments; 

and (iv) the activities necessary to maintain the results of risk assessments on an ongoing basis. 
The risk assessment process33 is divided into three general steps: (i) prepare; (ii) conduct; and 
(iii) maintain.34 Each step is further divided into a set of tasks that organizations carry out to 
complete the step. For each task, supplemental guidance provides additional information for 
organizations and individuals conducting risk assessments. Risk tables and exemplary assessment 
scales are listed in appropriate tasks and cross-referenced to more detailed information in the 
supporting appendices. Figure 5 illustrates the basic steps in the risk assessment process and the 
tasks associated with the steps. 

 
 

 

 

 

 

 

 

 

 

 
 

 

 

FIGURE 5: RISK ASSESSMENT PROCESS 

                                                 
33 The intent of process description in Chapter Three (and summarized in Figure 5) is to provide a common expression 
of the essential elements of an effective risk assessment process. It is not intended to prescribe a specific procedure for 
accomplishing risk assessments or limit organizational flexibility in conducting those assessments. Other procedures 
can be implemented if organizations choose to do so, provided the intent of the process description is achieved. 
34 The three-step risk assessment process described in this publication is consistent with the general risk assessment 
process described in NIST Special Publication 800-39. The additional steps and tasks result from the need to provide 
more detailed guidance to effectively carry out the specific activities associated with risk assessments. 
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