
DSSA	  Update	  

	  
Costa	  Rica	  –	  March,	  2012	  



Goals	  for	  today	  

•  Update	  you	  on	  our	  progress	  
•  Raise	  awareness	  
•  Solicit	  your	  input	  



Goals	  and	  ObjecDves	  

Report	  to	  respecDve	  parDcipaDng	  SO’s	  and	  AC’s	  
on:	  
– Actual	  level,	  frequency	  and	  severity	  of	  threats	  to	  
the	  DNS	  

– Current	  efforts	  and	  acDviDes	  to	  miDgate	  these	  
threats	  to	  the	  DNS	  

– Gaps	  (if	  any)	  in	  the	  current	  response	  to	  DNS	  issues	  
– Possible	  addiDonal	  risk	  miDgaDon	  acDviDes	  that	  
would	  assist	  in	  closing	  those	  gaps	  (if	  considered	  
feasible	  and	  appropriate	  by	  the	  WG)	  



Where	  we	  are…	  
Approach	  and	  status	  

Launch	  

IdenDfy	  
Threats	  &	  

VulnerabiliDes	  

Analyze	  
Threats	  &	  VulnerabiliDes	  

Report	  
We	  are	  here	  –	  just	  geXng	  started	  

with	  this	  phase	  of	  the	  work	  

We	  are	  hoping	  to	  have	  a	  substanDal	  
porDon	  of	  this	  done	  by	  Prague	  



Methodology	  –	  NIST	  800-‐30	  
RaDonale	  

•  The	  DSSA	  realized	  that	  using	  a	  predefined	  methodology	  
would	  save	  Dme	  and	  improve	  our	  work	  product	  

•  We	  selected	  NIST	  800-‐30	  a]er	  reviewing	  several	  dozen	  
alternaDves	  

•  The	  reasons	  we	  selected	  this	  one	  include:	  
–  It’s	  available	  at	  no	  cost	  
–  It’s	  being	  acDvely	  supported	  and	  maintained	  
–  It’s	  widely	  known	  and	  supported	  in	  the	  community	  
–  It’s	  likely	  to	  be	  consistent	  with	  the	  needs	  of	  other	  parts	  of	  ICANN	  (and	  

thus	  our	  pioneering	  may	  produce	  something	  that	  can	  be	  “repurposed”	  
elsewhere	  in	  the	  organizaDon)	  

–  It’s	  available	  in	  English	  
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2.2   APPLICATION OF RISK ASSESSMENTS 

As stated previously, risk assessments can be conducted at all three tiers in the risk management 
hierarchy—organization level, mission/business process level, and information system level. 
Figure 4 illustrates the risk management hierarchy defined in NIST Special Publication 800-39, 
which provides multiple risk perspectives from the strategic level to the tactical level. Traditional 
risk assessments generally focus at the Tier 3 tactical level (i.e., information system level) and as 
a result, tend to overlook other significant risk factors that may be more appropriately assessed at 
the Tier 1 or Tier 2 strategic levels. 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

FIGURE 4: RISK MANAGEMENT HIERARCHY 

Risk assessments support organizational risk response decisions at the different tiers of the risk 
management hierarchy. At Tier 1, risk assessments can affect, for example: (i) organization-wide 
information security programs,  policies, procedures, and guidance; (ii) the types of appropriate 
risk responses (i.e., risk acceptance, avoidance, mitigation, sharing, or transfer); (iii) investment 
decisions for information technologies/systems; (iv) procurements; (v) minimum organization-
wide security controls; (vi) conformance to enterprise/security architectures; and (vii) monitoring 
strategies and ongoing authorizations of information systems and common controls. At Tier 2, 
risk assessments can affect, for example: (i) enterprise architecture/security architecture design 
decisions; (ii) the selection of common controls; (iii) the selection of suppliers, services, and 
contractors to support core missions and business functions; (iv) the development of risk-aware 
mission/business processes; and (v) the interpretation of organizational security policies with 
respect to mission/business processes and operating environments. Finally, at Tier 3, risk 
assessments can affect, for example: (i) design decisions (including the selection, tailoring, and 
supplementation of security controls and the selection of information technology products for 
organizational information systems); (ii) implementation decisions (including whether specific 
information technology products or product configurations meet security control requirements); 
and (iii) operational decisions (including the requisite level of monitoring activity, the frequency 
of ongoing information system authorizations, and system maintenance decisions). 

 

TIER 1 
ORGANIZATION 

TIER 2 
MISSION / BUSINESS PROCESSES 

TIER 3 
INFORMATION SYSTEMS 

- Inter-Tier and Intra-Tier 
Communications 

- Feedback Loop for 
Continuous Improvement 

TACTICAL RISK 

STRATEGIC RISK 

- Traceability and Transparency of 
Risk-Based Decisions 

- Organization-Wide 
Risk Awareness 

The	  methodology	  
presumes	  a	  1ered	  
approach	  to	  the	  work	  
	  
•  DSSA	  is	  chartered	  to	  

look	  at	  the	  broadest,	  
most	  general	  Der	  

•  However	  we	  feel	  it	  may	  
be	  useful	  to	  pursue	  one	  
or	  two	  deeper,	  
narrower	  analyses	  of	  
specific	  threats	  once	  
our	  “survey”	  work	  is	  
complete	  

Methodology	  –	  NIST	  800-‐30	  
Risk	  Management	  Hierarchy	  



Where	  we’re	  going	  
Analysis	  phase	  –	  based	  on	  NIST	  methods	  

Assess	  threat	  
sources	  and	  events	  

Assess	  
vulnerabiliDes	  and	  	  

predisposing	  
condiDons	  

Determine	  
likelihood	  

Determine	  level	  of	  
impact	  

Determine	  risk	  

Threat	  sources	  –	  	  broad	  range	  of	  impact,	  high	  capability,	  strong	  
intent,	  targeDng	  the	  DNS?	  
Threat	  events	  –	  relevant	  to	  the	  DNS?	  

VulnerabiliDes	  –	  severe?	  
Predisposing	  condiDons	  –	  pervasive?	  

High	  likelihood	  that	  a	  threat-‐event	  will	  be	  iniDated?	  
High	  likelihood	  that	  a	  threat-‐event	  will	  result	  in	  an	  adverse	  impact?	  

Broad	  harm/consequence	  from	  a	  threat-‐event	  –	  operaDons,	  assets,	  
individuals,	  other	  organizaDons,	  world?	  
Severe	  impact	  of	  a	  threat-‐event?	  

Given	  all	  of	  the	  above	  –	  what	  are	  the	  high-‐risk	  scenarios?	  



AcDvity	  since	  Singapore	  
	  

•  The	  working	  group	  has:	  
– Developed	  a	  protocol	  for	  handling	  confidenDal	  
informaDon	  

– Selected	  a	  methodology	  to	  structure	  the	  
remaining	  work	  

– Begun	  the	  detailed	  analysis	  of	  the	  risk	  
assessment	  



Architecture	  



Non-‐adversarial	  threat	  events	  
(QuesDon:	  relevance	  to	  “the	  DNS”)	  

NATE-‐10	   Disrupts	  a	  "major"	  zone	  file	  (.COM/.NET/.UK/.DE	  
etc.)	  

NATE-‐20	   Disrupts	  a	  "lesser"	  zone	  file	  (that	  is	  not	  
outsourced	  to	  a	  major	  provider)	  

NATE-‐30	   Root	  zone	  -‐-‐	  is	  published	  incorrectly	  	  	  

NATE-‐40	   Root	  zone	  -‐-‐	  is	  not	  published	  

NATE-‐50	   Disrupts	  the	  IANA	  zone	  file	  

NATE-‐60	   Disrupts	  DNSSEC	  from	  a	  "Major"	  DNSSEC	  provider	  	  

NATE-‐70	   Disrupts	  DNSSEC	  for	  a	  TLD	  zone	  

NATE-‐80	   Disrupts	  CriDcal	  DNS	  support	  files	  	  

NATE-‐90	  
Disrupts	  provisioning	  systems	  between	  registries	  
and	  registrars	  (the	  result	  being	  that	  registrars	  
can't	  add/change/delete	  zones	  from	  the	  TLD)	  

Scale:	  	  Table	  E-‐4	  -‐-‐	  
Relevance	  to	  the	  
organiza1on	  
•  10	  -‐-‐	  Confirmed	  -‐-‐	  Seen	  by	  
the	  organizaDon	  

•  8	  -‐-‐	  Expected	  -‐-‐	  Seen	  by	  
the	  organizaDon's	  peers	  or	  
partners	  

•  5	  -‐-‐	  AnDcipated	  -‐-‐	  
Reported	  by	  a	  trusted	  
source	  

•  3	  -‐-‐	  Predicted	  -‐-‐	  Predicted	  
by	  a	  trusted	  source	  

•  1	  -‐-‐	  Possible	  -‐-‐	  Described	  
by	  a	  somewhat	  credible	  
source	  

•  0	  -‐-‐	  N/A	  -‐-‐	  Not	  currently	  
applicable	  



Non-‐adversarial	  threat	  sources	  
(QuesDon:	  what	  is	  the	  range	  of	  impact?)	  

	  
NATS	  -‐	  10	   ConfiguraDon	  errors	  by	  privaleged	  users	  	  
NATS	  -‐	  20	   Business	  failure	  of	  a	  key	  provider	  

NATS	  -‐	  30	   NaDon	  state	  -‐-‐	  intervenDons	  with	  accidental	  or	  
unintended	  consequences	  

NATS	  -‐	  40	   Key	  storage,	  processing	  or	  network	  hardware	  
failure	  

NATS	  -‐	  50	   Key	  networking	  or	  operaDng-‐system	  so]ware	  
failure	  

NATS	  -‐	  60	   General-‐purpose	  applicaDon	  so]ware	  failure	  

NATS	  -‐	  70	   Mission-‐specific	  so]ware	  failure	  (WHOIS,	  EPP/
RPP,	  Billing)	  

NATS	  -‐	  80	   Root	  scaling	  
NATS	  -‐	  90	   Natural	  disaster	  (flood,	  tsunami,	  earthquake	  

NATS	  -‐	  100	   Widespread	  telecommunicaDons	  infrastructure	  
failure	  

NATS	  -‐	  110	   Widespread	  power	  infrastructure	  failure	  

Scale:	  Table	  D-‐6	  -‐-‐	  
Range	  of	  impact	  
•  10	  -‐-‐	  sweeping,	  
involving	  almost	  all	  of	  
the	  cyber	  resources	  of	  
the	  DNS	  

•  8	  -‐-‐	  extensive,	  
involving	  most	  of	  the	  
cyber	  resources	  of	  the	  
DNS	  

•  5	  -‐-‐wide-‐ranging,	  
involving	  a	  significant	  
porDon	  of	  the	  cyber	  
resources	  of	  the	  DNS	  

•  3	  -‐-‐limited,	  involving	  
some	  of	  the	  cyber	  
resources	  of	  the	  DNS	  

•  1	  -‐-‐	  minimal,	  involving	  
few	  if	  any	  of	  the	  cyber	  
resources	  of	  the	  DNS	  



How	  we	  work	  
(design	  credit	  -‐-‐	  CLO)	  

Live	  chat	  

VoDng	  

DefiniDons	   Agenda	  

ParDcipants	  



Ques1ons?	  



Charter:	  Background	  
•  At	  their	  meeDngs	  during	  the	  ICANN	  Brussels	  meeDng	  
the	  At-‐Large	  Advisory	  Commiqee	  (ALAC),	  the	  Country	  
Code	  Names	  SupporDng	  OrganizaDon	  (ccNSO),	  the	  
Generic	  Names	  SupporDng	  OrganizaDon	  (GNSO),	  the	  
Governmental	  Advisory	  Commiqee	  (GAC),	  and	  the	  
Number	  Resource	  OrganizaDon	  (NROs)	  acknowledged	  
the	  need	  for	  a	  beqer	  understanding	  of	  the	  security	  and	  
stability	  of	  the	  global	  domain	  name	  system	  (DNS).	  This	  
is	  considered	  to	  be	  of	  common	  interest	  to	  the	  
parDcipaDng	  SupporDng	  OrganisaDons	  (SOs),	  Advisory	  
Commiqees	  (ACs)	  and	  others,	  and	  should	  be	  
preferably	  undertaken	  in	  a	  collaboraDve	  effort.	  	  

	  	  
	  



Methodology	  –	  NIST	  800-‐30	  
Adversarial	  Risk	  Model	  
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A risk assessment methodology is a risk assessment process (as described in Chapter Three), 
together with a risk model, assessment approach, and analysis approach. Risk assessment 
methodologies are defined by organizations and are a component of the risk management strategy 
developed during the risk framing step of the risk management process. Organizations can use a 
single risk assessment methodology or can employ multiple risk assessment methodologies, with 
the selection of a specific methodology depending on: (i) the criticality and/or sensitivity of the 
organization’s core missions and business functions including the supporting mission/business 
processes and information systems; (ii) the maturity of the organization’s mission/business 
processes (by enterprise architecture segments); or (iii) the stage of information systems in the 
system development life cycle. By making explicit the risk model, the assessment approach, and 
the analysis approach used, and requiring as part of the assessment process, a rationale for the 
assessed values of risk factors, organizations can increase the reproducibility and repeatability of 
their risk assessments.16 

2.1.1   Risk Models  

Risk models define the key terms used in risk assessments including the risk factors to be assessed 
and the relationships among those factors. These definitions are important for organizations to 
document prior to conducting risk assessments because the assessments rely upon well-defined 
attributes of threats, vulnerabilities, and other risk factors to effectively determine risk. Figure 2 
illustrates an example of a risk model for adversarial threats including the key risk factors 
associated with the model and the relationship among the factors. Each of the risk factors is 
described in greater detail below and used in the risk assessment process in Chapter Three. 

 

 

 

 

 

 

 

 
 

 
 

FIGURE 2: RISK MODEL WITH KEY RISK FACTORS FOR ADVERSARIAL THREATS 

Threats 

A threat is any circumstance or event with the potential to adversely impact organizational 
operations and assets, individuals, other organizations, or the Nation through an information 

                                                 
16 Reproducibility refers to the ability of different experts to produce the same results from the same data. Repeatability 
refers to the ability to repeat the assessment in the future, in a manner that is consistent with and hence comparable to 
prior assessments—enabling the organization to identify trends. 

Risk Framing 

 

ORGANIZATIONAL RISK 
To organizational operations (mission, functions, image, reputation), 

organizational assets, individuals, other organizations, and the Nation. 

(Adversary-based Threats and Attacks) 
Predisposing 
Conditions 

In the context of 

with 
Pervasiveness 
Effectiveness 

Severity 
respectively 

 

Vulnerabilities 

Security Controls 
Planned or Implemented 

Threat 
Event 

with 
Likelihood of 

Impact 

Adverse 
Impact 

with 
Risk as a 

combination of 
Impact and 

overall 
Likelihood 

Threat 
Source 

with 
Capability 

Intent 
Targeting 

 

with 
Likelihood of 

Initiation 

which could 
result in 

could 
initiate 

An	  example	  of	  the	  model	  –	  risks	  from	  “adversarial”	  events	  (which	  differs	  
from	  “non-‐adversarial”	  threats	  such	  as	  errors,	  accidents,	  etc.)	  

Benefits:	  	  
•  Consistent	  terminology	  
•  Shared	  model	  
•  Structured	  work	  
•  Sample	  deliverables	  

world 



Problem:	  the	  evaluaDon	  per	  NIST	  
methodology	  does	  not	  scale	  

It’s	  all	  about	  choices	  
•  Threat	  tree	  could	  

easily	  grow	  to	  over	  
1000	  permutaDons	  

•  Prune	  the	  tree	  
along	  the	  way,	  in	  
order	  to	  focus	  on	  
the	  highest	  risks	  

•  Leave	  a	  framework	  
that	  can	  be	  used	  to	  
address:	  
–  New	  things	  
–  Changes	  
–  Greater	  detail	  

	  



Possible	  soluDon:	  re-‐sequence	  the	  
work	  

•  Start	  with	  
consequences	  

•  Evaluate	  the	  
severity	  

•  Concentrate	  on	  the	  
most	  severe	  (e.g.	  
loss	  of	  trust	  in	  DNS)	  

•  Evaluate	  only	  those	  
branches	  of	  the	  
threat	  tree	  that	  lead	  
to	  those	  outcomes	  

Assess	  threat	  
sources	  and	  

events	  

Assess	  
vulnerabiliDes	  

and	  	  
predisposing	  
condiDons	  

Determine	  
likelihood	  

Determine	  level	  
of	  impact	  

Determine	  risk	  

Threat	  sources	  –	  	  broad	  range	  of	  impact,	  high	  capability,	  strong	  
intent,	  targeDng	  the	  DNS?	  
Threat	  events	  –	  relevant	  to	  the	  DNS?	  

VulnerabiliDes	  –	  severe?	  
Predisposing	  condiDons	  –	  pervasive?	  

High	  likelihood	  that	  a	  threat-‐event	  will	  be	  iniDated?	  
High	  likelihood	  that	  a	  threat-‐event	  will	  result	  in	  an	  adverse	  
impact?	  

Broad	  harm/consequence	  from	  a	  threat-‐event	  –	  operaDons,	  
assets,	  individuals,	  other	  organizaDons,	  world?	  
Severe	  impact	  of	  a	  threat-‐event?	  

Given	  all	  of	  the	  above	  –	  what	  are	  the	  high-‐risk	  scenarios?	  

Start	  with	  consequences…	  



ConfidenDal	  informaDon	  
Note:	  SensiDvity,	  aqribuDon	  and	  
release	  to	  public	  are	  determined	  

by	  info-‐provider	  

Sensi1ve	   Not	  sensi1ve	  

Not	  aHributed	  to	  source	  	  
(transmiqed	  through	  
trusted	  3rd	  party	  or	  
summaries	  of	  Type	  1	  

developed	  by	  sub-‐group)	  

Type	  2:	  	  
Distributed	  to	  sub-‐

groups	  only.	  	  	  
(Info-‐providers	  

determine	  ulDmate	  
distribuDon)	  

Info-‐provider	  
authorizes	  
release	  

Type	  3:	  	  
Distributed	  to	  DSSA	  and	  

public	  	  
(“saniDzed”	  info	  from	  sub-‐
groups	  and	  other	  non-‐
aqributed	  informaDon)	  

AHributed	  to	  source	  
	  

Type	  1:	  	  
Distributed	  to	  sub-‐

groups	  only	  	  
(under	  NDA,	  most-‐

protected)	  
	  

ConfidenDal	  
info	  must	  
never	  pass	  
through	  this	  
path.	  	  This	  is	  

the	  
exposure	  of	  
informaDon	  
we’re	  trying	  
to	  prevent.	  

Type	  4:	  	  
Distributed	  to	  DSSA	  and	  

public	  
	  


