DSSA Membership

At Large Members
Edmon Chung
Olivier Crépin-Leblond (co-chair)
Mohamed El Bashir
Cheryl Langdon-Orr
John R. Levine
Andre Thompson
Patrick Vande Walle

ccNSO Members
Roy Arends, .uk
Sean Copeland, .vi
Wim Degezelle, CENTR
Luis Diego Espinoza, .cr
Mark Elkins, .za
Ondrej Filip, .cz
Jaques Latour, .ca
Otmar Lend|, .at
Takayasu Matsuura, .jp
Katrina Sataki, .Iv
Jorg Schweiger, .de (co-chair)
Sean Shen, .cn
Chris Wright, .au

GNSO Members
Greg Aaron — (RySG)
George Asare-Sakyi — (NCSG)
Don Blumenthal — (RySG)
Rafik Dammak — (NCSG)
Keith Drazek — (RySG)
Rossella Mattioli — (NCSG)
Scott McCormick — (CBUC)

Mikey O'Connor — (CBUC) (co-chair)

Adam Palmer — (CBUC)
Forest Rosen — (RrSG)
Matt Serlin -- (RrSG)
Rick Wilhelm — (RrSG)

NRO Members
Andrew de la Haye (RIPE NCC)
Byron Ellacott (APNIC)
Nishal Goburdhan (AFRINIC)
Mark Kosters (ARIN) (co-chair)
Carlos Martinez (LACNIC)
George Michaelson (APNIC)

Subramanian Moonesamy (AFRINIC)

Wolfgang Nagele (RIPE NCC)
Arturo Servin (LACNIC)
Pete Toscano (ARIN)

SSAC

Patrik Féltstrom, Cisco (SSAC Chair)
Jim Galvin, Afilias (SSAC Vice Chair)(co-

chair)
KC Claffy, CAIDA
David Conrad
Matt Larson, VeriSign

Rick Wesson, Support Intelligence Inc.

Rick Wilhelm, Network Solutions

RSSAC Representative
Bill Manning

ICANN Support Staff
Bart Boswinkel
Gisella Gruber-White
Julie Hedlund
Patrick Jones
Kristina Nordstrom
David Olive
Glen de Saint Géry
Gabriella Schittek

Threats

Threats (Draft — for discussion)

Threats to underying infrastructure -

Direct Attacks

Indirect attacks

In scope
System failure +

Government interventions + Out of scope

In Scope - Bad players +

| Under disucssion |

Physical +
Fragmentation of the root —SAC 9 +
Under Discussion
Depletion of IPv4 address pool -SAC 12 +

Business failure +

Out of Scope -

DDOS +
Packet Interception +

Using vulnerable recursive DNS servers as

In Scope = reflectors to attack TLD DNS servers

Recursive vs authoritative nameserver attacks -

Authority or authentication compromise +

Data poisoning (M TM, Cache) +

IDN attacks (lookalike characters etc. for
standard exploitation techniques)
Under Discussion -
Malicious or unintentional (erroneous) alteration of root
or TLD DNS configuration information

+

Footprinting, *
Fast Flux +

Out of Scope - aAythenticated Denial of Domain Name (RFC 3833) +

Malicious or unintentional (eroneous)
alteration of contact information SAC 44

+

In Scope - Email'spam +

Under Discussion

Aq paJosuods
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vssd

Registration abuse — front+tunning +
Registration abuse — cybersquatting +
Out of Scope - WHOIS abuse — harvesting WHOIS data for spam +

WHOIS abuse — harvesting personal
contact information from domain name +
registration records — SAC 14

CONTACT US:

We're interested in your thoughts
Post a comment on our wiki:
community.icann.org (look in the
“cross community” area)

Email — any of our members
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VUInerabiIitieS (Draft — for discussion)

Operational
issues

Vulnerabilities

Managerial

choices/issues Scope - The sub-group should decide which

Registry failure/continuity (SAC 47) Out of scope

vssd

Supporting infrastructure (insufficie nt
SLA's, support, etc)

+

Aq paJosuods

Infrastructure _
vulnerabilities Single point of failure +

Vulnerability of DNS software, OS, etc. +

Business/technical process vulnerabilities +

In scope

| Under disucssion |

Topics for analysis +

The sub group will need to do the
triage on this long list of manage-
rial facets of DNS
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of these are topics better covered
in industry-standard best
practices, and which have unique
aspects in the DNS/ICANN context

CONTACT US:

We're interested in your thoughts
Post a comment on our wiki:
community.icann.org (look in

the “cross community” area)
Email — any of our members




