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Governance of the Internet
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No one person, government, organization, or company governs the digital space. Digital Governance 
may be stratified into the three layers… Solutions to issues in each layer include policies, best practices, 
standards, specifications, and tools developed by the collaborations of stakeholders and experts from 
actors in business, government, academia, technical, and civil society (ICANN, 2015)



Internet governance model
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Multistakeholder model Limited intervention Cyber sovereignty

n ICANN
n RIRs
n IETF
n ccTLDs, gTLDs, Registrars

n UK Investigatory 
Powers Act

n US Rule 41
n AU Anti-encryption 

Law

n Great firewall of China
n Russia Internet Isolation 

Bill

Multistakeholder shared principles,  
norms, rules, decision-making 
procedures, and programmes that shape 
the evolution and use of the Internet.

Government determines cyberspace, 
control mechanism and cyberjuridiction. 



Case: US car seat belt
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Emergence

Cascade

Entrenchment

1968 – National
Highway Safety Bureau
requires seat belt fastening

Battles over regulation
and civil liberties
infringements

research supporting the number of lives
seatbelts could save
ü from 1983-1990, usage went from 

14% to 50%., and
ü 34 states enacted mandatory usage 

laws

In US, 87% of adults wear seatbelts 
all the time, despite it being a 
secondary law in 1/3 of states.



Intermediary Responsibility
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Telecommunication Act
CDA Sec. 230

Internet Intermediaries
Well-positioned to impose internet 
policy or regulatory functions

Power of Enforceability

Net neutrality, 
Universal Service ISPs registry platform search

engine
grants legal immunity to online 
publishers for content provided 
by third parties.



CDA Section 230
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Norms (Manila Principles)Stimulating innovationsProtects freedom of speech

Communications Decency Act



DNS architecture
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com tv

com

tsmc

tw

IANA ROOT
Principles
Norms
Rules

interoperable, 
secure and
resilient.

Google Meta



Internet from different lenses
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2.6 days

16.5 days

abuse IP life cycle

abuse domain life cycle

Source: TWNIC

announced in Taiwan



Cybercrime statistics
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98.5% cases are
beyond the jurisdiction.

Source: TWNIC (CIB, MJIB, High Prosecutors Office, Court)

0.03% of cases
are ruled by law.



Cybercrime global operation

10

Business
Panama,  Belize

Server IP
ARIN, RIPE

Operators
China , Russia

Hong Kong

United Arab
Emirates

Virgin Islands

Panama

Belize



Current solutions
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MLAT Budapest Convention Legal Cooperation

n Slow and complicated
n Extremely slow and 

complicated
n Not scalable

n Lack of transparency
n Evidence admissibility
n Conflicts of law

National laws confined to territorial limitsBorderless Internet



Public policy governance model
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Private sector

Public sector

Governance Model

Governance Capacity and Capability

(Knill, 2002)

(Tanja, Borzel, 2007)(Neoliberalism)

(Tanja Borzel, 2007)

(Knill, 2002)

State regulation Self regulation

Cooperation

Co-regulation

Delegation

Principles
Norms
Rules
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.. invasive attacks on a much regular basis, but IP address unknown



Internet policy development reference frameworks
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non-enforceable policy Enforceable norms recognized 
within international law

Global public goods x

International spaces and shared resources x

Critical infrastructure protection x

characteristics ICANN ITU IGF APNIC TWNIC IETF NATO

multistakeholder x x x x

bottom-up model of governance x x x x x
standard setting x x x x x

operates based on contractual 
compliance

x x x

governmental x x
sets internationally enforceable 

obligations for states
x x



New Chicago School Theory

15

Norm: shared expectations of appropriate behavior

M
arket

Arc
hite
ctur
e

Norm
s

Law

Norm is LawLaw is Code

Architecture

Law

M
arket

N
orm

s

How to regulate cyberspace

Code is Law

Law

M
arket

N
orm

s

Arc
hite
ctur
e



Multistakeholder coordination 1/2

Effective Quick Simple Precise Proportional Cost-Effective
ISP O X X ? X X

CDN ? ? ? ? X X

Hosting O X X X X X

Platform O O O O O O

Registrar O O O X X X

Registry O O O X X X
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hate speech deepfake scam



Multistakeholder coordination 2/2

Effective Quick Simple Precise Proportional Cost-Effective
ISP X X X ? O X

CDN X ? ? ? O ?

Hosting X

Platform
Registrar O O O O O X

Registry O O O O O O
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C2 server botnet pirate site
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TWNIC
National Internet Registry

ISP ISP ISP

VPN
provider

Cloud
provider

Hosting
provider

Streaming
provider

Cybercrime Mitigation Strategy

n Information disclosure  : address holder should be 
registered in WHOIS database if allocation > /30

n Abuse contact validation every 6 months

TIG Norms

n Inform address holder’s responsibility conducting 
cybersecurity clearance

n deploy required measures to against cyber threats.
n transparency and accountability mechanism. 

n Q/A methodology : official notice and timely response 
until issue resolved.

n Address holder’s resources can be frozen if it fail to 
fulfill contractual obligations.

Contractual Compliance

Norm Enforcement

IP Address Policy



DNS Operators Mutually Agreed Norms
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Court order

Injunction

Admin sanction

網路⾃主規範
Dispute Resolution Mechanism

威脅情資
Threat Intelligence Suppliers

Jurisdiction

Disrupt public order 違反公共秩序
Personal injury ⼈⾝傷害
Monetary damages 財物損失
Child abuse 兒少侵害
Illegal trades 違法交易
Threats of illegal activity 違法活動

Potential Cyber Norms 可能⾃主規範

Law

Norms

Norms



TWNIC DNS RPZ
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RPZ1.0

Court Oders

Injunctions

Sanctions

RPZ1.5

Disinformation during 
election

Critical Financial Crime

Government Phishing 
Website

Scam Website

Trusted Notifiers

High Prosecutor’s 
Office

Ministry of Justice

Crime Investigation 
Bureau

Ministry of Digital 
Affairs
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Multistakeholder Model Best Practice
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TWNIC DNS Abuse Framework
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Law Regime
Disinformation cases
notice>10000, report 2953, investigate 589, prosecutor office 93

Cyber Jurisdiction

Current solutions
1. MLAT
2. Budapest Convention

(1) slow
(2) not scalable 

3. Legal cooperation
(1) lack of transparency
(2) admissibility of evidences
(3) conflict of laws

DNS Abuse Framework

Technical Regime
.TW DNS query : 1.7T queries =>1.2T abuse queries
TWCERT : 100K cases / month

Unlawful abuse
1 court orders
2 injunctions
3 sanctions

Cyber norms
1 TWNIC RPZ Norms
2 iWin 
3 Emergent abuse

(1) public order
(2) personal injury
(3) monetary damages
(4) child abuse * 
(5) illegal trade
(6) threat of illegal activity Extraterritorial effectiveness

1兒少法46 條
2 動保條例 38-3 條

Technical abuse
1 malware
2 botnet
3 ransomware
4 phishing
5 spam

Gap assessment

From intermediary liability to intermediary responsibility



Streamline judicial procedures
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investigation trial procedure enforcement

activate RPZ FTM
Fast Track Mechanism

domain change

domain change

evidence
collection

prosecutor files 
a seizure of domains court ruling court order 

enforcement

facilitating authorized personnel 
to collect evidence, review, provide 
recommendations, & approval

Streamlined Judicial 
Intelligent System

proactive monitoring  
& machine learning

judicial
blockchain

streamline procedures
Dr. Kenny Huang, Dr. Henry Tsai
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