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How the Internet works...




Sender of packeat Hecipient of packet

you@apiga.asia me@ajitora.asia
192.16.00.12 2B @ www.ajitora.asia

Browser (URL Bar) / Email Client (Email Address @domain.part)

Domain Names (DNS)

User Datagram Protocol (UDP) / Transmission Control Protocol (TCP)

IP Addresses (IP) TCP/IP

1. Network Access ' _P 1. Network Access

1010101011100001101000101



How the Internet Works

g Internet
Internet

Servers
Internet
Servers

Names (domain names) Numbers (IP Address)

ICANN: Internet Corporation for
Assigned Names & Numbers




ASIA in the Global DNS

Root “.” (ICANN)

.cn .Jjp .kr .uk .tv .com .asia .info
C Verisign Aflias
- 4] [ aul|
; MEE%“C mRRNIC ' domain.asia gﬁs’a

j PRS nominer

“““““““““““““ www.domain.asia
ccTLD: Country-Code
Top-Level Domains

gTLD: Generic TLD



The Syntax of Domain Names & URLs

...... 5th.4th.3rd Level 2nd Level Domain Top Level Domain
Domains ® (2LD) @ (TLD)

www.netmission.asia
with.love.from.asia
WWWw.registry.asia

kisa.kr
-— 2nd Level Domain
naver.co. kr Registry (.co.kr)
inbox@ABCs.kids

SR o



Where is

www.hetmission.asia?

ROOt a »
[100].41.0.4

ISP
(DNS)

/

User




Root Server [.]

100

— .com — 060
.net — 090

.asia—> 220

_EPE] — 110



DNS Query

e Where is: www.netmission.asia

| don’t know
e But .asia is at:


http://www.netmission.asia/

TLD [.asia] Registry

oo
O




Root an»n

Where is [100].41.0.4
www.netmission.asia?

| don’t know! But
“.asia” is at “199.19.55.1”

TLD “.asia”
[ 220].19.55.1

ISP
(DNS)

User




DNS Query

e Where is: www.netmission.asia

| don’t know
e But netmission.asia is at:


http://www.netmission.asia/

2nd | evel Domain [netmission.asia] Name
Server




ROOt an»

Where is [100].41.0.4
www.netmission.asia?

| don’t know! But
“.asia” is at “199.19.55.1”

TLD “.asia”
[220].19.55.1

| don’t know! But
“netmission.asia” is at “173.245.58.120"

\®

ISP
(DNS)

A

netmission.asia
173.245.58.[ 146 ]

User




DNS Query

e Where is: www.netmission.asia

e www.hetmission.asia is at:


http://www.netmission.asia/

ROOt an»

Where is [100].41.0.4
www.netmission.asia?

| don’t know! But
“.asia” is at “199.19.55.1”

TLD “.asia”
[220].19.55.1

\®

| don’t know! But
“netmission.asia” is at “173.245.58.120"

ISP
(DNS)

5

netmission.asia
173.245.58.[ 146 ]

User www.netmission.asia

104.27.160.[ 243 ]




OOOOOOO



DNS Query

e Where is: www.netmission.asia

e .asia is at:


http://www.netmission.asia/

ROOt a » _com —» 060
Where is [ 100 ].41.0.4 {
www.netmission.asia?

HE 110

| don’t know! But
“.asia” is at “199.19.55.1”

TLD “.asia”
[220].19.55.1

| don’t know! But
“netmission.asia” is at “173.245.58.120"

\®

ISP
(DNS)

5

netmission.asia
173.245.58.[ 146 ]

User www.netmission.asia

104.27.160.[ 243 ]




DNS Query

e Where is: www.netmission.asia

| don’t know
e But .asia is at:


http://www.netmission.asia/

Man in the Middle Attack (DNS Poisoning)

www.hetmission.asia?

Where is

ISP
(DNS)

4

User

Root a »
[ 100].41.0.4

| don’t know! But
“.asia” is at “199.19.55.1”

»

TLD “.asia”
[220].19.55.1

netmission.asia
HACKER: | 1.123.4.5

www.netmission.asia
HACKER [ 1.123.4.6




DNS Security Extensions (DNSSEC)

* Signing & Distribution/Depositing of Certificates:
1. Root =2 Internet At Large (ISPs)
2. TLD (.asia) =2 Root
3. netmission.asia = .asia TLD

e Resolution Path:



Where is

www.hetmission.asia?

ROOt a »
[100].41.0.4

ISP
(DNS)

/

User




DNS Query

* Where is: www.netmission.asia

| don’t know
e But .asia is at:

* AND here is the .asia Certificate
* as received by the Root


http://www.netmission.asia/

DNS Query

* Where is: www.netmission.asia

| don’t know
e But netmission.asia is at:

e AND here is the netmission.asia Certificate
* as received by .asia TLD


http://www.netmission.asia/

DNS Security Extensions (DNSSEC)

* Signing & Distribution/Depositing of Certificates:

1. Root =2 Internet At Large (ISPs)
2. TLD (.asia) =2 Root
3. netmission.asia = .asia TLD

e Resolution Path:

1. Root = response + TLD (.asia) Certificate
2. TLD (.asia) = response + netmission.asia Certificate

e Verification Logic:

* ISP already has Root Cert = Verify response from Root for .asia
* Uses .asia Cert obtained from Root = Verify response from .asia TLD for
netmission.asia

* Uses netmission.asia Cert obtained from .asia TLD > verify response from
netmission.asia for www.netmission.asia



Where is

www.hetmission.asia?

ISP
(DNS)

('DP Request / Response Paradigm

User

CLIENT

ROOt a »
[100].41.0.4

| don’t know! But

“.asia” is at “199.19.55.1”

TLD “.asia”
199.19.55.1 (220)

| don’t know! But

“netmission.asia” is at “173.245.58.120"

netmission.asia
173.245.58.120 (146)

Request
%

Response

PRl S

SERVER

TCP Handshake Paradigm

CLIENT

SERVER

www.netmission.asia
104.27.160.57 (243)







Internet Governance (Names & Numbers)

ICANN: Internet Corporation for Assigned Names & Numbers

Names Numbers
ccTLD gTLD IP Addresses Protocol #

253 country-cod.e 22 generic TLDs (14 new): Regional Internet Internet Engineering
Top Level Domains: * .COM .NET .ORG Registries Task Force (IETF)
*.CN — China « /ARPA .MIL .INT .EDU < APNIC (Asia Pacific) * Port Numbers
*.JP —Japan .GOV * ARIN (North America) < Protocol Parameters
*.KR- Kor'ea _ « 2001 (+7): .INFO .BIZ * LACNIC (Latin America) * Repositories
*.UK—United Kingdom  AERO .MUSEUM .COOP RIPE (Europe) . etc.
*.US—United States  NAME .PRO * AFRINIC (Africa)
* .. * 2004 (+7): TRAVEL .ASIA

.CAT TRAVEL TEL .MOBI \

POST .ASIA

«2012 (1000+): .KIDS, .SPA...



The Applicant Guidebook has gone through several
iterations in draft form and is the result of years of careful
implementation of GNSO policy recommendations and
thoughtful review and feedback from the ICANN stakeholder
community. Each version of the Applicant Guidebook was
posted for public comment. More than one thousand public
comments have been reviewed and considered, making the
program what it is today.

History

't’s a long process...

Applicant Guidebook May 2011
» April 2011 Discussion Draft
» November 2010 (Proposed Final version)
* May 2010 (version 4)
* February 2010 (excerpts)

* QOctober 2009 (version 3)

* May 2009 (excerpts)

The first version of the Applicant Guidebook 2009 * March 2009 (version 2)
was posted October 2008. The Applicant Guide- Applicant Guidebook (version 1) Oct. 2008
book documents how ICANN has implemented
the GNSO policy recommendations and is a 2008 In June 2008, during ICANN’s Paris
comprehensive guide for applicants on the pro- meeting, the ICANN Board approved

gram'’s requirements and evaluation process. the GNSO recommendations for
2007 introducing new gTLDs to the Internet’s

addressing system.

ICANN’s Generic Names Supporting Organiza-
tion (GNSO) conducted their policy develop- 2005
ment process between December 2005 and
September 2007. This work produced a
set of principles and recommendations on 2004

what should be included when implement- .asia, .cat, .jobs, .mobi,
ing the program. .post, .tel, .xxx, and .travel

2000 | ICANN successfully carried

bi - out two previous application
.aero, .biz, .coop, .info,

P rounds for new gTLDs
.museum, .name, and .pro

Eight gTLDs predate ICANN’s creation Before 1 998

.comn, .edu, .gov, .int,

.mil, .net, .org, and .arpa



2000

1500

1000
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INTERNET

EXPLOSION:

1985

1990

1995

2000

2005

2010 2015%

Source: www.dot-nxt.com



1 930 total number of applications received

911 ..'.'.'.'.':.'_:."'_." : o :'_ a i OO
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South America ; 1 7 3 O 3

Asia Pacific



We Live in a Multilingual World!

Globally, language usage is diverse. English comes third in terms of native
speakers around the world, after Mandarin and Spanish. English represents
57% of the total written content online and the percentage is decreasing.

Languages on the Web Language Native Speakers
Mandarin 1300 million
Spanish 475 million
43% : -
English 373 million
Arabic 362 million
Hindi 344 million
Bengali 234 million
579, Portuguese 232 million
Russian 154 million
Qe Qo Japanese 125 million
Source: Source:
https://w3techs.com/technologies/history _ove https.//www.babbel.com/en/magazine/the-10-

rview/content language. most-spoken-languages-in-the-world



https://www.babbel.com/en/magazine/the-10-most-spoken-languages-in-the-world
https://www.babbel.com/en/magazine/the-10-most-spoken-languages-in-the-world
https://w3techs.com/technologies/history_overview/content_language
https://w3techs.com/technologies/history_overview/content_language

Internet Access Globally

The next billion Internet users will come from communities speaking a diverse
set of languages.

100%
North America
Europe and Central Asia
80% . .
Middle East and North Africa
Latin America and Caribbean
East Asia and Pacific
60% World
40% South Asia
Sub-Saharan Africa
20%
0% === ; ' ! |
1990 1995 2000 2005 2010 2015 2020
Source: International Telecommunication Union (via World Bank) OurWorldInData.org/internet « CC BY

Share of the population who used the Internet in the last three months.
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Local Businesses are Known in their Local Language
Internationalized Domain Names (IDN)
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Www?ﬂ?:l'l 3?@: 3‘!' vt/

Unicode U+0928 U+093E U+092E U+0905 U+0938 U+093F U+0905
ISO10646 Standard l l
Punycode xn--12bm1c xn--11baébm?22a
IETF IDN Standard I I
A-Label
www. Xn--I2bm1ilc.xn--l11babm2a ACE (Ascll
Compajclble
— h Encoding)
v

Punycode / IDNA prefix
llxn__”
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Future...



Evolution of the Internet

2006 2016

Generic Country Code Generic Country Code

(22 total) (Over 200 total) (Over 1,200 total) (Nearly 300 total)
.com .edu .uk Jjp .com .edu .org .uk Jp
.org .net .de fr .asia  .travel .de .cn

.aero .asia .cn in - - - .in
.mobi  .travel .br .mx - - - m
-




How to Use Different Scripts in Domain Names

® A Repertoire is a subset of possible Unicode code points based on IDNA2008.

090 091 092 093 094 095 096 097
HEX C J K ") HEX
fal s
4E50 4E64 & 'Q 5| T .-1_ 3P ©
060 061 062 063 0684 065 O “ G{,EJ::.; - 000 051 0421 930 1340 0360 ? 1970
...... - . 4E51 4EB5 . J
i i . 3 - 0 ! A * e 7. 53 }." o :.-!.__
4 : 1 : | T
0 5 120 121 122 . E gz —FE % - . a?r z|o 3~:i_
e | . dlo|lo|g
N U d‘ i dlE‘?-? —Eé‘ E E -El-;; 4?653 ua:z 0812 gz 1932 :rcsi :ns-:z n(;eaz 972
2 i—“--? ;:J 'D GO4552 rﬂ1ﬁ;}3 T-4725 K22137
wm | 1200 jrali] 220 ~ —
D602 D612 4E5-1..51 ﬁ jFc_l';_: 4?659 LH aiT .IJT Fﬁ df f f“E 31-
Y l}.‘ (}“ 1= sEss 04747 TIZME . 005 0513 0421 1933 0343 (963 0583 973
a|i_gil © a
;;f s 1201 1211 1221 46 EE E 7, 55 a— e’ﬁ- a— a JE: fl | 3:"-
s _;- = 2 '[‘ ‘*" IJL ¢E§E_3 i iI‘E §IJE E’IE ..]TE jﬁ:" 4??"’& [ D814 e o i 1254 [ a7
nsce u:: 1202 172 1722 sEs7 % HE-ABCA % % % VA AESE 3]- q'_l Zl. a_ \,-.r \_.: I I 3ﬁ_
p~il 48 7, 58
5 mﬁ u;ﬁ 3 7 ‘-'-‘ -“f A~ A 005 0515 0425 1935 0345 0265 0565 1975
e 1203 1213 1225 4E1§.§ ;ﬁ % % % ﬂ% ﬁ 4I_EE§C 8T|- -{a- a— -QT '-'-I o o a:l-
6 \r 3 I’ ff‘: l}" GOEME HEIADEC TIEWD  JOSIE  KDEIE  Vi4AM = -
M 4 A 4E59 Z Z Z Z Z l 4E6D 006 0916 0926 1936 1326 0266 0956 1978
7 2 Z 80 s 53
2 \ir . = = = GOEHI  HBLAMD  TISE  J0AEE KDEBED  V-dAdS _E{r TI- %]- .q- -}_r -I_r 2 3:r
oy | o] B U l-'h F ! 4‘?5? |_l L |_, 4I_EEEE [ 0917 oazt 0837 i1 w7 1567 .::1
s - — _ GENR  WCEE T2 M s 3 -
we | wul] g Ir ‘-l‘ 9‘" ﬁ cfl (F ﬂ 'f" '{l ‘:1 ?l 08 0518 a2 1938 0345 ] (] 1978
1208 1216 1226 1236 145 125 1266 1276 1286 128 1246 )
Al o (o e NN a4 ¢ ¢ &l 21E T T 2|
1207 -1i|..7 m: 1737 1247 N m; m: 1287 1257




HOMOGLYPHIC ATTACK

® Homoglyph = look alike character

®Eg.0,0;1,1,1, etc.

® Multilingual / Internationalization
aspect

® E g. “—” (hyphen/dash) and “—”
(Chinese character “one”)

® E g “A” (English capital A) and “A”
(Greek capital A)



wikipedia.org

Can you spot the fraud in this link?



wikipedia.org

T 1

The “e” and “a” are replaced with Cyrillic letters rather
than Latin ones.



IDN Variant Policies

» Simplified and Traditional Chinese
* Uses Across Chinese / Japanese (Kanji) / Korean (Hanja)

sigik.asia [ZH] X

IDN-TAG In Zone

—

Mg 35 : JA (\
%% E:.aSIa “[)N-TA!T'

——

 Homoglyphs / Homographs
« expo.space > Cyrillic (Russian characters)
* expo.space —» Latin (English characters)
«1/1/1land 0/ O



Summary of Generation Panel Work

2016

2021

Script Start End Days 2014 2015
Arabic 14-Feb-14 |18-Nov-15| 642
Armenian | 3-Feb-15 | 5-Nov-15 | 275
Bangla 26-May-15(20-May-20| 1821
Chinese 24-Sep-14 |26-May-20| 2071
Cyrillic 10-Dec-15| 3-Apr-18 845
Devanagari |26-May-15| 22-Apr-19| 1427
Ethiopic 22-Dec-15|17-May-17| 512
Georgian | 17-Jun-16 [24-Nov-16| 160
Greek 31-Oct-16 | 15-Jul-21 | 1718
Gujarati 26-May-15| 6-Mar-19 | 1380
Gurmukhi |26-May-15|22-Apr-19| 1427
Hebrew 15-Oct-18 | 24-Apr-19| 191
Japanese |17-Mar-15|30-Sep-21| 2389
Kannada |[26-May-15| 6-Mar-19 | 1380
Khmer 17-Jun-15 |15-Aug-16| 425
Korean 1-Feb-16 | 1-May-21 | 1916
Lao 15-Sep-15|31-Jan-17| 504
Latin 15-May-17|23-Sep-21| 1592
Malayalam [26-May-15| 26-Jun-20 | 1858
Myanmar |28-Jun-18 | ongoing -
Oriya 26-May-15| 6-Mar-19 | 1380
Sinhala 3-Jan-18 |22-Apr-19| 474
Tamil 26-May-15| 6-Mar-19 | 1380
Telugu 26-May-15| 7-Jun-19 | 1473
Thaana TBD
Thai 6-Oct-15 |25-May-17| 597
Tibetan TBD




II I Universal
_ Acceptance

W Welcome to Facebook - Log In, Sign Up ... ] JJ 1- Ao LEJL

€& - #f B AP & ntps//www.facebook.com/index.php?stype=lo8ilh=AcS0ocPtdjyR2wbpz v | |2~ Google o) @ - B~

Email or Phone Password

facebook I . o
€ logged Forgot y pass 17
Heading out? Stay connected Sign Up
Visit facebook.com on your mobile phone. It's free and always wil be.

First Name: | Using IDN

Get Facebook Mobile

Last Name:

il: someone@idndomain.PE

2sil: | someone@idndomain.SPE

New Password: ‘ I

Please enter a valid email address.




New Mezesm-

o PUET@TIES AR

Cc

From Edmon Chung <edmonchung@gmail.com= -

Subject

SansSerif - | sT - B J U A - E-i= := = = 9 [,




Universal
Acceptance

.

All valid domain names and email addresses
work in all software applications.

Promote consumer choice, enhance trust,

iImprove competition, and provide broader access to
end users.



Categories Affected and UA Readiness /AN

Universal Acceptance

- http://soap.organic I - http://tokyo. 2 ~ 7 I - http://bank.com I

Welcome to organic © TOKYO i1 Bank

LitOHBEBALET SRR
® {} * Email | MiX@EF B 1H 57

We make the best soap in Email validated.
the world. It's 100% organic. F | | [ Account created.

- http://soap.organic I - http://tokyo. 2 ~ 7 I - http://bank.com I

1 Bank
x x Email | Mix@EFE. 57
Not a valid
email address.

v VillvuwuuL iwiN, IIBIIL LW ICiI L J\.—llr.ll.d —J‘ s/ T T \MV ST T

Accept Validate Process Store Display




Anatomy of an Email Address

@ domainname . TLD

EiREZ-NiE , iR
username second-level domain top-level domain
* Mailbox name = ASCII or Unicode (shown “ ASCII or Unicode (shown
« ASCIl or as Unicode or Punycode) as Unicode or Punycode)
Unicode (shown * 210 63 characters long
as Unicode or - i
N —— From a dynamic

authoritative list with
over 1,000 choices




Categories Affected by & Extent of UA Issues

EAl Acceptance Rates in Form Fields on 2000 Websites

RTL@RTLRTL [ (written right-to-left, RTL) s)-Jre@JUie, 28 54
Unicode@idnidn NN SHA@3GIEIUT.HRd
Unicode@ascii.ascii I I @example.com

ascii@asciiidn G chan@domain. {5

ascii@idn.ascii GGG marc@sociéte.org
ascii@ascii.newlong I me@domain.engineering

ascii@asciinewshort I user@example.spa

0% 10% 20% 30% 40% 50% 60% 70% 30% 90%  100%

Source: UASGO039 at https://uasg.tech, published in 2022



https://uasg.tech/

. —

Internet Society
US New York Chapter

Universal

GLOBAL UNIVERSAL MARER 31 SDEs

ACCEPTANCE DAY : I/ B

2023 - SRI LANKA Zeaeay UA Day

gennext

niXi

— sal Accef
#1 m Lot3 Dabd e-Mepel: Tegether Wa CAN [N SRR
=

II : Bl y I UNIVERSAL ACCEPTANCE-READINESS PROJECT LAUNCH

13 April 2

UA Day Event:

Celebrating Universal Acceptance Day: ” * - * I
Promoting Universal Acceptance and || '
Internationalized Domain Name In Nepal UA Dav

- NG SRS . ad = [ Y
2;'%., B B aaa Ni>
el FICC ~a E

// ) -

T AR ) g‘&“ fmmmmom
L& T SaNTHOSH £ ol = | EDION CHNG [P DR. AJAY DATA Bk

I+ = r cESNSEeS | 20202 = s
o= i X7 * % k - - o> MY UA DAY 2023
s “@w ﬁﬂ?}giomv nlel I[w /‘:L‘Ctm:& \FI/CCI ”‘1"1 QF&;’;‘ I@" mﬁ 7"1' MALAYSIA'S UNIVERSAL ACCEPTANCE DAY

n*x/
#internatdAll

Clobal Universal Acceptance Day

HinternatAAll
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Where is

Root “.” 100

198.41.0.100 -{E:::::::

HE 110

www.netmission.asia?

@ “asia’ is at “199.19.55.220”

ISP

User

\

(DNS) “‘netmiss

/6

[

| don’t know! But

TLD “.asia”
199.19.55.220

| don’t know! But
ission.asia’ is at “173.245.58.219”

netmission.asia
173.245.58.146

‘wWww.netmission.asia’ is at “104.27.160.243”

www.netmission.asia
104.27.160.243




Every .Asia Domain
Contributes to Internet
Development in Asia

Thank You! | info@dot.asia

®
WWW\eaASia
Asian #GenerAsian




Universal Acceptance at ICANN

Making Progress

Off-the-Shelf

47 UA Ready or N/A
13 Need contract update

Business-Directed Services

73% Complete (Full UA-R)

Custom Services

Phase | Phase Il

60 Off-the-Shelf
60 Custom In-House

56 UA Ready or N/A 40 UA Ready or N/A
2 In-process 2 In-process
2 Need to Test & Fix 18 Need to Test & Fix
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