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● Current: Field CTO, WHOIS API, Inc.   WHOISXMLAPI.COM

● 30+ Years Experience

● Noteworthy:

○ Co-Author: “Handbook of Computer Crime Investigation”

○ Volunteer: National Child Protection Task Force (NCPTF)

○ Board Member: Public International Cybercrime Disruption 
Organization (picdo.org)

○ Closely aligned with various law-enforcement and government 
agencies
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1. Too much DNS freedom to misbehave

2. Techniques to find badness

3. Dig, un-dig, and re-dig

4. Necessity to monitor

5. Bringing it all together



Too Much Room to Misbehave
Child Sexual Abuse Material (CSAM), Pig Butcher Farms are all on the rise in 2023

● CSAM migrating to the left of the root/tld

● PBFs: 10,000 domains registered in one day, identified as an “organized crime” group

○ Commonly used to masquerade, action, or weaponize as Casinos, Banks, Crypto, 
Crypto-Recovery for example

○ 1000’s of bulk registered domains being detected every month, most go undetected. 
Security products continue to miss majority.  

■ “15% of the time, it works 100% of the time”

● Older domains evade reputation system, avoid newly registered domain detection

● Abusive domains often have no MX, AAAA, DNSSEC, very low CNAME and subdomains.  
Recent study conducted of 250,000 bulk registered domains (>20) in February, 99.7% met 
this criteria
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Too Much Room to Misbehave
How financial institutions were reflected in DNS after several bank crashes (March 2023)

● A total of 3,902 subdomains contained the bank names
● SVB only owned 21 of the 117 domains names
● Credit Suisse 51 of the 816 domain names 
● Signature Bank, 15 of the 124 domains

● Hundreds of derivative names 
popped up as a result, such as:

○ Bankcollapse
○ Bankalert
○ Bankudpate
○ FDIC + recover
○ Additional Bank Names

● A mass analysis of these 
domains were privacy shielded, 
and leveraged CloudFlare

● Current events are indeed 
reflected in DNS
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Too Much Room to Misbehave
March 10, 2023 - “International Law Enforcement Takes Down Infamous NetWire 
Cross-Platform RAT”
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Too Much Room to Misbehave
Cybersquatting domains and subdomains get launched following major news event or 
anticipated market releases, often with dubious content

Tech market releases Strings & connected domains

Valve Steam Deck steam + deck - 325 domains, 91 subdomains

Rivian R1T rivian + r1t - 20 domains, 2 subdomains

Meta Quest 3 meta + quest3 - 8 domains

Apple iPhone 14 iphone14 - 690 domains, 234 subdomains

Google Pixel Watch pixel + watch - 98 domains

Apple AR Glasses apple + arglasses - 7 domains

Chevy Silverado E chevy + silveradoe - 7 domains

on March 10, 2023

Source: https://circleid.com/posts/20221121-the-business-of-cybercrime-does-malicious-campaign-planning-take-
as-long-as-legitimate-marketing-campaign-planning
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Techniques to Find Badness
CASE STUDY: Fake Fashion

● Research strings were “armani” 
“burberry” “cartier” “gucci” “hermes” 
“louisvuitton” “prada” “rolex” and 
“versace”.

● For those strings, we found 2,504 
domains between January 1 - March 
27, 2022.

● Looking at bulk registration events in 
the past 18 months, we found an 
additional 540 domains broken down 
into 88 clusters.

Source: https://main.whoisxmlapi.com/success-stories/law-enforcement-solutions/whoisxml-api-presents-global-dns-trends-at-europol



Clusters of Badness
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Techniques to Find Badness
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● CASE STUDY: Gather domain names for strings of interest.



● CASE STUDY: Track typosquatting groups and bulk-registered domains with live 
content.
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Techniques to Find Badness



● CASE STUDY: Are there major inconsistencies in WHOIS records?
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Dig, Un-dig and Re-Dig



● CASE STUDY: Are websites live? What contents are hosted there?
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Dig, Un-dig and Re-Dig



● CASE STUDY: Hosted or shared DNS / IP infrastructure? What are the links 
between a target domain and connected domains?

14

Dig, Un-dig and Re-Dig



● CASE STUDY: What are the WHOIS History breadcrumbs of counterfeiting sites?
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Dig, Un-dig and Re-Dig



● CASE STUDY: Dozens of domains containing luxury fashion brand names are 
registered daily.

Monitor Clues, Get Evidence

16



Bringing It All Together



Bringing It All Together

18

Getting a grasp of the DNS involves asking many questions.
● What domains added within the past hour hints at cybercrime and illegitimate 

activities?
● What other domains share the same current or historical WHOIS information as 

suspicious domains?
● What other domains share the same IP address(es)?
● What organization owns the IP range to which the malicious IP address belongs?
● What content do the domains host based on screenshot analyses?
● For domains that don’t have content yet, are there WHOIS or DNS data changes 

indicating they are being mobilized?
● What websites are classified under suspicious categories of the Internet 

Advertising Bureau (IAB)?
● What mail server did a suspicious email domain use? What other email domains 

share the MX record?
● Is the suspicious subdomain part of a legitimate company’s infrastructure?
● Who issued the malicious websites’ SSL certificates? What other clues can you 

obtain from their SSL certificate chains?
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Bringing It All Together
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Not everything is visible to traditional badness detection 
engines

?
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Bringing It All Together
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● For more information, contact 
ed.gibbs@whoisxmlapi.com

● Free trial available on 
www.whoisxmlapi.com

mailto:ed.gibbs@whoisxmlapi.com
http://www.whoisxmlapi.com


Thank you. 
Any questions?

ed.gibbs@whoisxmlapi.com


