
E‐Crime and Abuse of the DNS Forum: a global perspective 

Moderators:  Alejandro Pisanty and Cheryl Langdon‐Orr with a brief introduction from 
Greg Rattray 

Moderators to introduce speakers and initially describe the format and background of 
the e‐Crime Summit.    To encourage dialog, five minutes will be reserved after each 
presentation for questions from the Community. 
 
Session 1. The e Crime Landscape.  
 
Presentation: Introduction to e‐Crime.  (40 minutes) 
Proposed speakers:   Beau Brendler (Consumers Union) and TBC  
Bio:  http://www.consumersunion.org/about/2006/11/beau_brendler.html 
Description:  Beau Brendler will provide an overview of how e‐crime affects consumers, 
and outreach efforts by Consumer Reports WebWatch project of Consumers Union to 
educate the public regarding these risks.  The other speaker will review recent e‐crime 
trends, and highlight specific types of harms to end‐users, such as counterfeit 
pharmaceuticals, phishing, spam, malware, and identity theft.  
 
Presentation:  Exposing the “E” in e‐Crime. (25 minutes) 
Proposed speaker: TBC  
Bio: To be sent  
Description: Guest speaker will explain how organized crime uses the Internet and the 
DNS to facilitate criminal acts against end‐users. He will describe the e‐crime ecosystem, 
identifying the roles and relationships of the members of crime “families”, their means 
of communication, and how they manage and “move” their illegal gains.  He will close 
with a discussion of emerging legal efforts that focus on protecting end‐users against 
Internet‐based crime. 
 
Presentation: Case studies in global criminal attacks (30 minutes) 
Proposed speakers: TBC 
Bios: To be sent 
Description: The speakers will describe the chronology of events leading to the 
discoveries and cessations of two noteworthy security incidents. The speakers will 
describe the events leading to and the parties involved in the disconnection of the 
McColo hosting provider and the sustained disruption of Srizbi bot communications with 
their command and control servers by preventing the automated registrations of botnet 
domains. They will describe the events surrounding the attack against the E‐billing 
company, CheckFree through its domain names, the immediate effects, related phishing 
of registrars, and the prospects for future, similar attacks against the financial sector 
and end‐users. 
 
 



Presentation: Sizing and Scoping e‐Crime (25 minutes) 
Proposed Speaker: TBC 
Bio: To be sent 
Description: The speaker will use the results of extensive attack traffic, DNS and domain 
name data analysis to illustrate that e‐Crime is able to exploit resources from virtually 
any user and provider in the global Internet. He will describe how criminal attack 
network activity is distinguished from legitimate (production) traffic.  He will show the 
hotspots for bot and malware activity and where domain names are used to abet e‐
crime are registered.  

Session 2. Abuse Response Today (35 minutes) 
Proposed Speakers: Including Vanda Scartezini (ALAC) and others TBC 
Bios: to be provided 
Description:  In this session, speakers from a private sector describe their respective 
roles in responding to and acting upon criminal complaints where domain names are 
used to abet criminal activities, and how to protect legitimate end‐users from 
erronenous shut‐downs (false positives).  Speakers from law enforcement will describe 
the role of the private sector in cooperating with law enforcement, and in proactively 
responding to e‐crime to protect consumers.   

Session 3.  Role of ICANN Stakeholders in Responding to e‐Crime (25 minutes). 
Proposed Speakers:  TBC 
Bios:  to be provided 
Description:  The speakers will describe how current ICANN and ccTLD policies and 
contractual obligations of registries and registrars support the community’s efforts 
in combating e‐Crime, and the role of compliance to reinforce these efforts, such as 
in the areas of WHOIS accuracy, and registrar breach notices.   The speakers will 
also discuss the efforts among industry groups to develop voluntary guidelines and 
share data to enhance the private sector’s responses to e‐crime.  

E‐Crime Break‐Out Sessions (1 hour) 
The public will have an opportunity to respond and exchange information by joining 
one of several break‐out sessions on specific moderated by the individuals identified 
below, including:   
 

• Law Enforcement and ccTLDs  
• Consumer Protection  
• The Role of ICANN  
• Protecting consumers in new TLDs   

 
The leaders will summarize any next steps or recommendations from the break‐out 
sessions at the Public Forum. 
 


