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Agenda

◉ Welcome and Opening Remarks

◉ Internet Assigned Numbers Authority (IANA) process for making 
Top-Level Domain (TLD) changes, keeping records up to date and 
what to do in the case of an emergency

• About the IANA Functions 
• How to Submit a Root Zone Change Request
• Keeping Your Contact Information Up to Date
• Contacting IANA in case of an emergency
• Domain Name System Security Extensions (DNSSEC) Key 

Rollovers 

◉ Knowledge-sharing and Instantiating Norms for Domain Name System 
and Naming Security (KINDNS) Requirements for TLD Operators 

◉ Q&A/Open discussion 
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IANA process for making TLD changes, 
keeping records up to date and what to do in 
the case of an emergency

Agenda Item 2
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What are the IANA functions?

◉ The record keeper for the unique names and numbers used by 
Internet technologies to interoperate

◉ The IANA functions pre-date ICANN. In 1998, ICANN was established 
to be the home of the IANA functions

◉ The unique identifiers include protocol parameters, Internet numbers 
and domain names

◉ The IANA team maintains these records according to policies adopted 
by Internet names, numbers and protocol standards communities

Jon Postel (L) started the IANA; with
Steve Crocker and Vint Cerf (R)
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Why do the IANA functions exist?

◉ Coordinating the Internet unique identifier systems is needed to ensure 
the Internet interoperates globally

◉ If Internet-connected devices do not use the same system of identifiers 
and numbers to communicate to each other, the system will not 
interoperate (i.e. speak a common language)

◉ The authoritative registries are used by vendors, service providers, 
businesses, application developers and others to innovate and expand 
the use of the Internet
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✓Create registries based on 
policies from the community

✓Maintain existing registries 

✓Allocate number resources 

✓Publish all registries for 
general public use           

✘ Create or interpret policies

✘ Determine what can be a domain 
name

✘ Choose TLD managers 

The IANA Department does The IANA Department does not 
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Service Areas

Protocol 
Parameters 

Number 
Resources  

Domain 
Names 
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Domain Name Space
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How to Submit a Root Zone Change Request

◉ Web Service

● Primary method to submit changes is online through the Root Zone 
Management System (RZMS) at https://rzm.iana.org

◉ Email:

● If there are issues accessing RZMS, send an email to 
<root-mgmt@iana.org> using the online template at 
https://iana.org/domains/root/manage

◉ Application Programming Interface (API) – Coming Soon

● Programmatic interface to submit and interact with the RZMS
● First version targeted for bulk operations (e.g., RSPs with large 

portfolios)

https://rzm.iana.org
mailto:root-mgmt@iana.org
https://iana.org/domains/root/manage
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The Change Request Process
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A TLD operator submits a change request to 
IANA. This is typically done through an 
automated web service IANA provides called 
the Root Zone Management System  
(RZMS).
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Technical Verification if Applicable

Technical checks are performed when 
there are technical changes in order 
to cross-verify that errors are not 
introduced into the system and 
negatively impact the root zone.

For more information on Technical Checks go to: 
https://www.iana.org/help/nameserver-requirements

https://www.iana.org/help/nameserver-requirements
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Consent

IANA confirms consent from the appropriate parties. 
This is typically the administrative and technical 
contacts for most change requests.  

*If a contact is unresponsive or unable to consent to 
a change, the TLD manager can provide IANA with 
a letter to authorize the request and/or replace 
contacts.
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Policy Review and Processing

IANA checks that the change request 
meets policy and contractual 
requirements. If issues are found, 
IANA clarifies them with the TLD 
operator.
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Supplemental Technical Verification
if Applicable

For technical changes, another 
technical check is performed prior 
to implementation to cross-verify 
that errors are not introduced into 
the system and negatively impact 
the root zone.

For more information on Technical Checks go to: 
https://www.iana.org/help/nameserver-requirements

https://www.iana.org/help/nameserver-requirements
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6
Technical changes to the root 
zone are implemented.  This 
includes applying a 
tamper-evident seal using 
DNSSEC, and distributing the 
updated root zone file to root 
server operators. The Root Zone 
Database is updated with the 
changes.
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Service Level Agreements 
(SLAs) 

SLAs are metrics defined by the naming 
community for root zone management 
performance. 

Each step in processing a change request 
has corresponding SLAs that the IANA 
function must meet.

SLAs defined in the naming agreement can be 
found here: https://pti.icann.org/agreements

https://pti.icann.org/agreements
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A monthly report compares IANA performance 
against the SLAs. This performance report is 
available online here: 

iana.org/performance/csc-reports

Our Dashboard provides real-time reporting of 
performance metrics and can be viewed at:

sle-dashboard.iana.org

Reporting on SLAs
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Keeping Contact Information Up to Date

◉ Update your contact 
information through the 
change process we outlined 
earlier. 

◉ Or send an email to 
root-mgmt@iana.org for 
assistance.

mailto:root-mgmt@iana.org
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Why Keep Your Contact Information Up to Date?

◉ All change requests must be approved by the administrative and 
technical contacts

● Keep names/emails current so approvals happen swiftly

◉ WHOIS – ensure public facing contact information is current and 
reachable 

◉ Keep in alignment with country code top-level domain (ccTLD) 
policies/generic top-level domain (gTLD) contracts
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In Case Of An Emergency

◉ An emergency is when a TLD is no longer resolving.

◉ If possible submit your change request via RZMS first.

◉ Call our 24x7 call center. They will take your contact details and our 
staff will call you back as soon as possible to talk to you about how to 
best handle your emergency.

◉ Our regular email is root-mgmt@iana.org for any questions!
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Upcoming: Upgrade to RZMS

◉ Find out more about the upgrade and new features at ICANN75

● Join IANA on Tuesday, 20 Sept, at 10:30 a.m. MYT (Malaysia 
Time)

◉ Additional information about the upcoming updates is available here:

● FAQs: https://www.iana.org/help/rzm-answers

● Blog: 
https://www.icann.org/en/blogs/details/ushering-in-the-next-genera
tion-of-root-zone-management-19-05-2022-en

 

https://www.iana.org/help/rzm-answers
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DNSSEC Key Rollovers

◉ Technical checks ensure proposed changes are consistent with the 
authoritative servers.

◉ Authoritative servers must reflect proposed changes prior to submitting a 
change request.

◉ Double-KSK Rollovers meet these requirements.
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DNSSEC Key Rollovers

◉ Don’t rely on the technical check service to catch all errors

◉ Plan for the rollover to take time

◉ Avoid going unsigned

◉ Design your system with the next rollover in mind
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DNSSEC Key Rollovers

◉ We are looking to understand your operational requirements

◉ IANA is planning the next evolution of the technical check service

◉ ICANN DNS Symposium 2022
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KINDNS Requirements for TLD Operators 

Agenda Item 3
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Q&A/Open discussion 

Agenda Item 4
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ONE WORLD, 
ONE INTERNET
FOLLOW US!

Subscribe to our regional newsletter
https://info.icann.org/LP---Regional-Newsletter.html 

Sign up to our regional mailing list
https://go.icann.org/3z2BYKA 

Receive the latest ICANN content directly to your email. Simply 
select the content or topics that interest you most, and you’ll always 
find the latest ICANN news and content to read in your inbox.
https://account.icann.org/login 

Visit us at icann.org

facebook.com/icannorg

youtube.com/icannnews

linkedin.com/company/icann

@icann

flickr.com/icann

instagram.com/icannorg

https://info.icann.org/LP---Regional-Newsletter.html
https://mm.icann.org/mailman/listinfo/na-engagement
https://mm.icann.org/mailman/listinfo/na-engagement
https://account.icann.org/login
https://account.icann.org/login
https://account.icann.org/login
https://account.icann.org/login
https://www.icann.org/
https://www.facebook.com/icannorg
https://www.youtube.com/user/ICANNnews
https://www.linkedin.com/company/icann
https://twitter.com/icann
https://www.flickr.com/photos/icann/
https://www.instagram.com/icannorg/



