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Project motivation
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IsTrust - Project motivation z 4@/’

@
Our ALS wanted to contribute to the global effort for a better Internet,
by offering a tool that addresses the priorities of Internet users.

In our understanding, those priorities are, in this order:

1. Access to the Internet
2. Security, Privacy and Trust
3. Content related & services

Our participation to ICANN70 was a source of inspiration for us.
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ICANN70 (March 2021) - confirmed by ICANN72... R

DN
DNS abuse ﬁ

There was a sense of frustration amongst the members
of the ICANN community who were present at the

ICANN70 meeting when it comes to tackling the issue g%
of DNS abuse. Several constituencies. including the Qf

GAC, ALAC and BC expressed their ¢ (..)
of DNS abuse recommendations within the SubPro

Source: CENTR Report on ICANN7O
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https://gac.icann.org/presentations/public/ICANN66%20-%20Slides%20-%2021%20-%20DNS%20Abuse.pdf?language_id=1
https://www.centr.org/library/library/external-event/icann70.html
https://www.worldtrademarkreview.com/governmentpolicy/dns-abuse-calls-closed-generics-and-predicting-the-next-round-key-takeaways-the-icann-70-virtual-community-forum
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DNS Abuse : definition 5 2

=y
How to address malicious use of domain names, broadly referred to as Domain
Name System (DNS) abuse, Is a topic of great interest and discussion.

DNS security threats include five broad categories of harmful activity:
 Botnets

 Malware

 Pharming

e Phishing

 Spam (as it is used to propagate other DNS security threats).

Internet Society Source: https://www.icann.org/dnsabuse
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https://www.icann.org/dnsabuse
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IsTrust : @ complimentary approach 7 (2
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1) IsTrust addresses DNS Abuse from an end-user perspective

2) IsTrust relies on other initiatives, such as DNSSEC

3) IsTrust does not replace initiatives to secure web or email servers

Internet Society
Belgium Chapter



ISTrust minimum viable product

A website looks suspicious ? Find out by checking, from your web browser :
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ISTrust

IsTrust browser add-on Is :

* Freeware

« Data Privacy by design

 Open Source (copyleft license)

* Published on Mozilla Firefox, Google Chrome, Microsoft Edge, Apple Safari (soon)
e Multilingual by design (currently: English, French, Dutch)

e Current version supports all gTLDs and a few ccTLDs
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IsSTrust : demonstation
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Example 1: a website you can trust for sure, and another one (& Qr

Home | Belgium.be X aF m EU Business Register :: your eur X +

O 8 nttps://www.belgium.be/e © O & www.eubusinessregister.net

O isTrust

O isTrust

gﬁcew!ﬁir!:!g belgium.be ‘)) Eg (;Blg.?IENRESS

eubusinessregister.net

Domain ©
0 Famil Domain
9 4 £ 22 March 1995
L
Residence documents G 25 May 2021 é 13 May 2019

Births Wel to EU Busi Register !

Naturalisation procedure FOD Kanselarij van de Eerste Minister
Social Security in Belgium

The easiest way to find companies specified by branch, ¢ [al No organlsatlon

Learn more Search name of a company

Security | Security

.. Search by business sector
& Communication secured £, http — https
@ Health | select division 2
Federale Overheidsdienst Beleid en Ondersteuning I

Healthcare costs
Organ donations

Health insurance
Persons with a handicap {6'} @ AdvanCEd SearCh

Learn more Learn more Learn more Pl
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Example 2 : EURALO website — confirmed with DNSSEC

Internet Society
Belgium Chapter

icann.org

O isTrust

atlarge.icann.org

DNSSEC

Domain &

£ 14 September 1998

<3 24 September 2020

y ICANN
At_Larg @ California

At-Large Structures Communication
it and facilitators, R4
nel the regional use & Secure

Internet Corporation for Assigned Names and Numbers
@ Los Angeles - California - US
rivacy policies and ¢{ . J

\, /

'd N\

privacy policie

with recent change

) deliver an efficient {{)} @ ]
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Example 3 : Also useful for domain name holders 3
NPy

isTrust

dan

fast & easy domain transfers

weyrich.be

Typical case: the marketing agency
[t T registers a website for his customer...
weyrich.be

3 19 January 2021

el | but putting himself as “domain owner”.

Listed by
NVA Online Advertising B.V.

This can later lead to Issues..

>& Transaction support

e bt Secure payments
© Buyer Protection program
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Example 4 : Many fake websites hidden behind third parties & @

Q

@ BOTTESD'HIVERT: X B Jupitor isTrust @ euralo-Google Se: X | @ eubusinessregiste X | @ www.eubusinessrec X | + LN J @ BOTTESD'HIVERT: X Tl Jupitor isTrust X | @ euralo-GoogleSe: X | @ eubusinessregiste X | @ www.eubusinessrec X | +

(& (&) @ kiawis.com/produ s -for-women-popular-winte ead-and-thick vith-plush-and-warm-warmth-... M ¢ & =2 @ o @ jupitore.com

-50% DE REDUCTIONS SUR TOUT LE SITE ) -50% DE REDUCTIONS SUR TOUT LE SITE )
Q isTrust Q isTrust

ACCUEIL SUIVRE MA COMMANDE CONTACTEZ NOUS

ACCUEIL SUIVRE MA COMMANDE CONTACTEZ-NOUS

KIAWIS kiawis.com jupitore.com

JUPITOR

SUIVRE MA COMMANDE Domaine

BOTTES D'HIVER TENDANCE 2( KIAWIS™ Domaine

30 novembre 2021 6 janvier 2022

BOTTES D'Hlvl €2 30 novembre 2021

€59.90 €24,90 il Whois Privacy Corp. IR
(9) Nassau - New Providence - BAHAMAS {) p ‘i i

Livraison Gratuite y * . )

c R > en alignant vetre — !

ouleur Communication . y g _ - [
\ A n) Securisée

MARRON (& Securisée \

6 janvier 2022

Sculagez l'inc

Pas d'organisation

curisé par PayPlug

Taille ) N\ |
\ ®
38 37 ' ® \‘\ \ '
43 34 \
= 3 ¢
\ 5
AJOUTER AU PANIER R &

rF smer
S erifie
| visa @0 [ Whem Ot gy s

Internet Society
Belgium Chapter 15



Example 5 : phishing & pharming

Apple P +

C O 8 hiy yw.apple.com

Store Mac iPad iPhone Watch AirPods TV & Hom

Shop online and get Specialist help, free deliver
offering limited services. Before you visit, ple

Save 5% on Apple products with a new Ap
Only at Apple. Exclusions and term

iPhone 1.
Oh. So. Prl

Learn more >

i QO

Q isTrust

apple.com

Domain
£ 19 February 1987

5 60ctober 2021

Apple Inc.

(©) cupertino - CA - US

Communication

& Secure

Apple Inc.
@ Cupertino - California - US

®

%
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« > C QO & noreply-apple.com

.' Store Mac iPad iPhone Watch AirPods TV & Home O isTrust

Shop online and get Specialist help, free delivery, a
offering limited services. Before you visit, pleas¢
noreply-apple.com

Save 5% on Apple products with a new Apple
Only at Apple. Exclusions and terms & Domain

24 January 2022

29 January 2022

[ ]
I P ho ne 1 3 Repossessed by Go Daddy
Oh SO Pro @ AZ - United States

Learn more > B
Communication

http — https

N~ ® ®

o |




Next steps & challenges
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Next steps : some ideas 7L
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 Engage users to play an active role in fighting DNS Abuse, as by using isTrust
 Get more ccTLDs onboarded (example: .fr - France)

e Convince companies that sharing Internet domain identity can only build trust
e Promote DNSSEC

e |sTrust extensions:
e Support more ccTLDs
 More languages (RU, ES..)
e Support for mobiles and emails

* Find similar names (typo squatting)
e Link to other directories (ex: CBE PUBLIC SEARCH in Belgium)
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WWwWw.Istrust.org

IsTrust

Verify the trustability of any website

@) Get the add-on



GEID

Question or Feedback

Always welcome

20



i) £ Registered entity data | CBE P X

REPOS|TOR|ES G @ O ntpsi/kbopube.. 3 x 3ot (o]

| é Home | News | Info Public Search | Info CBE | Disclaimer | Contact

KN\ DI Public Search

New search New search New search New search New search

by number by name by activity by authorisation by address

Public search of the Crossroads

Ba n k for E nter ri SeS The English version of the Public Search application constitutes an unofficial English translation and is provided for information purposes only.
p No legal rights can therefore be derived from this translation. For the official application, please consult the Dutch, French or German versions of the Public Search application.

Idea: promote companies to Reglatsredisntity Cata

mention a web address, anc

add a search on domain name. Enterprise number: 0896.915.844

Status: Active

Normal situation
Since April 3, 2008

Start date: April 3, 2008

Legal situation:

Internet Corporation for Assigned Names and Numbers
Name in Dutch, since February 1, 2005

ICANN
Name in Dutch, since February 1, 2005

SUITE 300,E. WATERFRONT DRIVE 12025
90094 LOS ANGELES, CALIFORNIA
Etats-Unis d'Amérique

Since June 24, 2017

Name:

Abbreviation:

»

Registered seat's address:

Phone number: 0013108239358 Since June 24, 20171
Fax: 0013108238649 Since June 24, 2017¢1)
Email address: No data included in CBE.
Web Address: No data included in CBE.
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Mercl.

www.internetsociety.be

Frédéric Taes
President ISOC.be
frederic.taes@isoc.be
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Rue Vallin 2
CH-1201 Geneva
Switzerland

Rambla Republica de Mexico 6125
11000 Montevideo,
Uruguay

Science Park 400
1098 XH Amsterdam
Netherlands

11710 Plaza America Drive
Suite 400
Reston, VA 20190, USA

66 Centrepoint Drive
Nepean, Ontario, K2G 6J5
Canada

3 Temasek Avenue, Level 21
Centennial Tower
Singapore 039190

internetsociety.org
@internetsociety
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