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•
D

N
S abuse phenom

enon (definition, 
categories, role of actors, m

agnitude)

•
Policies, law

s, industry practices

•
M

easures
(technical and policy) needed to 

address it
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1. O
bjectives



2. M
ethodology

•
Prim

ary research: real-tim
e m

easurem
ents, 

surveys, in-depth interview
s, w

orkshops

•
R

eal-tim
e m

easurem
ents: analysis of 2.7 

m
illion incidents and 1.68 m

illion 
abused dom

ain nam
es using reputed 

dom
ain and U

R
L blacklists

•
Secondary research: review

 of third-party 
reports
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3. Tim
eline
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4. D
efinition of D

N
S abuse

•
Lim

it of the (m
any) term

inologies used so far:
technical vs content-related threats –

often overlap 
(e.g., phishing, m

alw
are) 

•
O

ur definition:

•
O

ur approach: bottom
-up and distinction betw

een
•

m
aliciously registered dom

ain nam
es

•
com

prom
ised

dom
ain nam

es
6

D
om

ain
N

am
e

System
(D

N
S)

abuse
is

any
activity

that
m

akes
use

of
dom

ain
nam

es
or

the
D

N
S

protocolto
carry

outharm
fulorillegalactivity.



4. D
efinition of D

N
S abuse

H
ow

 do w
e categorize D

N
S abuse?

•
Type 1: abuse related to m

aliciously registered 
dom

ain nam
es

•
Type 2: abuse related to the operation of the D

N
S and 

other infrastructures

•
Type 3: abuse related to dom

ain nam
es distributing 

m
alicious content(N

.B. m
ay take advantage of 

m
aliciously registered or com

prom
ised dom

ain nam
es!)7



4. D
efinition of D

N
S

 abuse
W

ho should take action to m
itigate D

N
S abuse?

1.
Abuse related m

aliciously registered dom
ain nam

es (e.g., AG
D

 used for C
&C

 
com

m
unication) (Type 1)

R
em

ediation at D
N

S level: D
om

ain reseller (if any) →
 registrar →

 TLD
 registry

2. 
M

alicious content

2.1 
M

alicious content distributed using a m
aliciously registered dom

ain nam
e 

(e.g., typosquatted
dom

ain serving phishing content) (Type 1 &
 3)

R
em

ediation at hosting level: H
osting reseller (if any) →

 hosting provider
A

N
D

at D
N

S level: D
om

ain reseller (if any) →
 registrar →

 TLD
 registry

2.2 M
alicious content distributed using com

prom
ised dom

ain nam
es (e.g., 

com
prom

ised dom
ain serving phishing content) (Type 3)

R
em

ediation at hosting level: Site operator (if any) →
registrant →

 hosting 
reseller (if any) →

 hosting provider

3.
Abuse related to D

N
S operations

(e.g., D
D

oS attack against a D
N

S server) 
(Type 2) to be addressed at D

N
S level.
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5. M
agnitude

of D
N

S abuse
O

verallhealth of TLD
s:

•
EU

 ccTLD
s are by far the least abused in absolute term

s (0.8%
) and 

relative to their m
arket share (14.4%

)

•
In relative term

s, new
 gTLD

s,w
ith an estim

ated m
arket share of 6.6%

, are 
the m

ost abused the m
ost abuse group of TLD

s (20.5%
)

•
The tw

o m
ost abused new

 gTLD
s

com
bined account for 41%

 of all abused 
new

 gTLD
s



5. M
agnitude

of D
N

S abuse

M
alicious

vs. com
prom

ised dom
ain nam

es: w
here does 

the abuse occur?

•
About 25%

 of phishing and 41%
 of m

alw
are distribution dom

ain nam
es are 

presum
ably registered by legitim

ate users, but com
prom

ised at the hosting level.

•
The vast m

ajority of spam
 and botnet com

m
and-and-control dom

ain nam
es are 

m
aliciously registered.
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5. M
agnitude

of D
N

S abuse

M
alicious

vs. com
prom

ised dom
ain nam

es: w
here does 

the abuse occur?
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R
egistrarreputation

(m
aliciously

registered
dom

ains):

M
agnitude

of D
N

S abuse

•
The top five m

ost abused registrars account for 48%
 of all 

m
aliciously registered dom

ain nam
es
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R
egistrarreputation

(m
aliciously

registered
dom

ains):

M
agnitude

of D
N

S abuse
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H
osting providerreputation:

Table 13: Top 10 A
S w

ith the highest absolute (# D
om

ains) relative concentrations (Rate) of  
blacklisted dom

ains grouped by their corresponding A
S size (10k, 100k) and abuse type 

5. M
agnitude

of D
N

S abuse

•
H

osting providers w
ith disproportionate concentrations of spam

 
dom

ains reach 3,000 abused dom
ains per 10,000 registered 

dom
ain nam

es
14



Targeted
brands

and nam
es:

5. M
agnitude

of D
N

S abuse

•
30 m

ost frequent brands in 405,431 U
R

Ls that w
ere identified 

by APW
G

, PhishTank, and O
penPhish

blacklists as phishing
15



5. M
agnitude

of D
N

S abuse

A
doption of D

N
S security extensions and em

ail 
protection protocols:

•
the overall level of D

N
SSEC

, D
M

AR
C

 and SPF 
adoption rem

ains low
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6. G
o

o
d

p
ractices

Typ
e

G
o

o
d

p
ractices

E
xam

p
le

P
reven

tive
Anti-abuse

/acceptable
use

policy
PIR

,D
onuts,.eu,.hu

K
Y

B
C

p
ro

ced
u

re
.eu,.dk

E
m

p
lo

ym
en

t
o

f
m

ach
in

e
learn

in
g

p
red

ictive
tech

n
o

lo
g

y
to

id
en

tify
ab

u
sive

reg
istratio

n
s

.eu,.nl

D
elayed

delegation
.eu,.dk,.hu

C
ross-checks

in
public

databases
.eu,.dk,.no

In
cen

tive
p

ro
g

ram
s

(d
isco

u
n

t)
to

p
ro

m
o

te
h

ealth
y

reg
istratio

n
s

PIR
,.eu

D
N
SSEC

deploym
ent

and
other

security
solutions

PIR
,.eu,.dk,.nl,.se,.cz,.no,.sk

Preventive
blocking

services
D
onuts,U

N
R

R
eactive

R
egularW

H
O
IS
accuracy

verification
.eu,.dk,.be,.no,.hu

M
anualcontentcheck

.eu
Surveillance

/search
service

.be,.nl
C
ollaborations

w
ith
LEA

and
trusted

notifiers
PIR

,D
onuts,.eu,.dk,.be

N
o

tice
&

take
d

o
w

n
p

ro
ced

u
res

.be,.nl
Appeal

m
echanism

against
suspension

before
third

neutralparty
PIR

Tran
sp

aren
cy

an
d

in
fo

rm
atio

n
P

u
b

licatio
n

o
f

ab
u

se
m

etrics
an

d
statistics

PIR

Foreseeable
response

tim
e
to
abuse

reports
D
onuts

Easy
to
access

inform
ation

on
how

to
report

abuse
/abuse

pointofcontact
D
onuts,.eu,.be,.fr,.at,.uk,.no

Adherence
to

voluntary
/
self-regulatory

initiatives
prom

oting
collaborations

am
ong

D
N
S
service

providers

PIR
,D
onuts
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7. R
ecom

m
endations

Set of 27 recom
m

endations in 6 areas for im
provem

ents of m
easures to 

m
itigate DNS abuse

A.
Better D

N
S m

etadata for identifying resources and their attribution to 
interm

ediaries

B.
C

ontact inform
ation and abuse reporting

C
.

Im
proved prevention, detection, and m

itigation of D
N

S abuse related to 
m

aliciously registered dom
ain nam

e (Type 1)

D
.

Im
proved detection and m

itigation of D
N

S abuse related to m
alicious 

content (Type 3)

E.
Better protection of the D

N
S operations and other infrastructures and 

preventing D
N

S abuse (Type 2)

F.
D

N
S abuse aw

areness, know
ledge building, and m

itigation collaboration at 
EU

 level
18



7. R
ecom

m
endations

Registries –
registrars –

resellers: 

•
build

standard (centralized) system
s for abuse reporting

•
verify accuracy of dom

ain registration data (KYBC
)

•
use of predictive algorithm

s (or the like) to prevent abusive registrations

•
identify registries/registrars/resellers w

ith respect to concentration and rates 
of abuse in their ecosystem

s

•
m

onitor abuse rates by independent researchers

•
sanctions: revoke accreditation if abuse rates exceed predeterm

ined 
thresholds

•
incentives: financial rew

ards for low
er abuse rates

19



7. R
ecom

m
endations

Hosting providers:

•
identify hosting providers w

ith respect to concentration and rates of abuse and hosting 
infrastructure abuse in their ecosystem

s

•
m

onitor of abuse rates by independent researchers

•
abuse rates not to exceed predeterm

ined thresholds

•
encourage developm

ent financial or technical solutions to effectively curb hosting and 
content abuse

•
em

ploy advanced prevention/rem
ediation techniques to quickly curb abuses of hosting 

infrastructure and subdom
ain nam

es

Collaboration,aw
areness

and
know

ledge building at EU level:

•
harm

onize ccTLD
 operation by adoption of good practices

•
require cooperation w

ith gov’t institutions, LEAs and trusted notifiers

•
encourage aw

areness raising, know
ledge building to m

ake affected parties aw
are of 

existing m
easures tackling D

N
S Abuse

20



D
ow

nload the study
here:

M
ain

R
eport: https://op.europa.eu/s/vLE5

Technical R
eport: https://op.europa.eu/s/vLE6
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