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What are AI / ML / DL?1











• Communicate and Interact with Human



• Analyze factors and classify



• Possible to do by AI



• Possible to do by AI



How is AI/ML Used in Cyber Security2



• ML Type

– Supervised Learning : Yield function by labeled training data (Regression / Classification)

– Unsupervised Learning : Yield function by unlabeled training data (Clustering)

– Reinforcement Learning : Learn based on reward



 ML (using outlier method) is used for anomaly detection based on network traffic models

 Analyze how ‘normal’ labels are distributed and Detect when new data is outlies from the 

normal sets

 It requires enough amount of data and original signature detection methods

http://www.hongyusu.com/programming/2015/10/10/novelty-detection/

 Anomaly Detection



 Malware Classification



 Malware Classification



Web Defacement Demo3
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