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AT-LARGE ADVISORY COMMITTEE 
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ALAC Advice to the ICANN Board on 

The System for Standardized Access/disclosure to non-public domain name registration information 

(“SSAD”) 

The ALAC notes with appreciation the hard work of the EPDP Phase 2 team work which resulted 

in producing an initial report outlining a proposed system for standardized access/disclosure to 

non-public gTLD registration data (“SSAD”) accompanied by 18 recommendations and an 

addendum to the initial report addressing priority two items accompanied by four 

recommendations and two conclusions. 

While ALAC acknowledges that the Phase 2 team was successful in arriving at consensus in 

relation to many of the phase two recommendations and as we ensure our full commitment to 

ICANN processes and multi-stakeholder model, we find ourselves obliged to present this advice 

to the Board to safeguard the interests of the individual Internet end users. 

Our advice to the Board relates to four main aspects of the initial report outlining the proposed 

system for access/disclosure to nonpublic registration data  

1. The ability of the proposed system (“SSAD”) to fulfil the requirements of the system’s 

users (Nonpublic information requestors) 

The SSAD was initially created in order to allow third parties with legitimate interests 

and lawful basis to obtain nonpublic registration data in a timely manner. Many of 

these legitimate interests and purposes for the use of the SSAD are related to the 

protection of Internet users; as such, ALAC would like to see the proposed system 

fulfilling the needs of its users. However, the service level agreements associated with 

the requests types, the assigned priorities, and the lack of effective automation make it 

impossible for the SSAD to fulfill the needs of urgent requests as well as requests 

related to consumers’ protection among others.  

2. The Proposed system in most cases offers a service that does not differ much than the 

current practice 

While the system automates the receipt, authentication and transmission of SSAD 

requests to the relevant contracted party, all disclosure decisions apart from four 

limited use cases are handled in a manner that does not differ much than the current 

practices.   Those current practices have proven inadequate, and there is little reason to 

believe that with the SSAD, it will be better. 
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3. The agility of the system and its ability to adapt and evolve 

Given the novelty of the proposed solution and possible legal clarity as time passes and 

more cases are globally addressed, SSAD is expected to be able to adapt and evolve 

based on new findings and learned experiences. However, the proposed 

recommendations do not allow for an agile system that could evolve without further 

PDPs.   

 

4. The consensus level that some of the recommendations received 

Six out of the 18 recommendations received significant opposition. These six 

recommendations address the response requirements, contracted party authorization, 

automation of the SSAD, service level agreements related to non-automated discloser 

requests, discloser requirements, review of implementation using a GNSO standing 

committee and the ability of the system to adapt and evolve. All of the 

recommendations lacking consensus are core recommendations to the operation of the 

proposed system for access/disclosure, which indicates lack of community support to 

the proposed model. Ultimately, resulting in developing a system whose intended 

beneficiaries will not use. The ALAC questions the concept of a Consensus Policy based 

on recommendations that did not have consensus within the PDP WG! 

 

5. Legal/Natural differentiation 

At the end of Phase 2, the ALAC was optimistic that future effort might ensure a 

Legal/Natural differentiation and that the SSAD recommendations could be amended to 

allow automated disclosure for Legal Person registration. It now appears that such a 

change will not occur. It seems likely that EU NIS2 regulations and legislation will require 

such differentiation in the near future, but only for those registrars affected by such 

legislation (resulting in a very uneven playing field. To accommodate such legislation 

within the SSAD for the entire registrar community would require a further PDP. 

 

The system as currently proposed will require significant time, effort and cost to implement. 

There is little indication that it will even come close to meeting the needs of the proposed 

users. Moreover, based on a recent announcement by one registrar to charge for non-public 

access requests, there is increasing evidence that the costs associated with SSAD may well be 

above the levels that most users are willing to pay. 

In summary, if the SSAD is even used, it will provide a very expensive, very complex, glorified 

ticketing system, and one that will likely have sufficiently high user fees that it’s use will not be 

justifiable. 
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The ALAC advises the ICANN Board to: 

• Either reject the SSAD recommendations, or remand the issue back to the GNSO , 

perhaps with a suitable delay to fully understand the potential changes to the GDPR-

related regulations in Europe. 

• Immediately have ICANN Org design and begin implementation of a ticketing system to 

track requests for disclosure of non-public gTLD registration information. Such a system 

has no need for accreditation, thus simplifying the implementation. If a PDP is required 

to require that all contracted parties use it, such a targeted GNSO PDP should be 

initiated by the Board. Consideration should be given to having the ticketing system 

apply to Privacy/Proxy providers. This can likely be built upon existing components 

already in use within ICANN, or commercial solutions readily available. 

• Should regulations comparable to those related to data registration information in NIS2 

be adopted by the European Union Council and Parliament, the ICANN Board should 

consider initiating a targeted PDP to ensure that all ICANN registrars are subject to 

comparable rules. 

 


