NCAP DISCUSSION GROUP MEETING: 10
MARCH 2021

1. Welcome and roll call

2. Update to SOI

3. Name Collision Data Analysis Update:
https://docs.google.com/presentation/d/1MQEgOEDBPO_dJMnilwV10AsDPmeifUn6X0OHJGYb
LXM/edit#slide=id.gc5ba7e504d_0_64 [docs.google.com]

4, Question 2, 3, and 10 volunteers

5. AOB

https://docs.google.com/presentation/d/1MQEgOEDBPO dJMnilwV10AsDPmeifUn6X0OHJGYb
LXM/edit#slide=id.p

PCA Analysis

Open question:

What are the effect
size and the
statistical
significance of these
attributes?


https://docs.google.com/presentation/d/1MQEgOEDBP0_dJMnilwV10AsDPmeifUn6X0OHJGYbLXM/edit#slide=id.p
https://docs.google.com/presentation/d/1MQEgOEDBP0_dJMnilwV10AsDPmeifUn6X0OHJGYbLXM/edit#slide=id.p

« A high cos2 indicates a good representation
P C A A I H of the variable on the principal component.
na yS|S In this case the variable is positioned close
to the circumference of the correlation
circle.
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« Alow cos2 indicates that the variable is not
perfectly represented by the PCs. In this

case the variable is close to the center of
the circle.
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How much of a variance is that metric covering for the data points in that data set

PCA Analysis
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All p values are smaller than 0, so statistically significant



Most Qname Minimized TLDs

> neao( o, N=w)
TLD SinglelabelCount TotalCount Percent

i gps-receiver. 1210257 1210257 100.00000
22 v-1c. 1079872 1079872 100.00000
b iris-fas 6553148 6588149 99.99998
L 1coninc 1404754 1404761 99.99950
S: severn 1497189 1497406 9999386
6: downing. 6066657 6066754 9999340
5] redis;: 6379 1022740 1822774 99.996638
8: uow . 2787203 2787351 99.99469
9: unite. 16682914 16684235 99.99208
10: ~to-4f66. 6685743 6687717 99.97042
11: uca 1712654 1714729 99.37899
12:  stratumetcp:// 1749811 1753037 99.77034
13: ruckuscontroller 1590379 1594428 99 74605
14: untfi 6963577 6987651 99.65548
15: 20nedirector. 1213619 1218012 99.63933
16: crm. 1495492 1505884 99.30991
17: arl 2270879 2328146 97.54023
18: nda-hclin-ns@l 1506763 1544961 97.52758
19: blank 1073416 1102877 97 3287
20: duneey 2951073 3052640 96 67281
21: ethd 2601626 2790553 93.22976
22: bro. 1291969 1498242 86.23233
23: https. 976304 1137541 85.87857
24: wpad 2653661 3304725  80.29900
5 wifi_router 850608 1291815 65.8459%
26: http 1009859 1623806 62.19087
27: mail. 671368 1239588 5415587
28: 10515946 1274397 2549003 49.99573
29: JOS1m947 . 1275186 2550623 49.93508
3e: chas5362 7317 12147990 49.99358

TLD SinglelabelCount TotalCount  Percent

Heavily Minimized String Examples

A and J Root Traffic for GPS-RECEIVER
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1 million queries a day since 2018. All A queries, only coming from 1 IP address.

Heavily Minimized String Examples

A and J Root Traffic for IRIS-FWS
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8 mil queries a day mid 2019 to A&J. consistent
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Heavily Minimized String Examples

A and J Root Traffic for DOWNING
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Summary
= The Root AkJ servers receive 3,758,990 daily requests for the NXD TLD
DOWNING. which is approximately 0.02% of overall root NXD traffic.
® 1 ASNs send greater than IM daily requests for DOWNING.
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Vast majority of traffic is 1 single label, sending 3.75 mil queries daily from 1 ASN in UK,

company Glide



https://glide.co.uk/about-

us/#:~:text=The%20Glide%20group%20is%20the,%2C%20broadband%2C%20connectivity%20a
nd%20communications

Summary
* The Root A&J servers recesve 7,605,198 daily requests for the NXD TLD
UNITE, which 1 spproximately 0.04% of overall root NXD traffic
« 1 ASNs send greater than IM dmily requests for UNITE.

Heavily Minimized String Examples =

A and J Root Traffic for UNITE
AS) Roquests Usigue Unique
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Same source for: .ARL, .SEVERN, .ICONIC,

Heavily Minimized String Examples  and.crv

Summary

* The Root Al servers receive 1,290,706 daily requests for the NXD TLD
UCA. which is apprimately 8.01% of overall root NXID traffic
A and J Root Traffic for UGA o 1 ASNu send greator than 1M daily requests. for UCA.
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Same company behind this as last slide
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Heavily Minimized String Examples
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Outreach and Cleanup

e Currently in the process et ™ EdotrgTID | MoposedTd | Poteotiatio
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81 my 25,482
responsible disclosure L B
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. 92 624
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Table 3—Number of cxisting, proposed, and TLD strings in TLD position (2013)



Capture analsyis — continue doing this type of analysis in event that hyprlocal root service

becomes abundant and what is desireable to enable this anslysis with hyperlocal root service?
Bring to DNSOARK

JOHN KRISTOFF



