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Vulnerabilities



DNS Service Discovery - Zero Configuration

Zeroconf, what is it? 

Created in 1999 by the group IETF (Internet Engineering Task Force), the 
Zero Configuration Networking (Zeroconf) is a methodology and a special set of 
technologies that enable the configuration of a network and discovery of services 
in a simple way that an average user will not notice.

● Dynamic Host Configuration Protocol (DHCP) 
● Find and list services (printers, servers, etc.)



DNS Service Discovery - Zero Configuration

Computer will automatically search for services on the network

DNS-SD works well with the MDNS but also works with the classic DNS

Messages for service discovery are of the same format queries

The queries are of type SRV, PTR, A and TXT

SRV: Contains name, service port, and host name

PTR: Is a pointer, stores the service type and service name

A: Stores the IP address of the service

TXT: It is used for additional service information



DNS Service Discovery - Example

A computer wants to know the printers that are on the LAN:

● PTR DNS query:
○ _ipp._tcp.local PTR

● Response:
○ sales._ipp._tcp.nTLD
○ marketing._ipp._tcp.nTLD
○ legal._ipp._tcp.nTLD

Components of Service Name:

● User-Visible Name: SecondFloorQA._ipp._tcp.nTLD
● Service Type & Service Protocol: SecondFloorQA._ipp._tcp.nTLD
● Domain: SecondFloorQA._ipp._tcp.nTLD



DNS Service Discovery - Example

● Trying to connect SecondFloorQA printer: SecondFloorQA._ipp._tcp.nTLD will issue the 
subsequent DNS lookups:

○ SecondFloorQA._ipp._tcp.nTLD SRV
■ => 0 0 30000 myprinter.nTLD

○ SecondFloorQA._ipp._tcp.nTLD TXT
■ => pdl=application/postscript (name/value pairs)

○ myprinter.nTLD A
■ => myprinter.nTLD A 13.2.4.6



Client-side Name Collision Vulnerabilities

● Client-side Name Collision Vulnerability in the New gTLD 
Era:A Systematic Study, Chen et al. 2017

● Systematic study of the robustness of internal network 
services under name collision attacks

● Perform a measure study and uncover a wide spectrum 
of services affected by the name collision problem

● Out of the 48 identified exposed services, we nd that 
nearly all (45) of them expose vulnerabilities in popular 
clients.

● Construct exploits and nd a set of new name collision 
attacks with severe security implications including MitM 
attacks, internal or personal document leakage, malicious 
code injection, and credential theft.



Name Collision Vulnerabilities



Name Collision Vulnerabilities

Vulnerable design or implementation choice:

● V1. Lack of server authentication by default.

● V2. Accept a publicly-valid but 
previously-unseen TLS certificate by default.

● V3. Mix local-link and unicast DNS domain 
discovery.

● V4. No enforcement of server authentication in 
PSK-based authentication.



Web Proxy Auto Discovery (WPAD)

WPAD is a scheme used by operating systems to automatically configure web (i.e. HTTP and HTTPS) proxy settings.

The auto-discovery mechanism of WPAD will attempt to find a “wpad.dat” configuration file on the current network. It will first 
attempt to retrieve a web URL to the file through DHCP. If not provided by DHCP, it will subsequently attempt to download it 
from the internal domain over HTTP. The following is the order of URLs it will attempt to download the file from:

1. http://wpad.department.branch.domain.tld/wpad.dat

2. http://wpad.branch.domain.tld/wpad.dat

3. http://wpad.domain.tld/wpad.dat

4. http://wpad.tld/wpad.dat


