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SOI: no updates 

 

Study 2 Update: still working on final package too send to BTC. 

 

Case Study: Name Collision Analysis Data Exploration 
 
https://docs.google.com/presentation/d/1Um8bm-
2wNZ0OztckWQbD2Ey_O8zMqtX5cgoe4kPNR7M/edit#slide=id.p

 
took top 80 strings based on query, delegted and undelegated strings 
 

Slide 1: Agenda 

 
 
 

https://docs.google.com/presentation/d/1Um8bm-2wNZ0OztckWQbD2Ey_O8zMqtX5cgoe4kPNR7M/edit#slide=id.p
https://docs.google.com/presentation/d/1Um8bm-2wNZ0OztckWQbD2Ey_O8zMqtX5cgoe4kPNR7M/edit#slide=id.p
https://docs.google.com/presentation/d/1Um8bm-2wNZ0OztckWQbD2Ey_O8zMqtX5cgoe4kPNR7M/edit#slide=id.p
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Slide 2: Data Attributes When Evaluating Collision Strings 

 
Give us Quantitative:  Traffic Properties 
Gives us context: Qname and labels column 
Qualitative attributes is the string’s context 
 
 
 

Slide 3: Patterns, Similarity and Clustering 
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Slide  4: K-Means Cluster Overview 

 
 
 
 

Slide 5:  Collision String Data Features 
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Slide 6: Collision String Similarity/Distance Measurements 

 
 

Slide 7: Collision String Similarity/Distance Measurements 

 
Each  square is how similar are 2 strings based on 32 attributes.  Blue  squares as patterns 
emerge, red boxes are saying these strings are very far apart. 
 
 
Slide 8: Collision String Elbow Test 
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How do  you pick a K?  This  is exercise of computing all the  # of different Ks  up to 25 and 
trying to find the ‘elbow’ in the curve.   
 

Slide 9: Collision String K - Measurements 

 
Result of clustering. K=6, so 6 clusters. 
X and y axis are called dimension 1 and 2. 
Each string has 32 data attributes.  
To  visualize K use  principal component analysis that looks  for ways of reducing the variance  
and transposing  that and  projecting that onto a dimensional graph 
X is accounting for 26.7%  of variance 
Y is accounting for 16.2% of variance 
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Both  together  = 43% of total variance, so they are primary components 
 
 
Group 1 in lower left hand corner  you have real  tech and telis all  clustering together they are 
all home residential ISP routers.  
Group 2: Next to group 1 it is  blue cluster with  similar strings grouped together  
Group  3: Pink cluster is local LANS 
Group 4: Right side is all delegated TLDS – ccTLD and GTLDS are together 
 

Slide  10:  Collision String K-Means 

 
 
 
 
 

Slide 11:    Collision String Prin. Comp. Analysis 
 
 

 
 
31 mins in: 
Upper left hand  corner 
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Slide 12: Collision String K-Means – Undelegated Strings 

 
K=6 
Home routers grouping  together 
 
 

Slide 13: Collision String Prin. Comp. Analysis 

 
 
Lower left was influenced by  top  ASN – 1 source. 
Residential ISP Matt has reached  out to and knows they are leaking queries, but it is front-ware 
updates since it’s home routers and is a long process to fix. 
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Is there a way to identify ones that are more likely  to be able to fix, vs. upper right hand corner 
where traffic is spread out from many sources and would be hard to remediate. 
 
 
 
 
Would those strings that are delegated have looked like the undelegated strings prior to their 
delegation? 
 

SLIDE 14:  Board Questions 

 
 
#1 is answered 
#2 & 3: from Study 1 
 
How do we take our analysis and create a list of 10 things we want data to answer, and then 
reach out to other data sources to get more information  
 
A proper definition for name collision: time to  reconsider it to updated based on new 
discoveries? 
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