Name Collision Analysis
LOCAL



.LOCAL Analysis :: Daily Query Volume

.LOCAL Queries to A and J Root Servers per Day by IP Version Total Daily Queruies to A and J for .LOCAL
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.LOCAL Analysis :: Qtype Distribution

.LOCAL Queries to A and J Root Servers per Day by IP Version and QType
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.LOCAL Analysis :: Unique Daily Source IPs

AAAAA




.LOCAL Analysis :: Geographical Distribution

Top Countries for .LOCAL to A and J Root Servers

.LOCAL Global Distribution
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Cummulative Percentage of Traffic

.LOCAL Analysis :: ASN Distribution

Cummulative Coverage of .LOCAL Traffic by Rank Order ASNs Top ASNS for .LOCAL to A and J Root Servers
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.LOCAL Analysis :: Root ASN Overlap and IP growth

Cummulative Unique IP Addresses Querying .LOCAL
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LOCAL Analysis :: Label Analysis

Number of Labels Present in .LOCAL Queries SLD Percent ThirdLabel Percent

3 cluster 5.21249852 15 svc.cluster 3.51330249
400 2: -tcp 1.49889226 25 com.cluster 1.64049344
3: rsyslogd 1.33485913 3: .rsyslogd 1.33485913
‘;f cg‘r"" gg;gi:ﬁg; 4: _ipp._tcp 0.91939797
. > P et 5: _ipps._tcp 0.49808035
7. navigo; 0.58851840 6: .constructif 0.22731603
8: demo 0.34343977 7: ad.usfood 0.19233000
- 9: group 0.25521015 8: com.meuintelbras 0.15422826
10: meuintelbras 0.24681727 9: .retracker 0.11704026
11:  constructif 0.22731762 10: onelondon.tfl ©.08225368
12: usfood ©.19251837 11: americas.ppdi 0.08144675
13: mcint 0.18398142 12: 1d.corp 0.06288812
14 net 0.18000130 13: uk.group 0.06220033
5 pedl: Ba20643257 14: asial.group ©.05934020

16: root 0.15693040 8
200 17 domain 0.15608579 15: europe.ppdi 0.05106923
18: retracker 0.11704026 16: areal.eurofins 0.05032565
19: ad 0.11596449 17: googleapis.com ©.0494@997
150- 20: hikvisionwifi 0.09515900 18: .wpad 0.04735098
21: eurofins 0.09451535 19: google.com ©0.04543337
22: lord 0.09421412 20: com.group 0.04444318
23: fujitsu 0.09260529 21: com. jltbrnet 0.04383821
: ;; exper:::\ g‘ggigg:;; 22: prant.praintl 0.04310520
26:  samsungdemo 0.08891397 ;2 _msd:(s]f:;z gzi:;g;g

| 27: pregis 0.08764093 ;
& 28: tes 0.07830863 25: _msdcs.domain ©0.03913942
I III 29: hidalgocounty 0.07609835 26: kt.group 0.03877845
. - 30: kriton 0.07327312 27: tiktokv.com 0.03711911
00~ o SLD Percent 28: us.experian 0.03687628
> sum(x$Percent) 29: .ntp 0.03675101

e % W W m B e [1] 14.06002 30: com.hikvisionwifi 0.03673716



Data Attributes When Evaluating Collision Strings

Traffic Properties:

O

Network diversity

Number of unique
ASNSs, /24s, etc.
Distribution of traffic
(e.g. heavily
weighted in a few
ASNSs)

Geographical diversity
Qtype distribution
Query volume
Longitudinal trends

Qname and Labels:

Distinct SLDs
o Distribution of
traffic over
SLDs

Amount of “noise”
(e.g. Chromium)
SLDs appear to be
delegated TLDs
First label features

o DNS-SD
o Common
protocols

Qname Minimization
effect

Other Attributes:

The string’s context
OSINT of string
being used

Data sensitivity and
catchment of data
collector



