
Name Collision Analysis
.LOCAL



.LOCAL Analysis :: Daily Query Volume



.LOCAL Analysis :: Qtype Distribution 



.LOCAL Analysis :: Unique Daily Source IPs
 



.LOCAL Analysis :: Geographical Distribution



.LOCAL Analysis :: ASN Distribution
 



.LOCAL Analysis :: Root ASN Overlap and IP growth 
 



.LOCAL Analysis :: Label Analysis 



Data Attributes When Evaluating Collision Strings

Traffic Properties:
● Network diversity

○ Number of unique 
ASNs, /24s, etc.

○ Distribution of traffic 
(e.g. heavily 
weighted in a few 
ASNs)

● Geographical diversity
● Qtype distribution
● Query volume
● Longitudinal trends

Qname and Labels:
● Distinct SLDs

○ Distribution of 
traffic over 
SLDs

● Amount of “noise” 
(e.g. Chromium)

● SLDs appear to be 
delegated TLDs

● First label features
○ DNS-SD
○ Common 

protocols
● Qname Minimization 

effect

Other Attributes:
● The string’s context
● OSINT of string 

being used
● Data sensitivity and 

catchment of data 
collector


