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Protecting Yourself Online



“Social engineering is defined as any act that
influences a person to take an action that
may or may not be in their best interest.”

- Christopher/Hadnagy, Unmasking the Social Engineer, 2014 Wiley

HOW MUCH EMAIL IS SENT?

107 294

TRILLION BILLION
ANNUALLY  EACH DAY

Clicking links within email accounted

Phishing represents 77% for 88% of all reported phishing

of all socially-based attacks

p M Z Users reported
2 N 3 phishing attacks
M £ in the last year

OF ALL EMAIL
IS SPAM & VIRUSES

Most common
phishing attacks
mimicked banking
institutions

? 1.8 MILLION
VICTIMS
IN 2013
Medical identity theft
on the rise due to
websites impersonating

medical providers

TOP PLACE

FOR THEFT

IS WORK AREA
809% of thefts J
involved disabling

or bypassing controls

88% %7
OF REPORTED

STOLEN ASSETS

WERE PERSONAL DATA

Phishing

01

Practice of
pretexting as
another: person with
the goal of obtaining
information or
access to a person,
company, or
computer system

Impersonation

03

Practice of sending emails appearing
to be from reputable sources with
the goal of influencing or gaining
personal information

Vishing

02

Practice of eliciting
information or:
attempting to

influence action
via the telephone,
may include such
tools as ‘phone
spoofing”

AVERAGE VICTIM OF
IMPERSONATION

41.7 $4,187

YEARS OLD DOLLARS LOST

60%
of US Adults

Who send and receive
text messages received
mobile spam in 2012

14%—
REPLY
TO TEXT

26%—
CALL A
NUMBER

2.4M CUSTOMERS
TARGETED FOR
PHONE FRAUD

FOR ALL OF 2012

2.3M CUSTOMERS
TARGETED FOR
PHONE FRAUD FOR
FIRST HALF OF 2013

AVERAGE LOSS FOR
TARGETED BUSINESSES

$42,546

per account

—60%
CLICK A LINK
WHAT DO
SMISHERS*
ASK FOR?
*phishing in
text messages
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Sent: Monday, May 09, 2016 10:07 AM
To:
Subject: Fwd: [UVa Library - Circulation] VIRGINIA WARNING: Closing & Deleting Your Account in Progress!

IRGINIA WARNING: Closing & Deleting Your Account in Progress!

Hello User!
@eceived your instructions to delete your acc@ 1

We will process your request within 24 hours.

All features associated wi

To retain count, kindly Cancel Request to continue using our services

Thank You, http://bit.ly/TWTXQzB
Account Team

Please do not reply to this message. Mail sent to this address cannot be answered.
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IDN Homographs

BANK OF AMERICA
www.Xxn——bakofamerica-qfc.com. -> www.bankofamerica.com.
mail.xn—--bnkofmeric-q5aef.com. - mail.bankofamerica.com.

secure.xn-—bakofamerica-qfc.com.
www.Xxn——ankofamerica-70c.com.
www.Xn--bakofamerica-qfc.com.
www.Xn—-—banofamerica-p7b.com.
www.Xn-—bnkofamerica-pob.com.
www.Xn--bnkofmeric-ggeef.com.

secure.bankofamerica.com.
www.bankofamerica.com.
www.bankofamerica.com.
www.bankofamerica.com.
www.bankofamerica.com.
> www.bankofamerica. com.
www.Xxn——bnkofmeric—-q5aef.com. > www.bankofamerica.com.
xn—-—ankofamerica-70c.com. bankofamerica. com.
xn—--bakofamerica-qfc.com. -X bankofamerica.com.
xn—--banofamerica-p7b.com. bankofamerica.com.
xn--bnkofamerica-pob.com. -—> bankofamerica.com.
xn--bnkofmeric-ggeef.com. — bankofamerica. com.

xn--bnkofmeric-g5aef.com. -—> bankofamerica.com. I\
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Ransomware
Spyware Trojan horse
3 @
Rootkit Remote access
Adware worm
1 9
Virus Keylogger

)
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@ MicrosoftEdge File Edit View History Favorites Tools Profiles Tab Window Help ‘ 100% B2 Mon 2:04 AM Jonathan Zuck Q @

o ! Your Amazon.com order #114- X

Q| Search mail

< a o D ®
I— Compose

Your Amazon.com order #114-0761622-8226638 has shipped o inbox x

Inbox

Starred Amazon.com <shipment-tracking@amazon.com> 1:38 AM (26 minutes ago) Y
Snoozed to jzuck ~

Important

amazonbusiness
Sent ~ Shipping Confirmation

Drafts
Order #114-0761622-8226638

Spam

Hello Jonathan V Zuck,

We wanted to let you know that we have shipped your items. If your operating hours have changed, please update your
delivery preferences. Your preferences help us improve your delivery experience.
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Categories
[Imap]/Drafts
99Casting

Jonathan Zuck Expected Delivery

VENICE, CA

Audition Tuesday, February 9

Concert
Track your package

Anvnn

Meet
B New meeting

Your Orders
E3  Join a meeting

Hangouts

‘ Jonathan +
® 1 package

Jordan Engel AESTHING Natural Dry Flowers Happy Flower Bundles-Flowers Bouquet for
Glad it could make your life simpler! Wedding DIY Home Party 1 Bundle 50pcs Pack (Orange)

Qty: 1 | Sold by AESTHING
“ Craig Spiezle
Invitation sent

markbaughman1@gmail.com

Invitation sent If you need further assistance with your order, please visit Help & Customer Service.

https://www.amazon.com/gp/r.htmI?C=1N85WR5439VWW&K=26XEI058USOMO&M=urn:rtn:msg:202102080938057657€39926d741e8875c31627830p0na&R=32ZFEH2EZM2MC&T=C&U=https%3A%2F%2Fwww.amazon.com%2Fgp%2Fcss%2Fshiptrack%2Fview.html|%2Fref%3Dpe_386300_442618370_TE_typ%3Fie%...
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Microsoft Edge File Edit View History Favorites Tools Profiles Tab Window Help % ® [ 100% @@ Mon 2:09 AM Jonathan Zuck Q @

! Log in to Office.com UserVoic: X

B - ® @

Q  Search mail v @ 3 i

If
K ¢
@
s

€« N O 8 0 ¢ D ® 10f2 > )
l— Compose
Log in to Office.com UserVoice  nbox x DNS Abuse x &
[J Inbox 1,088
Y Starred Office.com UserVoice <login@magic.link> Jan 31,2021,7:18 PM (8 days ago)  Y¥¢ &
to jzuck ¥

© Snoozed

» Important

> Sent

B Drafts 10

o Spam 24 - - +
Office.com UserVoice

» @ Categories

®  [Imapl/Drafts Click the button below to log in to Office.com UserVoice.

B 99Casting 3 This button will expire in 10 minutes.

B Audition

® Concert Log in to Office.com UserVoice

Meet

. Button not showing? Click here

B New meeting

B  Join a meeting Confirming this request will securely log you in using hion.psd
jzuck@rhetoricorp.com.

Hangouts

‘ Jonathan + This request came from United States of America, California,
Los Angeles using Chrome, Macos at 31 January, 2021

Jordan Engel reative

19:18:47 PST. 20-Coyne

Glad it could make your life simpler!

6 Craig Spiezle
Invitation sent

markbaughman1@gmail.com

Invitation sent

- Office.com UserVoice Team

ttps://auth.magic.link/confirm?tlt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzITNiJ9.eyJIbWFpbCI6Imp6dWNrQHJoZXRvemljb3JwLmNvbSIsIinRIbXBvemFyeV9hdXRoX3Rva2VuljoiVUFXLUISUTIJVGhOZjhfSTBBMy1LSFAPZGhSRUNDY2JIMI8yUXRtS184YWd5X0tEZUJUZTNuUSGZrT ThWNkppZkxmWijIXTzZfdC1XZzZfX1BvMjl4Z1EiLC...
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! Your 2 items are packed & sh

) https://mail
= M Gmail Q  Search mail - |
¢« N 0 § o oD e o
I— Compose
Your 2 items are packed & shipped. © Inbox x DNS Abuse x
[ Inbox 1,088
Starred Shipping Status <info@amazondeliverysupplies.com> Jan 15,2021, 459 AM  y
c Snoozed to jzuck@rhetoricorp.com ~
» Important
> Sent a m azo n INVOICE ID # 001-1511-669821
Drafts 10
b Hello User,
0 Spam 24 Thank you for your order. Your items are shipped and on the way. Your estimated delivery date is indicated below. If you
would like to cancel or make any changes to it, please contact Customer Help-Desk.
» B Categories
® [Imap]/Drafts
For any query, reach us at: +1-866-551-4873
B 99Casting 3
B Audition
Arriving: Shipped to:
@ Concert Monday, January 25 Keith H
= A~ Shipping with: 919 Queen St.
Pping With: Wilmington, NC 28401
Meet Express Delivery at $51

B« New meeting

&  Joinameeting Products Summary
Hangouts
Jonathan
‘ + Sony X950H 55 Inch TV: 4K Ultra HD Smart LED $ 1198.00
TV with HDR and Alexa Compatibility - 2020 Model
Jordan Engel Electronic Item
Glad it could make your life simpler!
Craig Spiezle
Invitation sent
markbaughman1@gmail.com
Invitation sent Sony SU-WL855 Ultra Slim Wall-Mount Bracket for $348.00
M.E. L. Select Sony BRAVIA OLED and LED TVs

You: going really slowly Electronic Item

~ Austin Bragg
‘rﬂ} You: https://www.youtube.com/watc

@) Unknown
L No one has joined your call

’,"_v‘ Shane Tews
L/‘ Invitation sent Item Subtotal: $1546.00
Delivery Fee: $51.00
Kathleen Crook v
S¥ Hopefully I'l find love, real genuine ¢

Shipment Total: $1597.00

Sara Akbar
figured it was worth asking
VDadecmGu'Le P.S. If you did not place this order, contact on +1-866-551-4873

- @ <



! Important message about you: X +

() https://mail.google.com/ma

= M Gmail Q_ chase fraud X - ® @

<« 8 06 § & 0 &€ E = :

I— Compose
O b o8 Important message about your Chase account o Inbox x &
nbox )

% Starred Chase Fraud Alert <Chase@activityconfirmation.chase.com> Jul 16,2017, 7:04PM Yy 4
©® Snoozed to jzuck ~

» Important If you are having trouble viewing this message, please clic e.

E-mail Security Information.

> Sent |»CHASE

B Drafts 10

©® spam 24 o

» B Categories Important details about your replacement account
® [Imap]/Drafts Dear Jonathan V Zuck:
B 99Casting 3 We closed your United MileagePlus® business credit card account ending in 3586 to prevent
unauthorized transactions, as recently discussed. Please review the following important

Meet information about what happens next.

B New meeting What you need to do now

B Join a meeting e Continue to make at least the minimum payment for the valid balance on the

account.
e Please review your next billing statement carefully. If you find unauthorized charges
Hangouts on your statement, call us immediately at the number on the back of your card to
report them.
Jonathan + )
o e If you have other users on your account, their account numbers are not affected.
e Destroy all credit cards or account access checks for this account number only. If you
‘ iJ.or(.j.an Epgel _ S recently used an access check or processed a balance transfer, and haven't already
- discussed it with us, please call us so we can make sure these transactions are

activityconfirmation.chase.com/1f1448077layfiusib5ofwuaaaaaaaebuwn5atrhvt4yaaaaa/C?V=bF9pbmRIeAEBQUODATUWNTgBcHJvZmIsZVOpZAEyNzE4ODkyNzQBemIwX2NvZGUBAVIXQVZFXOIEXWE5Mjk5MjY3NDKkBX1BMSVNUXOIEXWEZNTg3NTQyOQFnX2IuZGV4AAQFBQONUX1BSTORfVFIQRQFWQgFMQ
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Posts About Friends 360

About

Overview

Work and Education
Places Lived

Contact and Basic Info
Family and Relationships
Details About Eduardo

Life Events

Photos

Work

i TV

Eduardo Diaz

Videos Check-Ins More @© Message | 9

Puerto Rico Telephone Company
1988 - 2003 - San Juan, Puerto Rico

Former Member of The Technical Staff, Supervisor at AT&T Bell Labs
1981 - 1988 - Whippany, New Jersey

College

i

i

Studied Electrical engineering at Georgia Tech

Master's in Science in Electrical Engineering - Also studied Computer science and Digital signal processing - Class of 1981

Studied Informatica at Georgia Tech
Also studied Bachelor of Science in Electrical Engineering - Class of 1980

High School

&

Went to Juan Jose Osuna School
Class of 1974



\ \ \ \ \ Q \ \ \ \\ \ \ \ Q \ \ CREATING THE NEXT

Home 50th Reunion « 40th Reunion + 25th Reunion «» Reunion Recognition Center Reunion Class Book FAQ ContactUs) Q

TheClassof 1980 Y
1s turning 40!
#ReunionsAtTech

To celebrate our milestone reunion and pay tribute to our time at Tech, we're
going to help future Jackets with a swarm of support. We're counting on The
Class of 1980 to give. Let' s show our support of future Jackets and make this
milestone reunion one for the ages.

GIVE NOW S .{

This is our year. This is our Tech. Have you made your gift?

We're counting on the Class of 1980 to show the rest of the hive how Jackets give back. Let's see how far we can take the
future of Georgia Tech!



< ALUMNI NEWS CALENDAR GIVE NOW Q
GeorgiaTech Alumni

A & B 0 C 1 AT 1 O N

Join Georgia Tech Connect, an online
platform just for GT alumni. Share
memories, learn industry tips, find new
contacts and stay connected with fellow
Yellow Jackets. By signing up, you will
have a whole community of analytical
problem solvers at your fingertips.

JOIN TODAY

Looking to hire or be hired? The jobs secfion Start a conversation in the Discussion section of Be matched on Georgia Tech Connect when you
includes listings posted by alumni. Your time at Georgia Tech Connect to collect the advice, ideas, fill out a profile with people who share interests,
Georgia Tech is a testament to your hardworking and opinions of the Tech community. industries, or who are in the same community as
approach and is understood and appreciated by you are.

alumni.



@ MicrosoftEdge File Edit View History Favorites Tools Profiles Tab Window Help o 100% B2 Mon 5:33 AM Jonathan Zuck Q @

[ J ns Domain Name Search Results X +

= @ (3  https://www.networksolutions.com; - S l S sults.js (-] = Q “o

letm?o"ﬁs Blog R 1-866-908-3442 @ Contact Us .!?Cart O g

Domains Website & eCommerce Hosting Security Email & Office Online Marketing IT Services RENEW SERVICES

Search again... SEARCH

Good news! Your domain is available and has been added to your cart

You should own multiple extensions. Learn why.

georgiatechconnect .org .com .net .info .biz

.CO
= - N N N

Only show me: Domains you might like

georgiatechconnect.online ADD TO CART
georgiatechconnect.site ADD TO CART
georgiatechconnect.website ADD TO CART
georgiatechconnect.vip ADD TO CART

georgiatechconnect.work ADD TO CART

Waiting for cache...
"!“ FI 097438®w D Lrc Pr F ‘ Ae [0 B E;l "

.

Live Chat




Shop b G Sign in to eBay with Google X
y cate%or);/ v Q. Search for anything L,

€ Back to home page | Listed in category: Collectibles > Historical Memorabilia > Teaching & Education > Colleges & Universities Jonathan Zuck
dcdirector@gmail.com

hlist o

L.b Jonathan Zuck
L1 erty W - dcspeaker@gmail.com
e customize. You could save $842. Get your quote
Mutual. $
INSURANCE m——
People who viewed this item also viewed
Georgia Tech 1980 Georgia Tech *1979 GEORGIA Vtg 1979 Georgia 1999 "Blueprint" -
Blueprint... Blueprint 1979... TECH "BLUEPRINT... Tech University... Georgia Tech...
$26.00 $26.00 $3.99 $29.99 $25.52
+ $5.69 shipping + $5.69 shipping + $8.76 shipping + $4.50 shipping + $3.99 shipping

Georgia Tech Blueprint 1979 Yearbook

Shop with confidence

Condition: Used eBay Money Back Guarantee

Get the item you ordered or get
your money back. Learn more

Seller information
A alexgitman79 (120 )
100% Positive feedback

Best Offer: Make Off Q save this Seller
ake oA Contact seller

See otheritems

QO Add to Watchlist

-'n)‘

Ships from United States 1% Liberty Mutual.

A
INSURANCE

el 1

Shipping: $5.00 Economy Shipping | See details

Item location: Alpharetta, Georgia, United States We Customlze
Ships to: United States and many other countries | See details YOU COUICI
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MIKE KELLEY




