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Agenda 

◉ Overview of study (15 min)

◉ Responses/Discussion on submitted questions (45 min)

◉ Q&A (30 min) 
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Overview of Study
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EPDP Team Request & Consultation

◉ Request: The EPDP Team recommends that as soon as possible ICANN Org 
undertake a study, for which the terms of reference are developed in 
consultation with the community, that considers: 

○ The feasibility and costs including both implementation and potential 
liability costs of differentiating between legal and natural persons; 

○ Examples of industries or other organizations that have successfully 
differentiated between legal and natural persons; 

○ Privacy risks to registered name holders of differentiating between legal 
and natural persons; and,

○ Other potential risks (if any) to registrars and registries of not 
differentiating.

◉ Consultation: At ICANN66, ICANN org and EPDP Team determined that 
study would examine effects of differentiation between legal and natural 
persons on various stakeholders: registries, registrars, registrants, and 
end-users
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Research Questions

◉ Study looks at five key variables: cost, risk, cost-risk mitigation, benefits, 
and feasibility

◉ The following research questions guided the study:

○ What are the potential risks and costs of differentiation to Contracted 
Parties, registrants, and end-users?

○ What factors work to mitigate those risks and costs?

○ What are the benefits of differentiation?

○ How do mitigation factors and the benefits of differentiation impact 
the risks and costs of differentiation?

○ What factors explain the relative feasibility of differentiation for each 
party? 
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Report Scope & Content

◉ Report provides:
○ Introduction to differentiation from a legal and policy perspective.

○ Problems and prospects related to the stakeholders, framed in terms 
of cost, risk, cost-risk mitigation, and benefits.

○ Examples of differentiation in and outside the DNS ecosystem.

○ Analysis based on questionnaire sent to EPDP team and circulated 
amongst ICANN community.

○ A model/framework to help EPDP Team assess overall feasibility of 
implementing a differentiation method.

◉ Report does not provide recommendations or normative assessments of 
differentiation.
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Questionnaire Overview

◉ ICANN circulated a questionnaire to: Contracted Parties, Natural Person 
Registrants, Legal Person Registrants, RDDS end-users, and ccTLD 
Community.

◉ Received 247 responses: 47% identified as Legal Person Registrants, 
30% as RDDS end-user, 14% as Contracted Party; natural person 
registrants & ccTLD operators made up remaining responses.

◉ Comprised 6 questions:
○ Why does your organization differentiate?
○ What methods does your organization use?
○ Why does your organization not differentiate?
○ Has your organization’s home jurisdiction impacted a decision to 

differentiate?
○ What are the perceived main benefits associated with differentiation?
○ What are the perceived risks and costs associated with 

differentiation?

◉ Responses are included throughout the report to help inform the model 
presented in the paper.
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Examples of Questionnaire Responses

◉ Why does your organization differentiate?
○ Because of data protection law requirements.
○ Differentiation provides opportunities such as trademark enforcement, 

gaining access to data, and being able to contact owners for domain 
names.

◉ What methods does your organization use?
○ Dependent on the organization field to identify if a person is registering 

a domain as a legal or natural person. 
■ If a registrant fills in the organization field it is assumed that they 

are a legal entity and 
■ If the field is left blank it is assumed that they are a natural 

person. 

◉ Why does your organization not differentiate?
○ The complexity behind the financial and technical feasibility in 

implementing such a business model was not worth the investments. 
○ A uniform approach was the safest to mitigate liabilities, legal risks, 

and opportunities for registrants to provide incorrect data.
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Examples of Questionnaire Responses
 
◉ Has your organization’s home jurisdiction impacted a decision to 

differentiate?
○ Those who do not differentiate noted that jurisdictional laws did not 

impact their decision. 
○ Those who do differentiate noted that GDPR is viewed as the 

governing jurisdiction law which required them to differentiate 
between legal and natural persons. 

◉ What are the perceived main benefits associated with differentiation?
○ Differentiation provides security, authenticity, and transparency of the 

domain owner or commercial entity, which creates consumer trust.
○ Differentiation provides access to an increased amount of information 

which is useful for third parties such as law enforcement agencies.

◉ What are the perceived risks and costs associated with differentiation?
○ The main perceived risks and costs associated with differentiation 

were the financial burdens associated with implementing a business 
model that would allow for differentiation and the risk of personal 
information accidentally being exposed.
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Model - Feasibility Assessment Heat Map Template

◉ The table below is the “Feasibility Assessment Heat Map”; factors constituting 
each of the variables are derived from the research presented in the report
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Model Example - Differentiation Through Registrant Self-Identification

◉ Example: differentiation costs/risks outweigh mitigation efforts/benefits, i.e., 
“infeasible”
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Key Points

◉ Differentiation would redistribute risks and costs associated with processing 
RDDS data. 

◉ Differentiation between personal and non-personal data in RDDS could 
maximize the availability of registration data. 

◉ However, given the imbalance of burden and benefit of differentiation as a 
practical matter, it is unlikely that a global policy to differentiate could ever 
reach a state that all viewed as “ideal”. Some parties will bear risk and costs 
and others will enjoy benefits.

◉ Policy decision to determine balance of these factors and relative merits of 
differentiation.
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Response to Submitted Questions
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Question 3
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◉
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Question 4
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Question 5

◉
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Question 6

◉
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Question 7

◉

◉

https://community.icann.org/display/EOTSFGRD/EPDP+-P2+Legal+subteam?preview=/111388744/126428940/ICANN%20memo%2013%20March%202020%20-%20consent.docx
https://community.icann.org/display/EOTSFGRD/EPDP+-P2+Legal+subteam?preview=/111388744/126428940/ICANN%20memo%2013%20March%202020%20-%20consent.docx
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Question 8
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Question 9

◉

◉
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Question 10

◉

◉

○

○

http://domainincite.com/23053-how-all-33-european-cctlds-are-handling-gdpr
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Question 11
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Q&A
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Engage with ICANN

Visit us at icann.org

Thank You and Questions

Email: email

flickr.com/icann

linkedin/company/icann@icann

facebook.com/icannorg 

youtube.com/icannnews soundcloud/icann

slideshare/icannpresentations

instagram.com/icannorg

https://www.flickr.com/photos/icann
http://flickr.com/photos/icann
https://www.linkedin.com/company/icann
http://linkedin.com/company/icann
https://www.twitter.com/icann
http://twitter.com/icann
https://www.facebook.com/icannorg
http://facebook.com/icannorg
http://youtube.com/user/ICANNnews
https://www.youtube.com/user/ICANNnews
https://soundcloud.com/icann
https://www.slideshare.net/icannpresentations
http://linkedin.com/company/icann
https://www.instagram.com/icannorg

