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agenda

16:30 - 16:40 - Introduction and welcome
(Joanna Kulesza) - 14:30-14:40 UTC

16:40 - 16:55 - Current legislative processes
and their impact onto ICANN's DNS Abuse
policies - what to expect (Matthias 
Hudobnik, ALAC EURALO) - 14:40-14:55 UTC

16:55 - 17:10 - Cybercrime and DNS Abuse
(Alexander Seger, Head of the Cybercrime 
Division and Executive Secretary of the 
Cybercrime Convention Committee, Council
of Europe) 14:55-15:10 UTC

17:10 - 17:30 - Q&A (Joanna Kulesza) - 15:10-
15:30 UTC



background
DNS Abuse and cybercrime – comparing notes 





Framework to 
Address 
Abuse

• „DNS Abuse is composed of five broad 
categories of harmful activity insofar as 
they intersect with the DNS: 

• malware, 
• botnets, 
• phishing, 
• pharming, and 
• spam (when it serves as a delivery 

mechanism for the other forms of DNS 
Abuse).”



Framework to 
Address 
Abuse

• „When Should a Registrar or Registry Act on 
Website Content Abuse? 

• (…) we believe there are certain forms of Website 
Content Abuse that are so egregious that a 
registry or registrar should act when provided with 
specific and credible notice. 









Scoping 
questions:

• Is there a link between DNS 
Abuse and cybercrime laws and 
international treaties?
• Is there a role for the ICANN 

community in the ongoing 
international discussions? 
•How to effectively protect end 

users from online/DNS abuse? Is
it time to move beyond law? 


