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Domain Transfer 
Request Initiated

Domain Transfer 
Request Initiated

Transfer Form 
Completed & 
Transaction 
Processed

FOA Confirmed

FOA Confirmed

FOA 
Authorized?

END

http://www.icann.org/en/transfers/foa-auth-12jul04.htm

Transfer Request 
Cancelled & 
Refunded

Send EPP 
Command to EPP 

Registry

Receives EPP 
Transfer 

Command ID & 
Authenticate gRr

Notify Both Rr 
Transfer Notice 
Received (push)

Transfer Notice 
Received (pull)

Optional Contact 
to Confirm 

Transfer <24 hrs

http://www.icann.org/en/transfers/foa-conf-12jul04.htm

FOA Confirmed

FOA Confirmed

No

Yes

FOA Sent to
Rt Requestor 

(mail/
electronic)

Transfer Notice 
Received (pull)

FOA 
Authorized?

Yes

No

NACK Protocol 
from RrOR < 5 

Days?

Process Transfer 
& Notify Both Rr of 

Transfer Notice 
Complete (push)

No

The Registry Operator shall undo a transfer if, after a transfer has occurred, the Registry Operator receives one of the 
notices as set forth below. In such case, the transfer will be reversed and the domain name reset to its original state. The 
Registry Operator must undo the transfer within five (5) calendar days of receipt of the notice except in the case of a 
Registry dispute decision, in which case the Registry Operator must undo the transfer within fourteen calendar days unless 
a court action is filed. The notice required shall be one of the following:

i. Agreement of the Registrar of Record and the Gaining Registrar sent by email, letter or fax that the transfer 
was made by mistake or was otherwise not in accordance with the procedures set forth in this policy; 

ii. The final determination of a dispute resolution body having jurisdiction over the transfer; or

iii. Order of a court having jurisdiction over the transfer.

iv. In case of suspected hijack – an expedited transfer reset can be requested and restore completed 
within 3 Calendar Days

A1

A1

Yes

A1

Reason for Denial 
Provided to gRr & Rt

Reason for Denial 
Provided to GRr & Rt

Expand to sub-p 
for Auth Code

Expand to sub-p 
for Auth Code

Optional

Transfer 
Completed Notice 
Received, 1 Year 
added To Expire 

Date

Transfer 
Completed Notice 

Received

Updates WHOIS 
Contact 

Information,  
Domain Setup

Updates WHOIS 
Contact 

Information,  
Domain Setup

Invoke Restore to Original State for Un-Do Notice or TDRP

Recognize 
Transfer 
Dispute

Initial Authorization for Registrar Transfer

Confirmation of Registrar Transfer Request

Deny Transfer 
Request?

No

Yes

May Deny List:
Evidence of fraud
UDRP action
Court order by a court of competent jurisdiction
Reasonable dispute over the identity of the Registered Name Holder or Administrative Contact 
No payment for previous registration period (including credit card charge-backs) if the domain name is past its expiration date or 
for previous or current registration periods if the domain name has not yet expired. In all such cases, however, the domain name 
must be put into "Registrar Hold" status by the Registrar of Record prior to the denial of transfer. 
Express written objection to the transfer from the Transfer Contact. (e.g. - email, fax, paper document or other processes by which 
the Transfer Contact has expressly and voluntarily objected through opt-in means) 
A domain name was already in “lock status” provided that the Registrar provides a readily accessible and reasonable means for the 
Registered Name Holder to remove the lock status. 
The transfer was requested within 60 days of the creation date as shown in the registry Whois record for the domain name. 
A domain name is within 60 days (or a lesser period to be determined) after being transferred (apart from being transferred back to 
the original Registrar in cases where both Registrars so agree and/or where a decision in the dispute resolution process so directs). 
"Transferred" shall only mean that an inter-registrar transfer has occurred in accordance with the procedures of this policy.

May Not Be Denied List:
Nonpayment for a pending or future registration period 
No response from the Registered Name Holder or Administrative 
Contact. 
Domain name in Registrar Lock Status, unless the Registered 
Name Holder is provided with the reasonable opportunity and 
ability to unlock the domain name prior to the Transfer Request. 
Domain name registration period time constraints, other than 
during the first 60 days of initial registration or during the first 60 
days after a registrar transfer. 
General payment defaults between Registrar and business 
partners / affiliates in cases where the Registered Name Holder 
for the domain in question has paid for the registration. 

Send NACK 
Protocol to RyO

Dispute Procedure

This represents a parallel process that can be invoked by gRr or RrOR at any 
time during the process (refer to TDRP page)

This represents a parallel process that can be invoked by gRr or RrOR at any 
time during the process (refer to TDRP page)

ICANN Approved Transfers

This represents a parallel process Section B of IRTP for Transfer of Domains to 
a new Sponsored Rr

START

TDRP

1.0

1.0

Rr DP

Escalation Levels:
1. Registrant to RrOR – Registrar denies dispute
2. gRr to RrOR – via Dispute Procedure
3. gRr to RrOR  – via TDRP

- 1st Level
- 2nd Level

4. Registry Specific Reassignment Service
5. Law Enforcement / Courts

In Scope Policy Documents:
IRTP
TDRP
RAA
Ry-RrA

Maintained task 
by role 
delineation 
between roles 
given “Change of 
Control“ 
Discussions

A2

A2
Recognize 
Transfer 
DisputeA2

Contact RrOR

IRTP SLAs:
Rr Transfer Email – 7 Calendar Days
Rr FOA doc requests – 5 Calendar Days
Rr provide EPP Auth  Code – 5 Calendar Days
Ry complete Transfer – 5 Calendar Days
Ry Transfer Undo – 5 Calendar Days
Ry Transfer Undo Hijack – 3 Calendar Days
Ry Dispute Transfer Undo  – 14 Calendar Days
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IRTP

1.0

TDRP

1.0

Resolve Transfer 
Problem Among 

Rr

Dispute 
Resolved? No

1.0

Yes

IRTP

Escalation Levels:
1. Registrant to RrOR – Registrar denies dispute
2. gRr to RrOR – via Dispute Procedure
3. gRr to RrOR  – via TDRP

- 1st Level
- 2nd Level

4. Registry Specific Reassignment Service
5. Law Enforcement / Courts

In Scope Policy Documents:
IRTP
TDRP
RAA
Ry-RrA

Invoke Hi-
Jack Transfer 

Undo?
Yes Request Undo

Invoke Restore to 
Original State for 

Hi-Jack Un-Do 
Notice

Lock Domain & 
Notify both Rr

Submit Level0
TDRP Notice

IRTP SLAs:
Rr Transfer Email – 7 Calendar Days
Rr FOA doc requests – 5 Calendar Days
Rr provide EPP Auth  Code – 5 Calendar Days
Ry complete Transfer – 5 Calendar Days
Ry Transfer Undo – 5 Calendar Days
Ry Transfer Undo Hijack – 3 Calendar Days
Ry Dispute Transfer Undo  – 14 Calendar Days

Formal reporting 
mechanism

Tied to TDRP to 
ensure validity of 

request

Point back to 
IRTP RyO Un-Do 

Procedure
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Dispute 
Procedure

RoE Form, 
gRr Form, 

RrOR Form

0, 1st or 2nd

Level?

Filing Rr
Initiate
TDRP

Develop Dispute Conclusion & Outcome

1.0

Escalation Levels:
1. Registrant to RrOR – Registrar denies dispute
2. gRr to RrOR – via Dispute Procedure
3. gRr to RrOR  – via TDRP

- 1st Level
- 2nd Level

4. Registry Specific Reassignment Service
5. Law Enforcement / Courts

IRTP SLAs:
Rr Transfer Email – 7 Calendar Days
Rr FOA doc requests – 5 Calendar Days
Rr provide EPP Auth  Code – 5 Calendar Days
Ry complete Transfer – 5 Calendar Days
Ry Transfer Undo – 5 Calendar Days
Ry Dispute Transfer Undo  – 14 Calendar Days

In Scope Policy Documents:
IRTP
TDRP
RAA
Ry-RrA

Submit Request 
for Enforcement to 
RyO & Non-Filing 

Rr

1st

Receive Request 
for Enforcement 

from Filing Rr

TDRP SLAs:
Non-Filing Rr Response to RoE – 7 Calendar Days (+5 day 
extension)
Dispute Resolution Decision by RyO – 14 days (did not specify 
calendar or business
Dispute Resolution Decision by DRP – 30 days (did not specify 
calendar or business)

Non-Filing Rr 
Receive Request 
for Enforcement 
from Filing Rr

Non-Filing Rr 
Creates Response 
& Submits to RyO

Response Form

Response from 
Non-Filing Rr

Receive Response 
Non-Filing Rr

Create 
Response? Yes

Yes Approve or Deny 
Transfer Request

Only Review the 
Dispute Based on 
RoE & Compare

WHOIS for 
Conclusion

Review all 
Applicable Docs & 
Compare WHOIS 

for Conclusion

No Response

Data Match in 
WHOIS? Yes

3.3.4 If the data provided by neither Registrar appears to be conclusive, then the Registry shall 
issue a finding of "no decision." If the data provided to the Registry is complete and provides 
sufficient basis for a determination based on the Policy, the Registry may not issue a finding of "no 
decision." Either Registrar shall be able to appeal such issue to a Second-Level Dispute Resolution 
Provider in accordance with the provisions set forth below. 

No Filing Fee
3.4.2 The Registrar that does not prevail in the 
dispute will be assessed a fee to be set by the 
Registry Operator. Such fee shall be set forth in 
the Registry's Supplemental Rules that are in 
effect at the time that the Request for 
Enforcement was filed. 

3.4.3 This fee shall not be passed on to the 
Registrant.

3.4.4 This fee will be charged after a final 
decision is rendered by the Registry. In the case 
that the Registry issues a finding of "no 
decision," the Registry Operator shall collect the 
applicable fees from the Filing Registrar.

Provide Additional 
Information as 

Requested from 
RyO

No

3.3.1 If the data included in the 
Request for Enforcement does not 
match the data listed in the 
authoritative Whois, the Registry 
Operator must contact each 
Registrar and require additional 
documentation.

gRr Provide 
Complete FOA & 
WHOIS Match?

Approve Reverse 
Transfer Request

3.3.2 If the Gaining Registrar cannot provide a 
complete FOA with data matching that contained 
within the authoritative Whois database, then the 
Registry Operator shall find that the transfer 
should be reversed. In the case of a thick Registry, 
if the Registrar of Record's Whois is not accessible 
or invalid, the Registry Operator's Whois should be 
used. In the case of a thin Registry, if the Registrar 
of Record's Whois is not accessible or is invalid, 
the Registry Operator must notify ICANN and 
place the dispute on hold until such time as the 
specific problem is resolved by ICANN

3.3.3 In the case where a Registrar of Record 
denies a request for a domain name transfer 
("NACKs"), the Registrar of Record must provide 
evidence of one of the factors for which it is 
allowed to NACK. If the Registrar of Record 
cannot provide evidence that demonstrates any 
of the factors, and the Gaining Registrar provides 
to the Registry a complete FOA with data 
matching that contained within the authoritative 
Whois database, then the transfer must be 
approved to be processed.

Yes

No

3.4.1 There is no filing fee 
assessed to the Filing Registrar 
at the time the Request for 
Enforcement is submitted to the 
Registry Operator.

Dispute Data 
Conclusive?

Issue Finding of 
No Decision

Appeal Level 1 
Dispute 

Decision?

2nd

A2

A2

Receive Request 
for Enforcement 
from Filing Rr

Yes

Resolve 
Inaccessible or 
Invalid WHOIS 

Information at RyO

Yes

Render Fee

IRTP

1.0

3.5 Availability of Court Proceedings

The procedures set forth above shall not prevent a Registrar from 
submitting a dispute to a court of competent jurisdiction for 
independent resolution before such an administrative proceeding is 
commenced or after such proceeding is concluded. If a Registry 
Operator decides a domain name registration should be transferred 
(either to the Gaining Registrar, or alternatively, back from the Gaining 
Registrar to the Registrar of Record), the Registry will wait fourteen 
(14) calendar days after it is informed of the decision before 
implementing that decision. The Registry will then implement the 
decision unless it has received during that fourteen (14) calendar day 
period official documentation (such as a copy of a complaint, file-
stamped by the clerk of the court) that a lawsuit has commenced with 
respect to the impacted domain name(s). If such documentation is 
received by the Registry Operator within the fourteen (14) calendar 
day period, the decision will not be implemented until (i) evidence is 
presented to the Registry Operator that the parties have resolved 
such dispute; (ii) evidence is presented to the Registry Operator that 
the lawsuit has been dismissed or withdrawn; or (iii) the Registry 
Operator receives a copy of an order from such court.

No

No

END

RoE Form, 
gRr Form, 

RrOR Form
& Appeal Info 4.3.4

Response Form

Yes

Yes

No Response

Yes

No

No

Receive Request 
for Enforcement 
from Filing Rr

Provide Additional 
Information as 

Requested from 
DRP

Only Review the 
Dispute Based on 
RoE & Compare

WHOIS for 
Conclusion

Non-Filing Rr 
Receive Request 
for Enforcement 
from Filing Rr

Response from 
Non-Filing Rr

END

Review all 
Applicable Docs & 
Compare WHOIS 

for Conclusion

Receive Response 
Non-Filing Rr

Non-Filing Rr 
Creates Response 
& Submits to DRP

Data Match in 
WHOIS?

Submit Request 
for Enforcement to 
Dispute Resolution 

Provider

Create 
Response?

Provide Additional 
Information as 

Requested from 
DRP

No

Yes

No

Yes

No

Dispute Data 
Conclusive?Develop Dispute Conclusion & Outcome Render Fee

gRr Provide 
Complete FOA & 
WHOIS Match?

Approve or Deny 
Transfer Request

Approve Reverse 
Transfer Request

Issue Finding of 
No Decision

Resolve 
Inaccessible or 
Invalid WHOIS 

Information at RyO

4.2.2 (iii) In the case where a Registrar of Record 
NACKs a transfer, the Registrar of Record must 
provide evidence of one of the factors for which it is 
allowed to NACK as set forth in Section 3.1.4 (ii) of 
this Dispute Resolution Policy. If the Registrar of 
Record cannot provide evidence that demonstrates 
any of the factors, and the Gaining Registrar provides 
to the Dispute Resolution Provider a complete FOA 
with data matching that contained within the 
authoritative Whois database at the time of the 
transfer request, then the transfer should be approved.

4.2.2 (i) If the data does not match 
the data listed in authoritative 
Whois, the Dispute Resolution 
Panel should contact each 
Registrar and require additional 
documentation.

4.2.2  (v) Resolution options for the Dispute Resolution Panel are limited to the 
following:

a. Approve Transfer

b. Deny the Transfer (or ordering the domain name be returned to the Registrar of 
Record in cases where a Transfer has already occurred)

4.2.2 (ii) If the Gaining Registrar is unable to 
provide a complete FOA with data matching 
that contained within the authoritative Whois 
database at the time of the transfer request, 
then the Dispute Resolution Panel shall find 
that the transfer should be reversed. In the 
case of a thick Registry, if the Registrar of 
Record's Whois is not accessible or invalid, 
the applicable Registry Operator's Whois 
should be used. In the case of a thin 
Registry, if the Registrar of Record's Whois 
is not accessible or is invalid, the Dispute 
Resolution Provider may place the dispute 
on hold until such time as the problem is 
resolved.

4.2.2 (iv) Unlike under the First-Level dispute process, the Dispute 
Resolution Panel may not issue a finding of "no decision." It must weigh the 
applicable evidence in light of the Transfer policies and determine, based on 
a preponderance of the evidence, which Registrar should prevail in the 
dispute and what resolution to the Request for Enforcement will 
appropriately redress the issues set forth in the Request for Enforcement.

4.4 Fees for Second-Level Dispute Resolution Service

4.4.1 In the case of either a Request for Enforcement or an Appeal filed at the Second Level, the applicable Dispute 
Resolution Provider shall determine the applicable filing fee ("Filing Fee"). The specific fees along with the terms and 
conditions governing the actual payment of such fees shall be included in the Dispute Resolution Provider’s 
Supplemental Rules. 

4.4.2 In the event that the Filing Registrar or Appellant, whichever applicable, does not prevail in a Second-Level 
dispute, the Filing Fees shall be retained by the Dispute Resolution Provider. 

4.4.3 In the event that the Filing Registrar or Appellant, whichever applicable, prevails in a Second-Level dispute, the 
Respondent or Appellee, whichever applicable, must submit to the Dispute Resolution Provider, the Filing Fees 
within fourteen (14) calendar days after such decision. In such an event, the Dispute Resolution Provider shall refund 
to the Filing Registrar or Appellant, whichever applicable, the Filing Fees, no later than fourteen (14) calendar days 
after it receives the Filing Fees from the Respondent or Appellee. Such fees must be paid regardless of whether a 
Court Proceeding is commenced in accordance with Section 4.5 below. Failure to pay Filing Fees to the Dispute 
Resolution Provider may result in the loss of accreditation by ICANN.

4.5 Availability of Court Proceedings

The procedures set forth above shall not prevent a Registrar from 
submitting a dispute to a court of competent jurisdiction for independent 
resolution before such administrative proceeding is commenced or after 
such proceeding is concluded. If a Dispute Resolution Panel decides a 
domain name registration should be transferred (either to the Gaining 
Registrar, or alternatively, back from the Gaining Registrar to the Registrar 
of Record), such Registrar will wait fourteen (14) calendar days after it is 
informed of the decision before implementing that decision. The Registry 
will then implement the decision unless it has received from either of the 
parties to the dispute during that fourteen (14) calendar day period official 
documentation (such as a copy of a complaint, file-stamped by the clerk of 
the court) that a lawsuit has commenced with respect to the impacted 
domain name(s). If such documentation is received by the Registry, as 
applicable, within the fourteen (14) calendar day period, the decision will 
not be implemented until (i) evidence is presented that the parties have 
resolved such dispute; (ii) evidence is presented that the lawsuit has been 
dismissed or withdrawn; or (iii) a copy of an order from such court 
dismissing the lawsuit or ordering certain actions with respect to the 
domain name.

14 Calendar 
Days

A0

0

Hijack TDRP 
Form Completed 

by RrOR
A0

Hijack cases tracked via problem resolution protocols
If Registrars resolve dispute them self, Non-filing Rr closes ticket
If after 30 calendar days, DRP will engage Filing Rr to close

Dispute 
Resolved? END
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