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[bookmark: bmkMemoHeading]MEMORANDUM
	[bookmark: labTo]To:
	ICANN GNSO Expedited Policy Development Process on the
Temporary Specification for gTLD Registration Data team ("EPDP
team")

	[bookmark: labFrom]From:
	[bookmark: bmkFrom]Ruth Boardman, Bird & Bird LLP

	[bookmark: labDate]Date:
	[bookmark: bmkDate]4 February 2020

	Client:
	The Internet Corporation of Assigned Names and Numbers 

	[bookmark: labRe]Subject:
	"Batch 2" of GDPR questions regarding a System for Standardized
Access/Disclosure ("SSAD"), Privacy/Proxy and Pseudonymized Emails


The group has discussed the option of replacing the email address provided by the data subject with an alternate email address that would in and of itself not identify the data subject (Example: 'sfjgsdfsafgkas@pseudo.nym'). With this approach, two options emerged in the discussion, where (a) the same unique string would be used for multiple registrations by the data subject ('pseudonymisation'), or (b) the string would be unique for each registration ('anonymization'). Under option (a), the identity of the data subject might - but need not necessarily - become identifiable by cross-referencing the content of all domain name registrations the string is used for. 
From these options, the following question arose: Under options (a) and/or (b), would the alternate address have to be considered as personal data of the data subject under the GDPR and what would be the legal consequences and risks of this determination with regard to the proposed publication of this string in the publicly accessible part of the registration data service (RDS)?
Summary
[bookmark: _GoBack]We think either option ((a) or (b)) would still be treated as the publication of personal data on the web.  This would seem to be a case covered by a statement made in the Article 29 Working Party's 2014 Opinion on Anonymization techniques [ec.europa.eu]:  "when a data controller does not delete the original (identifiable) data at event-level, and the data controller hands over part of this dataset (for example after removal or masking of identifiable data), the resulting dataset is still personal data."  The purpose for making this e-mail address available, even though it's masked, is presumably to allow third parties to directly contact the data subject (e.g. to serve them with court summons, demand takedowns, etc.) – so it's quite clearly linked to that particular data subject, at least so far as ICANN/Contracted Parties are concerned. However, either option would be seen as a valuable privacy-enhancing technology (OPET) / privacy by design measure.
 Longer analysis
1.    Personal data means "any information relating to an identified or   identifiable natural person; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person".
2.    Anonymous data falls outside the scope of the GDPR.  Per Recital 26, "account should be taken of all the means reasonably likely to be used, such as singling out, either by the controller or by another person to identify the natural person directly or indirectly. To ascertain whether means are reasonably likely to be used to identify the natural person, account should be taken of all objective factors, such as the costs of and the amount of time required for identification, taking into consideration the available technology at the time of the processing and technological developments".  We've highlighted "by the controller or by another person", here, because it's relevant to the analysis below.
3.    The Breyer [curia.europa.eu] case set a high bar regarding this "reasonably likely means" test: "identification of the data subject was prohibited by law or practically impossible on account of the fact that it requires a disproportionate effort in terms of time, cost and man-power, so that the risk of identification appears in reality to be insignificant".  It was held that a dynamic IP address, despite not itself relating to identified individual, could still be related (linked) to an identifiable individual, when combined with other information that was available – i.e., it could be personal data.  As for the "relating to" criterion of the definition, the Nowak [curia.europa.eu] case explained that this is met "where the information, by reason of its content, purpose or effect, is linked to a particular person."
4.   Under the GDPR, pseudonymisation means "the processing of personal data in such a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organisational measures to ensure that the personal data are not attributed to an identified or identifiable natural person".
5.    Applying these considerations to EPDP's scenarios, it seems likely that in either option, the Contracted Parties and/or ICANN org will retain the ability to relate the substitute (randomly-generated) e-mail addresses to the true e-mail address.  By way of example: we assume that the system will preserve a direct mapping between the original and masked e-mail addresses, in order to enable forwarding of correspondence.  The link between the derived data and source data is never broken (so far as ICANN/CPs are concerned) – it remains personal data, from their perspective.   And of course, the data subject him/herself will also be able to clearly identify the substitute e-mail address they've been assigned.   As such, this data sharing entails the processing of personal data.
7.    We appreciate that EPDP members will also be looking at this from the perspective of the third parties accessing the data.  Looking at the "reasonably likely means" test, as interpreted in Breyer, the data would still seem to be personal from the perspective of a third party.  This is particularly the case since the third parties will use the masked e-mail address to contact the data subject, and/or (in option (a)) to find other domain names associated with that data subject (see also Nowak's reference to data being considered "related to" a particular data subject by reason of its "purpose or effect"). 
8.   Regardless of whether or not the data would be considered personal data from the third party's perspective, it can still be personal data at least from Contracted Parties/ICANN's perspective and (for some data protection authorities) this also affects whether it is personal in the hands of the recipient – as set out in the position taken by the Article 29 Working Party's 2014 Opinion on Anonymization techniques [ec.europa.eu], also mentioned at the outset of this advice:"when a data controller does not delete the original (identifiable) data at event-level, and the data controller hands over part of this dataset (for example after removal or masking of identifiable data), the resulting dataset is still personal data."
 
9.    Lastly, it's unclear that the e-mail masking meets the definition of "pseudonymisation" used in the GDPR (quoted above) – there isn't much "separation", here; the system presumably allows e-mails sent to the masked e-mail, to be forwarded to the data subject.  Despite this, the e-mail address masking does have several potential compliance (risk) benefits:
a.    It's a useful Privacy Enhancing Technique / privacy by design measure (reducing the risk of violating GDPR Art. 25, compared to disclosing the actual e-mail address – whether publicly or through the non-public mechanism);
b.    If only some of the Contracted Parties/ICANN maintain the mapping between the substitute e-mail address and the original address, it might give everyone else the ability to invoke GDPR Art. 11 (lack of identifiability), as grounds for refusal to act on certain data subject requests (although we expect that joint controllership arrangements would require a party in that position to redirect the request to someone who does maintain the mapping, so they can action the request); and
c.    Finally, the risk reduction could help in any legitimate interest balancing exercise or broader Data Protection Impact Assessment – perhaps these exercises can therefore more legitimately conclude (to the satisfaction of courts or regulators) that it's acceptable to make a means of contact publicly available within RDS.  Added risk mitigations (e.g. e-mail spam filters; technical measures to prevent scraping by spammers or other forms of abuse; etc.) might further help tip the balance here.
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