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	#
	Comment
	Contributor
	EPDP Response / Action Taken

	Accreditation of governmental entities.


	Support Recommendation as written

	1. 
	No Comment



	Motion Picture Association, Federation of the Swiss Watch Industry, BIOFARMA, AXA - Eirini Patsi, MARQUES, ALAC, Com Laude Group, SSAC, RrSG, LS2-RySG
	Support 
EPDP Response: Thank you for the support.

Action Taken: None.

[COMPLETED] – None


	2. 
	MarkMonitor supports accreditation for law enforcement agencies and other governmental agencies who need access to RDS data for their public policy objectives.


	MarkMonitor
	Support 
EPDP Response: Thank you for the support.

Action Taken: None.

[COMPLETED] – None


	Support Recommendation intent with wording change

	3. 
	The whole process is complicated to understand. The implementation of this recommandation will require to accompany gov. authorities in all the steps of this accreditation process.



	AFNIC
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	4. 
	Law Enforcement Authorities will of course need to be accredited according to the relevant national laws; we do not feel that it would be appropriate to presuppose that national data authorities have the mandate to “audit” their national Law Enforcement Authorities. We would suggest that para c, auditing (p23), should read “Audits should be conducted by the auditor designated by the applicable national / regional law”.


	LEGO
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	5. 
	Under “Objective of accreditation,” the statement “SSAD SHOULD ensure reasonable access….” ought to be changed to “SSAD MUST ensure reasonable access….”

Under “Accreditation procedure,” the statement “This authority SHOULD publish the requirements….” ought to be changed to “This authority MUST publish the requirements….”


	IPC
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	6. 
	a): In the definitions section, “public policy task” needs a definition.

b): Wording change:  The BC recommends changing “SHOULD” to “MUST.”

b) continued: Regarding the section describing an accreditation procedure, does the EPDP team envision this as any different than the accreditation procedure outlined earlier in the report?  Or would this section envision a separate channel for access for government entities (including LEA)?  Clarification is needed.

c): Regarding accreditation by countries’ or territories’ government body or its authorized body, does this refer only to national governments?  The BC may predict that localized jurisdictional authorities may seek accreditation; exclusive vesting such authority to national bodies may prove bureaucratic and unnecessarily slow for sub-national and other government entities to obtain accreditation.  This needs to be carefully considered and clarified.

c) continued: Are cybersecurity authorities “public” or government-sanctioned only? Or would this include private cybersecurity teams? 

d): Regarding “country/territory nominated Accreditation Authority,” this too is undefined.  Does it refer to nomination by a country/territory body?  Would that exempt a city’s police department, for example, or would that department have to queue with others applying to the country/territory government to determine eligibility?

e): Referring to the recommendation that an “accreditation process SHOULD take account of a number of requirements,” are these requirements subject to review or expansion by the community?  Does the authority make those decisions independently?  This needs clarification and higher prioritization as well.

e) continued:  Regarding the recommendation that “The requirements SHALL be listed and made available to eligible government entities,” the BC asks whether they should be made generally available, without pre-determining which entities might be eligible?

e) continued: In the bulleted recommendations, the BC advocates for the following wording changes/additions:
Be subject to graduated penalties and, ultimately, de-accreditation if they are found to violate any of these requirements.
Provide due process mechanisms in review, de-accreditation and graduated penalties processes.

f): Regarding the Accreditation Procedure, will the authorities, or the accreditation scheme, be reviewed by the community from time to time, in case of the need for revisions sourced from the community?  The BC recommends this.

f) continued: In the same paragraph describing the Accreditation Procedure, the BC recommends changing SHOULD to MUST.

f) continued:  At the end of the list of bullets, the EPDP team recommends that “The accreditation authority reserves the right to update what credentials or other material are required for accreditation.”  The BC asks that this recommendation include a provision that proper advance notice is required for changes to requirements and terms.

a):  Regarding the recommendation that “Each accreditation authority SHOULD determine an appropriate time limit,” the BC advocates for uniformity of time limits among accreditation providers, in order to lessen user confusion.

c): The EPDP team’s recommendation reads: “Audits SHOULD be conducted by either the data protection authority or by the country/territory designated auditor.”  The BC poses the following:
How is a data protection authority vested to perform this kind of audit?  Wouldn’t they be performing their own independent reviews of this system pursuant to their obligations to enforce applicable privacy law? 
This system would need a mechanism to maintain independence from the accreditation authority so as not to be subject to undue influence.

d):  The BC recommends a complaint procedure that not only deals with unauthorized access to or improper use of data, but also a procedure that addresses complaints about the accreditation authority itself.

e): With regard to the following EPDP team recommendations:
“Accreditation is required for a party to participate in the access system (SSAD). Unaccredited parties can make data requests outside the system, and contracted parties should have procedures in place to provide reasonable access.”  The BC suggests this be required to be equivalent to the Temp Spec’s reasonable access requirements and appropriate service level agreements.
“Accredited entities will be required to follow the safeguards as set by the disclosing system.”  The BC suggests that this requirement track applicable law and not safeguards provided by the disclosing system.
“Disclosure of RDDS data to the type of third parties MUST be made clear to the data subject. Upon a request from a data subject inquiring about the exact processing activities of their data within the SSAD, relevant information SHOULD be disclosed as soon as reasonably feasible. However, the nature of legal investigations or procedures MAY require SSAD and/or the disclosing entity keep the nature or existence of these requests confidential from the data subject. Confidential requests can be disclosed to data subjects in cooperation with the requesting authority, and in accordance with the data subject's rights under applicable law.”  Will there exist mechanisms to rectify improper disclosure by the accrediting entity or controller of the existence or nature of a confidential disclosure request?

f):  The BC observes the lack of appeal or due process recommendations in this section, and advocates for their inclusion.  Further, in the bullet list, “special circumstances” needs definition.



	BC
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	7. 
	Question 1:
According to Section “Accreditation of governmental entities” in Preliminary Recommendation #2 that “Whether an entity should be eligible is determined by a country/territory nominated Accreditation Authority. This authoritymay be either a countries’/territories’ governmental agency (e.g. a Ministry) ordelegated to an intergovernmental agency,” could there be any explanation or examples of the situation where an intergovernmental agency would be suggested for Accreditation Authority by a country/territory?
Question 2
Accreditation Authority plays a critical role by confirming and verifying the identity of the disclosure requestor before any access procedure resumes. Due to the fact that SSAD copes with the distribution of highly-sensitive personal data, and that the structures of administrative agencies vary from country/territory to country/territory, we hence encourage governments around the world to assign their official administrative agency as their Accreditation Authority.


	ChunKuang Wei
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	8. 
	Law Enforcement Authorities will of course need to be accredited according to the relevant national laws; we do not feel that it would be appropriate to presuppose that national Data Authorities have the mandate to “audit” their national Law Enforcement Authorities. We would suggest that para c, auditing, should read “Audits should be conducted by the auditor designated by the applicable national / regional law”.


	AIM - European Brands Association
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	9. 
	Law Enforcement Authorities will of course need to be accredited according to the relevant national laws; we do not feel that it would be appropriate to presuppose that national data authorities have the mandate to “audit” their national Law Enforcement Authorities. Thus, we would suggest that paragraph c – Auditing (page 23) should read: 

“Audits should be conducted by the auditor designated by the applicable national / regional law”.
	Novartis,Hermes International,French Anticounterfeiting Committee,Comité Colbert,SERVIER,SOMFY ACTIVITES SA,Belgian Association Anti-Counterfeiting,CHANEL,UNIFAB,Sanofi
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	10. 
	•	Objective of accreditation
SSAD SHOULD  [Comment: MUST] ensure reasonable access to RDDS for entities that require access to this data for the exercise of their public policy task. In view of their obligations under applicable data protection rules, the final responsibility for granting access to RDDS data will remain with the party that is considered as the controller for the processing of that RDDS data that constitutes personal data. 

Notwithstanding these obligations, the decisions that these data controllers will need to make before granting access to RDDS data to a particular entity, can be greatly facilitated by means of the development and implementation of an accreditation procedure. The accreditation procedure can provide data controllers with information necessary to allow them to assess and decide about the disclosure of data. [Comment: Is this any different than the accreditation procedure outlined above?  Or would this section envision a separate channel for access for government entities (including LEA)?]

•	Eligibility
Accreditation by a countries’/territories’ government body or its authorized body [Comment: What does this refer to?]would be available to various eligible government entities that require access to non- public registration data for the exercise of their public policy task, including, but not limited to:
•	Civil and criminal law enforcement authorities,
•	Judicial authorities,
•	Consumer rights organizations,
•	Cybersecurity authorities, including national Computer Emergency Response Teams (CERTs),
•	Data protection authorities

(f)	Accreditation procedure
Accreditation would be provided by an approved accreditation authority. This authority
may be either a countries’/territories’ governmental agency (e.g. a Ministry) or delegated to an intergovernmental agency. This authority SHOULD [Comment: MUST] publish the requirements for accreditation and carry out the accreditation procedure for eligible government entities.

•	The accreditation authority reserves the right to update what credentials or other material are required for accreditation. [Comment: Which shall not go into effect until the current accreditation period is up for renewal.]

a.	Renewal
Accredited/authenticated parties MUST renew their accreditation/authentication periodically. Each accreditation authority SHOULD determine an appropriate time limit. [Comment: Should this not be uniform for all accredited entities? If not, why not?]

B.	Data access
•	Accreditation is required for a party to participate in the access system (SSAD). Unaccredited parties can make data requests outside the system, and contracted parties should have procedures in place to provide reasonable access. [Comment: These should be required to be at least equivalent to Temp Spec reasonable access requirements and SLAs.]
•	Accreditation does not guarantee disclosure of the data. The final responsibility for the decision to disclose data lies with the data controller.
•	Any accredited user will be expected to only process the personal data that it needs to process in order to achieve its processing purposes. They will be obligated to minimize the number of queries they make to those that are reasonably necessary to achieve the purpose.
•	Accredited entities will be required to follow the safeguards as set by the disclosing system.
•	Disclosure of RDDS data to the type of third parties MUST be made clear to the data subject. Upon a request from a data subject inquiring about the exact processing activities of their data within the SSAD, relevant information SHOULD be disclosed as soon as reasonably feasible. However, the nature of legal investigations or procedures MAY require SSAD and/or the disclosing entity keep the nature or existence of these requests confidential from the data subject. Confidential requests can be disclosed to data subjects in cooperation with the requesting authority, and in accordance with the data subject's rights under applicable law. [Comment: There must be defined mechanisms to rectify improper disclosure by accrediting entity or controller of the existence or nature of a confidential disclosure request.]


Please delete this: [In view of their obligations under applicable data protection rules, the final responsibility for granting access to RDDS data will remain with the party that is considered as the controller for the processing of that RDDS data that constitutes personal data.]

Rationale: It implies that the decision to disclose is solely at the controller’s discretion, even if disclosure would otherwise be required under the policy. It is also inconsistent with other sections of the policy (such as the automation recommendations) that require automated disclosure in certain circumstances.

Also – please add the following for clarity:
[This recommendation is intended to apply to governmental bodies at all levels, such as local municipalities, cities, states, and provinces, in addition to countries and territories.]
	INTA
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	11. 
	Under “Objective of accreditation,” the statement “SSAD SHOULD ensure reasonable access….” ought to be changed to “SSAD MUST ensure reasonable access….”

Under “Accreditation procedure,” the statement “This authority SHOULD publish the requirements….” ought to be changed to “This authority MUST publish the requirements….”
	Winterfeldt IP Group
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	12. 
	Recommendation #1 speaks to accreditation generally, and Recommendation #2 appears to distinguish certain government entities as accredited requestors. However, its broad scope of (“public policy task” encompasses most government-related tasks) and general accreditation requirements makes it unclear what is being distinguished. We recommend incorporating the portions of ‘5. Accreditation Requirement” and “6. Accreditation Procedure” applicable to all requestors into Recommendation #1, and revising Recommendation #2 to indicate how these requirements differ for specific types of government entities (e.g., for “Civil and criminal law enforcement authorities”).

Section 6.c appears rather prescriptive and there should be more deference to government entities as requestors, e.g. “Audits should be conducted by the auditor designated by the applicable national / regional law.” Also, please see our comments in regard to Recommendation #18 as to clarifying how this relates to auditing of third parties acting as accreditation authorities.

In Section 6.e, the timing for making the disclosure clear to the data subject or for any request from the data subject is unclear, or if a challenge by a data subject is allowed before disclosure (particularly for automated processing where all criteria for disclosure are met). This is also not indicated in the swimlane flowchart in the report. This timing should be specified, such as in relation to Recommendation #9, and how it relates to automated processing under Recommendation #16.
	InfoNetworks
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	13. 
	This recommendation allows for accreditation of governmental authorities. The GAC notes, however, that countries’/territories’ chosen accreditation authorities would need to coordinate with ICANN org in order to facilitate appropriate delivery and interoperability of credentials into the SSAD. The level of safeguards are well balanced and recognize both the needs of confidentiality for certain requests, such as those made by law enforcement, and the need for appropriate levels of transparency for non-sensitive requests.

The actual implementation of preliminary recommendation #2, including the arrangement with ICANN, is done by each country/territory according to their governmental and regulatory system. This includes the decision of whether the Accreditation Authority of each country/territory is limited to just one organization or applicable to multiple organizations.

The GAC recognizes that there are non-governmental organizations/private companies commissioned by, or collaborating with governments for pursuing public policy tasks, which should have an appropriate ability to become accredited. The issue of whether, how and when they are permitted to be accredited via a government’s accreditation to the SSAD needs further consideration by the EPDP Team.
	GAC
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	Significant change required: changing intent and wording

	14. 
	The words "public policy task" should be replaced with "law enforcement tasks." Public policy is a far too broad basis for giving governmental authorities access to registration data. Governmental actions in this area acquire their legitimacy from law. Although not all laws are proper and legitimate, there is at least a level of transparency and due process that is normally followed in their passage, and they are subject to judicial review. A government can claim that virtually anything it wants to do is a "public policy task." The claims of governments for special accreditation status cannot be based on "public policy" claims. 

The term "Consumer rights organizations" should be replaced by "Governmental consumer protection agencies." Many nongovernmental organizations claim to support "consumer rights." The current wording opens the door to too many entities. 

Replace the wording "Cybersecurity authorities, including national Computer Emergency Response Teams (CERTs)," with "Legally constituted cybersecurity authorities, such as national Computer Emergency Response Teams (CERTS)". Once again, we think it is essential to limit this form of accreditation to governmental agencies. 


	Georgia Institute of Technology
	Concerns 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	15. 
	The draft recommendations contain phrases  such as“ public policy task”, “ “Consumer rights organizations” and "Cybersecurity authorities, including national Computer Emergency Response Teams (CERTs)," which are very vague.

More specifically, “public policy task” is too broad a threshold for allowing government authorities access to registrant data. On the other hand, while both “Consumer rights organizations” and "Cybersecurity authorities, including national Computer Emergency Response Teams (CERTs)," do not specify that the institutions should be only the government accredited ones.


	Article 19
	Concerns 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	16. 
	No suggestion offered



	Council of Europe Data Protection Unit
	Concerns 
EPDP Response: None.

Action Taken: None.

[COMPLETED] – None.


	17. 
	If the entity makes the disclosure request via the SSAD rather than directly to the relevant Contracted Party, our response from Preliminary Recommendation #1 still stands: standalone accreditation is not necessary because the requestor’s identity must be validated as part of the review of every disclosure request.

Accreditation of relevant governmental entities is not necessary, both because they have jurisdiction and authorization to request non-public personal data directly from the Contracted Parties under their jurisdiction and because Contracted Parties have legal obligations to respond to those relevant governmental entities. Instead, validation of the requestor’s identity is required, each time a request is processed. 

Further, the existence of an accreditation for an extrajurisdictional governmental entity must not presume, under this or any other model, that the entity or government in question can extend its jurisdiction to a CP that would not otherwise be subject to it; ICANN PDPs cannot create new international law.


	Tucows
	Concerns 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	Recommendation should be deleted

	18. 
	None



	
	Divergence 
EPDP Response: None.

Action Taken: None.

[COMPLETED] – None.


	No Opinion

	19. 
	No comment submitted



	VKGP SA dba Vanksen, Insance Nationale des Télécommunications de Tunis, ANDEMA, TUI AG, M3AAWG, WIPO, LS1-58 Organizations
	No Opinion 
EPDP Response: None.

Action Taken: None.

[COMPLETED] – None.


	20. 
	Definitions
	Pernod Ricard
	No Opinion 
EPDP Response: None, comment incomplete

Action Taken: None.

[COMPLETED] – None.


	No Response

	21. 
	General Comment:
ICANN org suggests the EPDP team revisit preliminary recommendation 2 as a whole and verify the aspects that are meant to be distinguished from Recommendation 1 in terms of Accreditation. As this recommendation describes the process of Accreditation, ICANN org suggests coupling Preliminary Recommendation 2 with Preliminary Recommendation 1 and identifying the specific points on which the requirements differ, to help reduce confusion and remove inconsistencies. Does the EPDP intend for this recommendation to limit government entities to be accredited only via the process in this recommendation or can they also use other accreditation avenues?  

Further down in the recommendation on data access, the second bullet point indicates that “The final responsibility for the decision to disclose data lies with the data controller.” ICANN org suggests that the term “data controller” be changed to “Contracted Parties” as data controller does not align with Preliminary Recommendation 1 or the rest of the initial report. 

Additionally, ICANN org understands that the GAC has been suggested as taking responsibility for validating, confirming, and identifying government entities to use SSAD, though not in this report.  As the GAC does not consist of a representative from all government entities, will the GAC create a defined process that clarifies how Accreditation Authorities will be identified for each country and territory and a defined process on how government-appointed Accreditation Authorities would connect to SSAD?

Determining Eligibility:
The first sentence indicates “Eligible government entities are those that governments consider require access to non-public RDDS data for the exercise of their public policy task, in compliance with applicable data protection laws.” Does this mean that the request and associated public policy tasks must be compliant with that country’s data protection laws or any data protection law that may be applicable to data identified in a request?  

Data Access:
The second to last bullet states, “Accredited entities SHOULD indicate the requirement for confidentiality for any requests where applicable.”  Recognizing this is within preliminary Recommendation 2 on accreditation of governmental entities, is there a general assumption around transparency of all SSAD requests, such as default to public or default to confidential?


	ICANN Org
	No Response 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]
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