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	#
	Comment
	Contributor
	EPDP Response / Action Taken

	Logging



	Support Recommendation as written

	1. 
	No additional comments submitted.












	Georgia Institute of Technology, VKGP SA dba Vanksen, Pernod Ricard, AFNIC, ANDEMA, BIOFARMA, ALAC, MarkMonitor, SSAC, INTA, InfoNetworks
	Support 
EPDP Response: Thank you for the support.

Action Taken: None.

[COMPLETED] – None


	2. 
	INTA supports the above logging requirements of requests and responses as such logging serves the important purpose of allowing ICANN Compliance to audit the actions of disclosing entities, identifying any instances of systemic non-compliance, and take appropriate enforcement action. Audits will, among other things, ensure the SSAD system is functioning properly, and is not being abused by accredited individuals or entities that materially breached the conditions of accreditation. Additionally, accredited users who are in compliance will have the benefit of the backstop provided by the logging and audit systems, if ever a user needs to challenge a denial of a data disclosure request.
	INTA
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	Support Recommendation intent with wording change

	3. 
	Subject to the inclusion of our edits, the IPC can likely support the proposed requirements for logging requests and responses.  With this information logged, ICANN Compliance can better audit the actions of disclosing entities, identify any instances of systemic non-compliance, and take appropriate enforcement action.  This will function as an important backstop to ensure the SSAD system is functioning properly, and free from abuse by accredited individuals or entities that materially breach the conditions of accreditation.  Additionally, accredited users who are in compliance can rest assured that a safety net is in place by way of the logging and audit systems—if ever a user needs to challenge a denial of a data disclosure request, the relevant data will be stored and accessible by the appropriate entities.
Therefore, the IPC recommends that the report include the following: 
1.	For each CP, the Central Gateway must log data about disclosure and non-disclosure decisions. This must include data to:
a.	Measure the rates of: disclosure and non-disclosure; use of each rationale for non-disclosure; divergence between the disclosure and non-disclosure decisions of a CP and the recommendations of the gateway; etc. 
b.	Identify if they exist: patterns of compliance and non-compliance; CPs with outlier rates of non-disclosure or of divergence with the gateway; etc.
2.	Care being taken to ensure that personal information has been removed, this data must be published in one or more machine readable formats (e.g. CSV, XML or JSON.)
3.	ICANN Compliance must have access to all data logged by the gateway, including the data we recommend above, and must review and analyze it to inform its enforcement activities and audit contracted parties who are not meeting their obligations to provide access under this policy. 
4.	In e) relevant logs should also be readily available in the SSAD to allow requestors and contracted parties to review their own statistics. These logs shall not contain any personal data. 

	IPC
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	4. 
	Regarding: “Logs MUST be retained for a period sufficient for auditing and complaint resolution purposes, taking into account statutory limits related to complaints against the controller”, the BC advises the retention period must be sufficiently long, at least at first, to accommodate all parties’ adoption to the system and to support “evolution” of automation efforts.

Where the EPDP team recommends that “Disclosure decisions including a written rationale must be stored and put in escrow so it can be accessed by ICANN and the contracted parties in case of objections or legal claims raised to support a legal defense.”, the BC believes this also should include the same latitude for compliance purposes by ICANN, such as responding to complaints, auditing contracted parties, and/or enforcing against parties not meeting their disclosure obligations.

The BC recommends further that data to measure disclosure/non-disclosure rates (along with decisional rationale) MUST be logged and archived, that data MUST be analyzed and measured, then audited and publicly reported (after ensuring personal information is removed).


	BC
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	5. 
	We urge the EPDP Phase 2 Team to incorporate basic data privacy principles such as “privacy by design and by default” into the requirements for this SSAD. There is also no reference to the balancing with ECHR Article 8 considerations, and as such, our accountability requirements under data protection law will be almost impossible to achieve. 
 
We note that logs should be maintained to demonstrate adherence to the process and SLAs outlined in the Initial Report. Any concerns regarding disclosure decisions should be addressed with the appropriate legal authority rather than with ICANN Contractual Compliance. 
 
Regarding point (e) we propose the following changes: “Logged data MUST (was: will) remain confidential and MAY (was: must) be disclosed in the following circumstances:” As with all data disclosures, logs being disclosed to third parties including data protection authorities MUST be limited to the minimum necessary to achieve the objective of that data processing activity, and the specific circumstance must be evaluated to determine the appropriate disclosures. 
 
Overall the logging requirements should be simplified, the language should be kept light and the logging entity should be given flexibility to follow relevant data protection law while also maintaining records sufficient to demonstrate compliance with the SSAD recommendations and related Policies. 
 
Perhaps the “Implementation Guidance” section is what should be included in the actual Recommendation, since this is where the specific requirements for what is logged are laid out. The logging requirements MUST focus on the activity of the SSAD; data regarding the request itself and the “payload” or contents of the disclosure response should not be logged, as it necessitates the processing of the Personal Data which was contained in the request. This data should not be kept after it is no longer needed, i.e. when the disclosure decision is completed. 
 
Additionally, the EPDP Phase 2 Team should consider the expense of the logging requirements in the Financial Sustainability section, this has not yet been done (as the whole section is itself incomplete). This would include consideration of additional fees for escrowed logs. 

	RrSG
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	6. 
	We strongly believe that logging data about the SSAD will be crucial to ensuring that all parties – including requestors, accreditation and identity providers, the gateway, CPs, ICANN Org (including ICANN Compliance), and auditors – participate in or support the SSAD in the most efficient, transparent and compliant (with both legal and policy requirements) manner. This will also ensure that all parties are accountable to each other and to registrants, that the privacy rights of registrants are protected, as is the need of all Internet users – including requestors – that Internet domains not be used in an abusive or illegal manner.

Consequently, we ask that the logging recommendation be strengthened as follows:
1.	For each CP, the Central Gateway must log data about each request and each disclosure and non-disclosure decision. This must include data that can be used by the gateway to measure the volumes and rates of activity of each requestor and CP, including: disclosure and non-disclosure for each requestor and CP; use of each purpose request; use of each rationale for non-disclosure; divergence between the disclosure and non-disclosure decisions of a CP and the recommendations of the gateway for each requestor/type of request/purpose; etc.
2.	We strongly believe in the maxim that “sunlight is the best disinfectant” – that transparency is a powerful contributor to holding both requestors and CPs accountable. We therefore ask that item e) be amended to clarify that log data that can be used to measure the volumes and rates of activity of all SSAD entities must in fact be published by the gateway.
3.	ICANN Compliance and the auditors must review and analyze all data logged by the gateway (including by looking for possible outlier rates of activity and patterns of compliance and non-compliance) to inform their audit and enforcement activities.
	Motion Picture Association
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	LS1
	Comments re: Recommendation 17 – Logging
We believe that it is essential that the SSAD keep all of its participants accountable: this vitally depends on logging their actions so that they can be reviewed one by one and in the aggregate. Unfortunately, the logging requirements fall quite short of what they should be. Most glaringly, the requirement that they remain confidential is unacceptable: stripped of any GDPR-protected personal information, logging data must be made public by ICANN.
	LS1-58 Organizations
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	LS2
	Overall the logging requirements should be simplified, the language should be kept light and the logging entity should be given flexibility to follow relevant data protection law while also maintaining records sufficient to demonstrate compliance with the SSAD recommendations and related Policies.

We miss a consideration that logs will almost certainly contain personal data and will require safeguards and protections to ensure that the data is handled appropriately.

e.ii) “Logs should be further available to data protection authorities, ICANN, and the auditing body” Contracted Parties should be able to access these logs upon request as well in order to verify their own reliance on the SSAD mechanisms.

The automation envisage relating to the the intake and completeness checks although, in theory,  are completely acceptable, noting that such ‘automated completeness checks’ are linked now linked to the timing of the SLA and compliance enforcement, and potential censure for the CPs, the RySG cautions the over reliance on automated review that is currently theoretical and likely incapable of having the ability to ascertain the actual completeness of a submission, and will merely assess completeness of fields in a purely functional matter. This can but lead to dispute and far more clarity as to the realistic result of automation as opposed to the aspirational and theoretical would be preferred. 

The RySG again reminds that the Central Gateway does not currently hold any data relating to requests; it does not process the registrant data. High levels of caution must be advised where any ‘disclosure of non-public data without human intervention’ will attempt to process registrant data - this includes the initiation of a process to disclosure data automatically at the disclosing party as that action/command is factually a processing of personal data that will be carried out at the sole decision of the SSAD, therefore will attract greater responsibility. This has knock on effects for the other involved parties who permit this automation. The legal role of the SSAD must be considered at all junctures. This will create enhanced risk for all parties, but mainly for the party administering the SSAD. This is why the RySG continues to advise that such automation must be at the option of the disclosing party and cannot be mandatory.       

Under contracted party logging – Disagree that contracted party logs should be put in escrow.
	LS2-RySG
	Support 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	7. 
	No additional comments submitted.






































	Novartis,Hermes International,French Anticounterfeiting Committee,Comité Colbert,SERVIER,SOMFY ACTIVITES SA,Belgian Association Anti-Counterfeiting,CHANEL,UNIFAB,Sanofi, Com Laude Group, Article 19, Council of Europe Data Protection Unit, Winterfeldt IP Group, GAC, Endurance International Group
	EPDP Response: Thank you for the support.

Action Taken: None.

[COMPLETED] 

	Significant change required: changing intent and wording

	8. 
	These requirements are convoluted and go well beyond what should be logged for audit purposes. 

Regarding point (b) “Logs will include a record of all queries and all items necessary to audit any decisions made in the context of SSAD”, decision auditing is not an appropriate goal, and this point should be modified to refer instead to auditing adherence to the process outlined in this Report. We discuss this further in our response to Preliminary Recommendation #18 (Audits). 

Regarding the detailed requirements in (d) about the format of logs, we note that in most other cases ICANN allows each Contracted Party to make their own determinations about the best way to keep logs, as long as they can provide those logs upon request. We see no reason that this requirement should be exempt from that tradition.

Section (e) should be modified to state “Logged data MUST remain confidential and MAY be disclosed in the following circumstances:” Then, the only circumstance for disclosure should be to ICANN Contractual Compliance or a relevant Data Protection Authority. 

The Implementation Guidance related to Contracted Parties saying that “Disclosure decisions including a written rationale must be stored and put in escrow” is a significant addition to Contracted Party escrow obligations which should be removed entirely (or possibly replaced with a more general obligation to maintain backups as appropriate). Would these logs be escrowed with the same provider that the Contracted Party already uses, and would the costs for this additional escrowed data be included in what ICANN funds? If ICANN or the Contracted Party bears the cost for this additional data escrow, then the cost for logging SSAD data ultimately rests on the data subject, which is inappropriate and contradicts several aspects of Preliminary Recommendation #15 (Financial Sustainability). Additionally, if an escrow provider is to begin receiving logs of disclosure decisions, what format would that be provided in? This should be considered in detail and Implementation Guidance should be provided, if this requirement is not removed.


	Tucows
	Concerns 
EPDP Response:

Action Taken:

[COMPLETED / NOT COMPLETED] – [Instruction of what was done.]


	Recommendation should be deleted

	9. 
	None.



	
	Divergence 
EPDP Response: None.

Action Taken: None.

[COMPLETED] 


	No Opinion

	10. 
	No additional comments submitted.



	Insance Nationale des Télécommunications de Tunis, LEGO, Federation of the Swiss Watch Industry, TUI AG, ChunKuang Wei, AIM - European Brands Association, AXA, MARQUES, M3AAWG, WIPO
	No Opinion 
EPDP Response: None.

Action Taken: None.

[COMPLETED] 

	No Response

	11. 
	No additional comments submitted.



	ICANN Org
	No Response 
EPDP Response: None.

Action Taken: None.

[COMPLETED] 
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