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CCT Review Team Analysis
• The Competition, Consumer Choice, and Consumer Trust Review 

Team published its final report in October 2018
https://www.icann.org/en/system/files/files/cct-final-08sep18-en.pdf

• The Report included findings from the ICANN-commissioned 
Statistical Analysis of DNS Abuse in gTLDs (SADAG) 

https://www.icann.org/public-comments/sadag-final-2017-08-09-en

https://www.icann.org/en/system/files/files/cct-final-08sep18-en.pdf
https://www.icann.org/public-comments/sadag-final-2017-08-09-en


C C T  R e v i e w  T e a m  F i n d i n g s

CCT Review Team 
studied DNS 
Security Abuse

CCT operating definition of DNS Security Abuse:
DNS abuse related to cybersecurity, such as malware distribution, 
phishing, pharming, botnet command-and- control, and high-
volume spam. 

Selected Findings
• High levels of DNS abuse are not random nor universal
• Among other identifiable trends, there are systemic, unabated

high levels of abuse associated with particular registrars and
registries

• These registries and registrars can continue operating for years 
with high abuse rates without losing accreditation



C C T  R e v i e w  T e a m  R e c o m m e n d a t i o n  1 5

CCT Review Team 
issued 
recommendations 
related to DNS 
abuse 

Recommendation
“ICANN Org should, in its discussions with registrars and registries,
negotiate amendments to the Registrar Accreditation Agreement and
Registry Agreements to include provisions aimed at preventing systemic
use of specific registrars or registries for DNS Security Abuse…”

Details
“…ICANN should make use of well-regarded abuse/blacklists and
establish an initial threshold at which compliance inquiries are
automatically generated. We suggest that this initial threshold should be
3% of registrations or 30 total registrations, whichever is higher. Further,
ICANN should establish a subsequent threshold at which a contracted
party is presumed to be in breach of its agreement. We suggest this
subsequent threshold should be 10% of registrations or 100 total
registrations, whichever is higher.

https://www.icann.org/en/system/files/files/cct-final-08sep18-en.pdf

https://www.icann.org/en/system/files/files/cct-final-08sep18-en.pdf


S A D A G  F i n d i n g s

Extremely high 
abuse rates can go 
unabated for years 
without 
consequence

• Two registrars highlighted by the Study had overwhelming rates of 
abuse.

• More than 93% of the new gTLD registrations sold by Nanjing 
Imperiosus Technology, based in China, appeared on SURBL’s 
blacklists. 

• ICANN eventually suspended Nanjing in January 2017, citing its 
failure to comply with the RAA, provide abuse records, and failure to 
pay ICANN fees.

• Alpnames Ltd., based in Gibraltar, was associated with a high volume 
of abuse from .SCIENCE and .TOP domain names.

• Despite extremely high levels of abuse, Alpnames wasn’t suspended 
until 2019, when ICANN cited that Alpnames was no longer 
providing basic services to its registrants like renewals

• However, for both, the sustained, unabated, high abuse rates alone 
did not constitute grounds for suspension.

https://www.icann.org/uploads/compliance_notice/attachment/895/serad-to-hansmann-4jan17.pdf

SADAG https://www.icann.org/en/system/files/files/sadag-final-09aug17-en.pdf

https://www.icann.org/uploads/compliance_notice/attachment/895/serad-to-hansmann-4jan17.pdf
https://www.icann.org/en/system/files/files/sadag-final-09aug17-en.pdf


R e g i s t r a r s  w i t h  l e v e l s  o f  a b u s e

Some registrars 
have a significant 
portion of their 
domain name 
portfolio 
associated with 
abuse

SADAG https://www.icann.org/en/system/files/files/sadag-final-09aug17-en.pdf

https://www.icann.org/en/system/files/files/sadag-final-09aug17-en.pdf


S A D A G  F i n d i n g s

Some registries 
had a significant 
portion of their 
zones tied to 
abuse

• The SADAG identified several TLDs with more than 10% of their 
domain names associated with abuse: 

• .science (51%)
• .stream (47%)
• .study (33%)
• .download (20%)
• .click (18%)
• .top (17%)
• .gdn (16%)
• .trade (15%)
• .review (13%)
• .accountant (12%)

https://www.icann.org/news/announcement-2-2019-03-15-en

https://www.icann.org/news/announcement-2-2019-03-15-en


R e g i s t r i e s  w i t h  h i g h  l e v e l s  o f  a b u s e

SADAG chart on 
new gTLDs

SADAG https://www.icann.org/en/system/files/files/sadag-final-09aug17-en.pdf



F i n d i n g s  t o  b u i l d  f r o m

Why should the 
Community permit 
systemic, unabated 
DNS abuse?

• Some registrars, registries and resellers are used or targeted 
by cybercriminals (malicious registrations and compromised)

• Absent effective incentives or disincentives for permitting 
high levels of abuse, these parties benefit from registrations 
regardless of whether they are being used for malware 
distribution, phishing, pharming, botnet command-and-
control, and high-volume spam

• Unabated, systemic abuse is incompatible with the security 
and stability of the Domain Name System

• The CCT Review Team proposed to the Board a
recommendation to create 3% and 10% abuse thresholds to
provide a means to remedy abuse and suspend parties that 
will not mitigate abuse
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